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Abstract. Trust has been connected to economic
activity since the dawn of time. Although the in-
ternet and online transactions have had a stagger-
ing impact on how we interact with each other,
some primary flaws with the system persist.
Among these involve rising economic crimes and
transaction costs. While traditional security mea-
sures provide subtle confidence and protection,
fraud and high transaction fees remain two major
challenges in day-to-day exchanges.

In this paper, we present a novel method to exe-
cute commercial transactions through a decen-
tralized escrow solution that secures online and
face-to-face exchanges between parties while
eliminating the trust deficit. The aim of our de-
centralized Escrow is to provide a platform for
the exchange of both digital and physical assets
supported by escrow accounts. These escrow ac-
counts are implemented in a decentralized way
by the means of smart contracts over the Tezos
blockchain. The objective of this paper is to lay
out a high-level specification of our decentralized
Escrow platform and introduce the changes we
have made to our initial proposition.

1. Introduction

Electronic commerce (hereinafter: e-commerce)
relies almost exclusively on a few financial insti-

tutions that process transactions and serve as
trusted third-party services. The current online
environment where the number of unknown par-
ties increases suffers from fundamental vulnera-
bilities due to the used trust model. Trust is often
regarded as a fundamental concept for under-
standing economic, financial, and social activities
[1-5]. The perception of trust is that it allows par-
ties to perform potential beneficial exchanges
while overcoming the presence of moral hazard.
It means that one takes a risk, leaving themselves
vulnerable to the actions of the counterparty [6].

Additionally, perceived economic distrust de-
pends on various behavioural factors (e.g. trust
levels, risk appetite) [7-10]. Hence, the balance
of trust and distrust differs for every person, and
therefore the accepted threshold is different, in-
fluencing the overall will to participate in e-
commerce. The perceived risk during an e-com-
merce transaction is an aggregate factor with
three dimensions: risk of functionality inefficien-
cy, risk of information misuse, and risk of failure
to gain product benefit [11]. Consequently, the
consumers' perceived risk plays a crucial role in
the decision-making for purchasing and hedging
the involved financial risk through a digital es-
crow service [12].

E-commerce is characterized by asymmetric



information [13], meaning that transacting parties
do not have access to the same information flow
[14]. Many significant factors influence the
amount of asymmetric information; however, two
are closely related to online fraud: the uncertainty
of the counterparty's identity and the uncertainty
of the product quality [15]. The principal-agent
theory is perceived as one of the root causes of
economic crime and distrust since self-interest is
higher than external interest. The theory claims
that the agent can make decisions that impact the
principal. However, due to self-interest, the agent
will act in their best interests contrary to the prin-
cipal [16]. This is reflected in a recent study
showing that the total costs of global fraud for
firms were over 42 billion USD from 2018 to
2020, especially customer fraud and cybercrime
are significantly increasing [17].

Considering that economic crime and distrust
are perceived with multiple types of transactions,
the urgency for a convenient, decentralized, and
trustless solution is imminent. This whitepaper
proposes a solution for the economic distrust
problem by offering a decentralized and trustless
escrow service. The system is secured through a
robust network of smart contracts built on one of
the most secure and scientifically-driven
blockchain ecosystems, Tezos. The paper will be
developed through a step-wise approach, high-
lighting fundamental concepts (i.e. smart con-
tracts) to investigate how a blockchain-based es-
crow service can solve existing financial issues.
The paper will highlight how smart contracts
work and how these can have a significant effect
on the traditional financial industry. Ultimately,
the Smartlink block-chain-based escrow service
will be high-lighted to contribute to the broader
question of how Smartlink will revolutionize the
escrow industry.

2. Smart Contracts

2.1 Background on smart contracts

Most modern cryptocurrencies rely on smart con-
tracts, a self-executing contract based on a pro-
gramming language. Nick Szabo proposed the
first concept of smart contracts in 1997 [18]. In
this paper, Szabo labeled a purchase from a vend-
ing machine as an early form of a 'smart
contract'. The owner of the purchased item trans-
fers ownership upon receipt of pre-determined
requirements (i.e. money). Szabo also identified
that smart contracts needed security to exist;
therefore, he mentioned that the currency lock-
box and other security mechanisms protect the
stored coins and other contents of vending ma-
chines from potential attackers [19]. Additionally,
he describes a few other potential applications for
smart contracts, including automated transfer of
digital property and peer-to-peer lending. These
previously proposed applications are currently
operational and widely adopted by the cryptocur-
rency community because of smart contract pro-
tocols (e.g. Ethereum, Zilliga, Tezos).

Smart contracts allow digital and physical assets
to move according to an arbitrary pre-specified
set of rules [20]. Smart contracts have a
blockchain as an underlying layer, whereby all
involved transactions are time-stamped and re-
spectively added. Due to the design of a
blockchain, there is no central authority that vali-
dates or screens these transactions. In contrast, it
is a network of decentralized nodes that validate
transactions in the case of Proof-of-Work. There-
fore, blockchain technology is a form of Dis-
tributed Ledger Technology. Essentially, smart
contracts consist of a set of transactions that are
stored and updated with Distributed Ledger
Technology [21]. Due to the self-executing
mechanism of smart contracts, the contract will
automatically settle whenever the predetermined
prerequisites are met. Once a smart contract is
issued, the smart contract's state cannot be al-
tered.

Delmolino, Arnett, Kosba, Miller, and Shi pro-
vided a simplified example of a smart contract



and how it might be coded, in the now depreciat-
ed Serpent, to achieve its purpose [22]. In this
particular example, two parties — Alice and Bob —
engage in a simple financial swap. Alice believes
the value of the stock will increase, while Bob
believes the opposite. Both parties deposit an
equal amount of a designated cryptocurrency
when the deadline arrives. The stock's current
price is queried by interacting with a particular
external pricing authority (e.g. oracle). The com-
bined deposit will be given to Alice or Bob based
on the given price. The smart contract provides
various parameters: the identities of the parties,
the reference deadline, prerequisite, and the out-
come based on the prerequisite. The smart con-
tract's plain and comprehensible logic makes it
relatively easy to understand for consumers with
a basic understanding of coding. The highlighted
smart contract is relatively simple; it emphasizes
the elegance and possibilities of smart contracts
to facilitate a broad number of transactions and
applications.

2.2 The benefits of smart contracts

Blockchain technology enables smart contracts to
operate cost and resource-efficient by providing a
fully transparent mechanism to transfer digital
property while reducing the dependency on in-
termediaries. Moreover, with the open nature of a
public blockchain, all transactions and data are
accessible for the involved parties.

Smart contract technology has a few clear ad-
vantages compared to traditional contracts. An
example, the perceived risk of transferring prop-
erty is drastically lowered due to the accessibility
of public data of the blockchain. As highlighted
earlier, transactions are not validated through a
trusted intermediary (e.g. banks) but a consensus
method of decentralized nodes.

Public blockchains apply consensus methods to
achieve necessary agreements to ensure that
every node connected to a particular blockchain
is synchronized and its transactions are legitimat-

ed. How transactions are publicly verified and
added to the blockchain allows a fully transparent
ecosystem whereby any involved party can verify
transactions. Moreover, smart contracts entirely
rely on on-chain data that cannot be altered, as-
suming the underlying blockchain is robust and
fully transparent for any participant.

Smart contracts also may result in lower over-
head costs. Since the dependency on intermedi-
aries is significantly lowered, settlements can
take place far quicker and without the need of a
traditional intermediary. Moreover, smart con-
tracts are self-executing; therefore, fully auto-
mated, which decreases human involvement.
Consequently, a smart contract's operational cost
is drastically lower than a traditional contract.
Traditional contract fees are usually service or
administrative fees or legal fees associated with
preparing, monitoring, and executing written
contracts. A typical example of a traditional con-
tract is a purchasing contract whereby a con-
sumer purchases a product online by debit card
and pays fees to the credit card company for their
services. The blockchain could have similar
costs, depending on the consensus method. How-
ever, the scale will be much smaller. Additionally,
transactions on the blockchain are dependent on
the blockchain, evolving to be near-instant.
Hence, allowing users to perform cross-border
transactions with negligible transaction times.
The simplicity of smart contracts allows for a
unique opportunity to decrease language ambigu-
ity. Ambiguity occurs when there is a lack of
clarity or a sense of uncertainty about applying a
particular term [23]. A word may have multiple
definitions in a sentence structure, allowing for
different interpretations. There have been numer-
ous issues whereby ambiguity led to severe eco-
nomic and social damages in the past. The case
of Raffles v. Wichelhaus must be one of the most
famous cases regarding mutual misunderstand-
ing. This case took place in 1864, where the ac-
cuser, Mr Raffles, offered to sell a certain amount



of cotton to the defender, Mr Wichelhaus [24]. It
was agreed that the cotton would be transported
to Liverpool by ship, called Peerless, from Bom-
bay. At the time, two ships were sailing under
that name, and the contract did not specify which
ship had the goods. Both parties believed that the
agreement covered different ships since Wichel-
haus assumed that the goods would be delivered
in October, while Raffles gave the goods to the
Peerless boat that would arrive in December.
Wichelhaus refused to pay, as the goods were
dispatched too late, whereupon Raftles sued him.
Was there an enforceable contract between the
two parties? The court ruled that there was not.
There was ambiguity in Peerless and which ship
was understood. There was no consensus on what
the parties had in mind, so the contract was non-
binding. An outsider could not determine which
boat was referred to in the agreement. Mutual
misunderstanding can be characterized as a prob-
lem of contract where customary law falls short
[25].

In summary, smart contracts have the following
advantages compared with traditional contracts
[26]:

Lower perceived risk. Due to the design of an
open blockchain, issued smart contracts cannot
be altered. Additionally, the transparency of an
open blockchain forces participants to be ac-
countable for their potential malicious intent.
Lower overhead costs. The decentralized public
ledger substitutes brokers and mediators due to
the trustless nature of an open blockchain. Smart
contracts are decentralized self-executing con-
tracts stored in a blockchain; therefore, adminis-
tration or additional services are redundant.
Lowered language ambiguity. Language is one of
the most complex outcomes of evolution, where-
by ambiguity plays a considerable role [27]. Am-
biguity is also found in policy frameworks and
legal contracts, making it burdensome for con-
tractors and lawyers. The perceived ambiguity in
programming languages is lower due to the exe-

cution, allowing only one interpretation of a spe-
cific sentence.

Improving operational efficiency. The elimina-
tion of intermediaries lowers the needed re-
sources and therefore can significantly improve
the efficiency of business processes. The self-ex-
ecuting nature of smart contracts lowers the turn-
around time, for example.

2.3 Smart contracts: A financial innovation
The traditional innovation-growth perspective
assumes that financial innovations help improve
the quality and variety of financial instruments
[28, 29], facilitate risk sharing [30], and ultimate™
ly improve allocative efficiency [31, 32]. How-
ever, financial innovation also has a considerable
negative effect; one of the root causes of the
global financial crisis of 2008 was innovative
financial instruments by dramatically increasing
credit expansion, leading the world into one of
the worst financial recessions in decades. The
thin line between positive and negative financial
innovation makes it complex and, in foresight,
burdensome to classify financial innovations due
to ever-changing political and financial frame-
works and overall risk acceptance by institutions.
However, there is supporting evidence that finan-
cial innovation allows countries to grow faster by
growth opportunities [33]. An example of a fi-
nancial innovation that could increase the growth
opportunities for countries is digital escrow ser-
vices. "Online escrow services are fundamental
to facilitate and accelerate e-commerce, by se-
curely assuring settlements" [34]. The perceived
risk significantly decreases by protecting the in-
volved parties from asymmetric information and
self-interest. Consequently, the consumer is more
willing to engage with e-commerce, leading to
higher business revenue.

However, the intensity of competition is rela-
tively low for the digital escrow industry due to
the high financial barriers for entrants. Addition-



ally, a significant entry obstacle is a complex and
expensive infrastructure for a scalable escrow
service. Monopolies can be seen as a crucial is-
sue that potentially impacts the overall quality
and pricing of the service [35]. As a result, there
is a lack of participants, and therefore, the indus-
try is relatively monopolized by a few market
participants, leading to high transaction fees and
industry stagnation. Furthermore, the processing
times of traditional escrow services can take up
to five business days, depending on the used
payment method [36]. The current centralized
design of escrow services is transferring the per-
ceived risk from a consumer to a third-party in-
termediary instead of eliminating the risk. The
usage of smart contracts can minimize the per-
ceived risk due to the lower language ambiguity
and increased overall operation efficiency.

The means of payment of a blockchain escrow
service is, in general, a native cryptocurrency
with an underlying blockchain layer. The signifi-
cant difference between traditional escrow ser-
vices is that a public blockchain is immutable;
once verified, data cannot be altered [37]. The
involved parties can verify if transactions have
taken effect without trusted third-party interme-
diaries through the public blockchain. It allows
blockchain escrow services to operate more effi-
ciently by decreasing overhead costs while in-
creasing operational efficiency [38]. The preci-
sion of cryptographic identifiers can minimize
future conflicts over contract terms; due to that,
the ambiguity of programming languages is less
than traditional real-world languages [39].

3. Smartlink

Smartlink intends to create a decentralized and
secure ecosystem that eliminates the need for
trust during a commercial transaction by provid-
ing different tools to solve Trust Conundrum for
Web3.0 and off-chain appli-cations, emphasizing
rapid settlement time enterprise-grade security

and a convenient interface. Smartlink does this
by removing many significant intermediaries,
lowering overhead costs and perceived risk while
increasing the user's flexibility. Users are provid-
ed with a set of secure, standardized smart con-
tract templates to ensure the accessibility and se-
curity of the protocol. However, users can also
customize or create new contracts based on their
own needs. By promoting an intuitive user expe-
rience and design, the ecosystem allows anyone
to use the product with ease without any com-
plexity constraints. Furthermore, Smartlink will
implement a robust KYC and AML protocol that
safeguards its users' information without com-
promising the network's security. The users' data
will be stored on a local database or a decentral-
ized data storage protocol. The advantage of a
decentralized data storage protocol is lower over-
head costs than centralized cloud-based storage
and it removes the vulnerabilities of centralized
authority. However, the overall required in-
frastructure for decentralized data storage is more
complex, due to supervision, and it is expensive.

The utilized blockchain layer of Smartlink is
Tezos, an open-source, community-governed
blockchain network. Tezos utilizes a Proof-of-
Stake (i.e. Liquid Proof of Stake) mechanism as
consensus method, that utilizes baking and fea-
tures optional delegation, allowing any stake-
holder to participate in consensus without giving
up custody of their tokens [40].

3.1 Decentralized escrow

The Smartlink escrow service eliminates the per-
ceived risk during a digital property transfer
through leveraging smart contracts. The user can
utilize the Smartlink smart contract library (here-
inafter: Sscl) or create their smart contract based
on their needs. The Sscl are enforceable, legally
valid, and audited smart contracts; thus, contracts
are legally binding. Consequently, it minimizes
the overhead costs of legal research and devel-
opments of smart contracts for users. The smart



contracts are scalable, allowing multiple stake-
holders and complexity. The involved parties of a
smart contract can allocate an inspection period
before the closure of a deal to ensure that the in-
volved parties can inspect and confirm if the
smart contract accommodates the prerequisites.
By defining specific rules and requirements for
the smart contract, the smart contract can self-
execute based on these prerequisites. The smart
contracts have a multi-step agreement mecha-
nism, allowing involved parties to create pay-
ment milestones.

The Smartlink escrow service will allow digital
and physical property transfers through leverag-
ing smart contracts, Smartlink API and Decen-
tralized Oracle Networks (DONs). DONs are a
group of independent nodes that provide data to a
blockchain. Every independent node retrieves
data from off-chain sources and stores it on-
chain. The data is then aggregated to a system to
determine the validity of the data. The transfer of
digital property (e.g. Tezos tokens, synthetic as-
sets, NFTs) is fully on-chain, allowing users to
track transactions through the blockchain. In an
escrow exchange, the Seller and the Buyer first
agree on the terms of the exchange collected in
an ‘escrow proposition’(hereinafter: proposition),
which is captured by an escrow smart contract on
Tezos. The acceptation of the proposition by the
two parties entails that the escrow smart contract
withholds some stipulated amount of money from
the Buyer. After the acceptation of the proposi-
tion, the Seller delivers the product to the Buyer,
and when both parties have verified that all the
conditions of the exchange are satisfied, the es-
crow smart contract releases the amount to the
Seller. If the conditions are not met, both the
Buyer and the Seller could start a dispute, which
would escalate through several phases according
to certain time ranges and which may eventually
involve a Mediator. The Mediator would collect
the evidences presented by the Buyer and the

I https://research.csiro.au/blockchainpatterns/general- patterns/deploy-
ment- patterns/dapp/

Seller and would eventually emit some verdict in
favour of one of the two parties.

The current implementation of Decentralized
Escrow covers the use cases for the exchange of
digital assets [91, 92] and present detailed work-
flows for the “creation of an escrow proposition”,
“acceptation of a proposition”, “cancellation of a
proposition”, and “dispute of a proposition”. The
actors in this workflow define a system architec-
ture that resembles that of the Decentralized Ap-
plications (DApp) pattern! where a Smartlink
web service simplifies the interactions between
the final users and the smart contracts on the
blockchain, via an application program interface
(API) which may store relevant data in an off-
chain database, and whose operations are avail-
able to the users through an internet browser (see
Figure 1).

Among other activities, the Smartlink API is in
charge of the following:

(1) Authenticating the final users through
Smartlink’s log-in service, which, among other
attributes, registers the Tezos wallet address and
the email address of each user [92]).

(i1) Validating and preparing the data to be in-
cluded in the blockchain transactions, which are
sent to the final users in order to be signed with
the user’s wallets thus invoking the correspond-
ing smart contract(s).
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Figure 1: System architecture of the Decentralized Escrow.



(ii1) Notifying the users of the results of their op-
erations by exchanging emails with the regis-
tered email addresses.

Even though the authentication of final users
presents a certain degree of centralization, this is
however adequate for Smartlink’s business model
for the exchange of digital assets. Smartlink
keeps an off-chain register of all the escrows in
the platform and generates all the invocations of
the smart contracts, which are to be signed by the
final users. The final users pay the tez gas fees
for including these transactions in the Tezos
smart contract.

In its current implementation, Decentralized
Escrow is optimized for the exchanges of digital
assets. In this kind of exchanges, the real-world
entities and objects involved are limited and
known beforehand (since there are no intermedi-
aries), and the conditions of a given escrow can
be checked automatically in an easy way, since
the exchange of such products lays exclusively
on electronic transactions. However, the ex-
change of physical assets involves interactions
between real-world entities that pose a whole
new brand of challenges, which are to be ad-
dressed by future versions of the Decentralized
Escrow. Some of these challenges are investigat-
ed in this technical report.

The escrow for digital assets allow efficient
Over-The-Counter (OTC) trades in one-on-one
transactions, removing the need for any trusted
third-party intermediaries. Through the use of the
FA 1.2 standard on Tezos, tokens can be used be-
sides the native Smartlink token, SMAK. The FA
1.2 Tezos standard is Tezos fungible token stan-
dard that includes a ledger that outlines identities
to token balances. It provides a standard API for
token transfers and authorizes external contracts
or accounts to transfer users' tokens [41]. The FA
1.2 Tezos standard is a leap in consumer accessi-
bility due to the multiple native Tezos cryptocur-
rencies and compatibility of wrapped ERC-20.

Furthermore, Smartlink will utilize the FA2
Tezos standard to transfer Non-Fungible Tokens.
A Non-Fungible Token is a non-interchangeable
unit of metadata with unique identification codes
and metadata publicly verifiable through a public
blockchain. The critical factor that distinguishes
the FA2 standard from the FA1.2 standard is the
standardization of transfer semantics, meta-data,
accessing balances, total supply, and permission
rights [42]. These implementations significantly
increase the degrees of freedom of token con-
tracts by allowing configuring token types, token
management, supply operations, authorizing ar-
chitecture and questions on contract upgradeabil-
ity [43]. Finally, participants must have a com-
patible wallet to store the acquired digital proper-
ty to transfer digital property.

3.2 Digital Marketplace

Cryptocurrencies are increasingly being used for
day-to-day payments; due to technological ad-
vancements, the transaction fees of specific
blockchain networks are negligible (e.g. Zilliqga,
Tezos). Traditional payment processors are grad-
ually entering the crypto-currency market (e.g.
PayPal, Square). The profitability of cryptocur-
rency services are considered high, consequently,
newly entering traditional companies are report-
ing significant revenue growth numbers [44].
One of the frontrunners of the cryptocurrency
payment industry, Bitpay, reported a 50% rev-
enue growth in 2021 [45]. The growth is expect-
ed to increase in the next few years due to the
consumers' increased interest in cryptocurrency
services [46].

The synergy between a cryptocurrency market-
place and an escrow service is significant due to
the complementary nature of the products. Con-
sequently, the overall overhead costs of both
products are potentially reduced through
economies of scale. Thus, Smartlink plans to
launch a marketplace for Web 3.0 that distin-
guishes itself from existing solutions through ad-



vanced functionalities, including a crypto wallet
browser integration, escrow smart contract, mul-
ti-cryptocurrency support, significantly lower
fees, a built-in reward system and a user-friendly
interface. The perceived risk is reduced for the
involved parties through an on-chain review sys-
tem. Smartlink provides an option to settle pay-
ments immediately or use escrow smart contracts
for the transaction.

According to a recent study, new users perceive
the cryptocurrency industry as complex, prevent-
ing potential user adoption [47].

Hence, Smartlink emphasizes the user experience
by adopting accessible concepts and interfaces.
Additionally, Smartlink plans to provide its ser-
vices through mobile applications that support
initializing and executing the main functionali-
ties, including the contract template library, es-
crow service, milestone payments, tracking
transactions, and sending offers. The mobile ap-
plication will be a significant gateway to the
Smartlink Marketplace, allowing consumers to
purchase products and services directly with an
auto-connect feature for compatible wallets. Ad-
ditionally, the Smartlink app features dispute res-
olution services, allowing users to raise tickets
and follow-up on the arbitration process through
the app.

3.3 Transferring Digital Property

The blockchain is perceived as a potentially revo-
lutionary solution for transferring digital property
efficiently, safely, and in a relatively easy way
[48]. The benefits of smart contracts and the un-
derlying blockchain layer can serve to be the cat-
alyst for a new era of e-commerce. Additionally,
some features will require users of the Smartlink
platform to go through a KYC and A.M.L.
process to comply with Financial Action Task
Force (FATF) guidelines. The buyer and seller
must connect their Tezos compatible wallets to
the Smartlink escrow services through the

Smartlink API, and the data will be written to a
database to create an escrow contract.

In order to execute any transfer of property
through the smart contract, the buyer and seller
have to agree on the set of rules of the contract,
which will be executed after signing a particular
transaction. Typical examples are the price of the
exchanged digital property and the delivery time-
frame. As shown in figure 2, the general smart
contract process flow for transferring digital
properties involves two stakeholders: a buyer and
seller, whereby three smart contracts will be uti-
lized to establish a robust escrow contract. The
stakeholders connect through a compatible wallet
with the Smartlink-API to validate the escrow
and milestones written to a local database. The
transaction data will be sent to the stakeholders to
validate and sign if the stakeholders agree with
the payment contract. Consequently, the type of
preselected and approved means of payment (i.e.
cryptocurrency) will be sent to the Payment
Smart Contract. Additionally, the required
amount of the preselected cryptocurrency will be
calculated and verified through the Smartlink
API. If the stakeholders agree and validate the
transaction, the smart contract will create the
payment and permit, and the Smartlink APT will
verify the payment data. The stakeholders will be
notified of the created payment through email
and form a consensus if the created payment
complies with the preset requirements.

The escrow can be made through the escrow
smart contract if both stakeholders comply. Final-
ly, the permit is verified by connecting with the
Payment smart contract and the escrow validity
by the Smartlink API. The involved stakeholders
will be notified by another email that the escrow
is successfully launched, therefore legally bind-
ing the participants to the smart contract.
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Figure 2: Workflow of a Digital Asset transaction using the Smartlink Escrow module

3.4 Transferring Physical Property

The main challenge for tracking physical prod-
ucts on a blockchain is the feature to be individu-
ally recorded. The scalability of blockchains can
be a limitation due to the required amount of
transactions. Additionally, preserving off-chain
data in an integer, privacy-friendly, and equal
manner can be perceived as complex. A typical
example is the blockchain certifications of the
Marine Stewardship Council (hereinafter:
M.S.C.), which acts as a neutral, trusted third-
party that can track the commercial journey of
seafood. However, the transportation path is in-
accessible for the consumer, and the application
is running on a permissioned blockchain. The
primary purpose of M.S.C. is to set a standard for
sustainable fishing. A recent report has shown
that the M.S.C. certifications are not as sustain-
able as supposed due to laxity and inconsisten-
cies [49]. The leading causes are that the M.S.C.

label rules are too lax due to information asym-
metry.

The consumer must trust manufacturers or third
parties that the data hosted on the permissioned
blockchain has not been altered. Therefore, the
blockchain certifications of M.S.C. are as ineffi~
cient as non-blockchain supply chain solutions.
Additionally, the certifications suffer from the
principal-agent problem, whereby the clients' in-
terests of M.S.C. and M.S.C. itself are not
aligned. Smartlink recognizes the implications of
information asymmetry and eliminates any in-
formation failures. The Smartlink escrow service
utilizes various on and off-chain mechanisms that
verify the counterparty's identity and allow end-
to-end tracking of the physical property. A built-
in KYC process will hold potential malicious ac-
tors responsible for any harmful behaviour by
verifying the involved participants. Furthermore,
by strengthening the verification aspect of the



off-chain component of the product, asymmetric
information for the involved parties is reduced.

3.4.1 Challenges with the exchange of physical
assets

The exchanges of goods in the physical world
involve entities and objects that may not be
known in advance, and which interact with each
other in ways that are difficult to verify by mech-
anized means. To wit, in any exchange in the real
world there is necessarily an entity who is in
charge of delivering the goods (whether a com-
pany or an individual, in which case it could be
one of the Buyer or the Seller themselves). This
shipping entity could in turn externalize its func-
tions and rely on other subsidiary shipping ser-
vices or intermediaries, depending on circum-
stances that involve human activities which can-
not be foreseen a priori (supply sources, trans-
portation, weather conditions, legal and customs
regulations etc.). The problem that arises is how
to authenticate these intermediaries, which may
be dynamically involved in the shipping process,
and how to collect the accord from the final users
for them to participate, and the proofs that each
intermediary complied with its corresponding
function as to ensure the chain of custody of the
goods being shipped, which is a required in order
to establish liabilities of the different intermedi-
aries in case of disputes.

In order to support these tasks and provide the
required guarantees, other entities such as identi-
ty providers and/or know-your-client companies
(KYC) may be involved as well, specially in the
authentication of the intermediaries and in the
establishing of a reputation system that would
reflect on the trustfulness of each participant. The
system architecture for the exchange of physical
assets includes additional off-chain entities and
an increased coordination complexity between
themselves and the system, as depicted in Figure
3. This increased coordination complexity must
be handled in an open and decentralized way and

2 https://research.csiro.au/blockchainpatterns/general- patterns/interact-
ing- with- the- external- world/ oracle/

reflected on the blockchain, in order to keep up
with the goals of Decentralized Escrow.

One well-known solution to introduce the state of
an external system into a blockchain is to use the
Oracle pattern2. This pattern consists in designat-
ing a trustful party, conventionally called an ora-
cle, which is in charge of collecting information
from the external entities, and of regularly post-
ing a curated state of the off-chain world into the
blockchain by calling an associated smart con-
tract. The oracle may process data received from
several sources before signing and posting it on
chain. A relevant example of the application of
this pattern in the Tezos ecosystem is the Har-
binger Price Feed for digital assets3.

From all the many issues that the exchange of
physical assets pose, we focus on identity man-
agement and the shipping process. Our next sec-
tions explore solutions for decentralized identity
management based on variations of the Oracle
pattern alongside detailed workflows for authen-
tication and for the transfer of custody of physi-
cal assets.

ON-CHAIN OFF-CHAIN
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BUYER \iELLER
COSN"}%:CT WALLET WALLET ‘_'—, I’/l/l/l’ '\
IDENTITY I-.j

PROVIDER
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/
g
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0, ©

PAYMENT SMART CONTRACT
CONTRACT ESCROW

Figure 3: System architecture for the exchange of physical assets.

3.4.2 Decentralized identity management
In the current version of our Decentralized Es-
crow, identity management and authentication is

3 https://harbinger.live/
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carried out by the Smartlink API in a centralized
way through its log-in service, and with the sup-
port of the off-chain data collected and stored by
Smartlink. We now propose a decentralized mod-
el for authentication that overrides the Smartlink
API log-in service and stores the identities of the
registered users directly on-chain. Our objective
is not to remove the current log-in service but to
enable secure and heterogeneous methods (not
necessarily controlled by Smartlink) to interact
with it by dynamically providing identities from
the off-chain world. These identities will be
stored on chain, and the log-in service will act as
a proxy to those identities. To truly replace
Smartlink’s log-in service by a decentralized so-
lution could be an interesting endeavour in the
long term, which goes further in the direction set
by our proposal. For the moment, we aim at the
more modest objective of allowing third parties
to provide the identities of the subjects that could
take part in the Decentralized Escrow.

We propose the use of the Identifier Registry
pattern4, which consists of a smart contract that
maintains a list of mappings from identifiers to
identities. In our case, an identifier is a public
key from an asymmetric pair controlled by the
subject relative to the identifier, and an identity is
a tuple of attributes relative to the subject that
includes the three compulsory attributes of
Name, Email, and Tezos wallet Address, as well
as the optional attributes of Postal Address and
Birth Date (or Registration Date if the identity
corresponds to a non-physical person), together
with additional attributes that would describe the
role of the subject in the system, and if it applies,
its reputation according to some reputation
schema provided by some KYC, or any other in-
formation required for establishing the legal lia-
bility of the subject. These attributes generalize
the data model for Users in the Technical specifi-
cation of the Decentralized Escrow [91].

The identifier (the public key) uniquely identifies
each subject and enables the authentication of

4 https://research.csiro.au/blockchainpatterns/general- patterns/self- sov-
ereign- identity- patterns/ identifier- registry/

any message or event issued by the subject, via
cryptographic signatures. The Tezos wallet ad-
dress helps to verify the blockchain transactions
and smart-contract invocations issued by the sub-
ject, and the Email provides a channel for notify-
ing the result of the various operations performed
by the subject.

We next propose two solutions for identity
management in which the identity providers and
the methods used for validating the identities cor-
respond to opposed cases between authoritative
identity sources and self-sovereign identity: the
first solution uses certificates issued by a certifi-
cation authority; the second solution uses the
Blockchain and Social Media Account Pair pat-
tern5, which allows for the verification that a
blockchain address and a social media profile are
controlled by the same subject, thus lifting the
trustworthiness of the social media.

Identity provided by a Certification Authority
Figure 4 below depicts the workflow for the reg-
istration of a new identity into the Identifier Reg-
istry using a Certification Authority (hereinafter:
CA) as the identity provider. A subject that wish-
es to be registered using this method first re-
quests a digital certificate from the CA. This cer-
tificate certifies the ownership of the pair of
asymmetric cryptographic keys associated to it
(we write KS and PK S respectively for the pri-
vate and public key of subject S). This certificate
can be validated by anyone in possession of the
public key of the CA. After receiving the certifi-
cate, the subject forwards the certificate and the
signed identity (notice that the identity may con-
tain information not included in the certificate) to
an Adapter smart contract. Communicating these
credentials first to the on-chain Adapter serves
the purpose of binding them to the Tezos wallet
address controlled by the subject. The Adapter in
turn forwards the identity and the credential to an
Oracle by issuing some transaction that signals a
query to the Oracle to validate the newly received

5 https://research.csiro.au/blockchainpatterns/general- patterns/self- sov-
ereign- identity- patterns/ bound- with- social- media/
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Figure 4: Workflow for registration using a Certification Authority.

identity.¢ Once the Oracle retrieves the certificate
and the signed identity from the Adapter, it
checks the validity of the certificate before post-
ing the identity of the subject on chain, which is
stored as a new mapping by the Identifier Reg-
istry smart contract. The Adapter and the Identi-
fier Registry could be in principle co-located on
the same smart contract, but separating them in
different smart contracts matches better with the
functional decomposition of the solution (they
truly serve different goals) and allow to extend
the solutions with more or different adapters
without the need of modifying the Identifier Reg-
istry smart contract.

Identity provided by the Blockchain and So-
cial Media Account Pair pattern Figure 5 de-
picts the workflow for the registration of a new
identity into the Identifier Registry using the
Blockchain and Social Media Account Pair pat-
tern. A subject that wishes to be registered using

6 This mechanism, which is referred to as “emitting an event” in Solidity
parlance can be implemented as well over Tezos with the inclusion of
some transaction tagged by the Adapter that the Oracle will read.

this method first generates an asymmetric cryp-
tographic pair on its own. Once this pair is gener-
ated, the subject posts the public key together
with the signed identity in the profile of some
social media that the subject controls, obtaining
the url of this post. Later on, the subject forwards
the signed url to an Adapter smart contract. The
Adapter, in turn, forwards this url to the Oracle
by emitting an event on-chain to query the Oracle
to validate the url and the identity contained in
the social media post. The Oracle can now re-
trieve the post at the url, check the signatures,
and thus validate that the Tezos wallet address
used to invoke the Adapter smart contract is in
fact controlled by the same subject that controls
the social media profile. This validation lifts the
trustworthiness of the social media on the identi-
ty that controls the profile, without the need for
any express involvement from the social media in
this authenticating operation. Finally, the oracle
posts the identity of the subject on chain, which
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Figure 5: Blockchain and Social Media Account Pair

is stored as a new mapping by the Identifier Reg-
istry smart contract.

Other methods that consider third-party identity
providers are possible. In particular, it is worth
exploring the methods that involve open stan-
dards for authentication delegation, like imple-
mentations of the OAuth standard, and/or man-
agement of Decentralized Identity Documents
(DID), like the Tezos Decentralized Identifier
Management TZIP-197. All of them could be
adapted to our setting by using some variation of
the workflows above.

Figure 6 depicts an abstract workflow for third-
party identity providers which contains the key
elements to bind an identity validated by some
trustful entity with a Tezos wallet address. For
this purpose, the Subject and the Identity
Provider interact with each other to the end of
issuing some credentials, whose type may depend
on the Identity Provider and the method used.
The Subject then posts these credentials into the
blockchain (which binds them to the subject’s

7 https://gitlab.com/tezos/tzip/- /blob/master/proposals/tzip- 19/tzip-
19.md

wallet address) through the Adapter smart con-
tract. The Adapter notifies the Oracle, which will
interact with the Identity Provider (ans possibly
with the Subject) in order to establish the validity
of the identity and will finally post the identity to
the Identifier Registry. Although not exploited in
our examples above, the ability of the Oracle,
Identity Provider, and Subject to share off-chain
secrets may be crucial for establishing the validi-
ty of the identity while complying at the same
time with any specific confidentiality require-
ments that any of the three parties may require.
Only the credentials that prove the validity of the
identity must be stored on chain. Since the sys-
tem may require more than one identity provider,
one can consider several in- stances of the solu-
tions above that would coexist with each other.
Figure 6 below depicts a scenario in which sever-
al alternative identity providers and their associ-
ated oracles will feed the Identifier Register.
However, the solution in this figure cannot be
readily applicable: the replication of the oracles
comes at some cost, since it poses the very same
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Figure 6: Abstract workflow for third-party identity providers.

safety problems that the ones addressed by the
blockchain’s consensus protocol. Two of the ora-
cles could disagree on the off-chain information
published on the blockchain, and post contradic-
tory identities to the Identifier Registry (e.g., two
mappings for the same identifier that carry differ-
ent attributes) thus incurring in a violation of
safety. This violation of safety could be the result
of the failure of some oracle, or even worse, the
result of a deliberate misbehaviour of some mali-
cious oracle in an attempt to attack to the system
(a Byzantine behaviour). The next section below
explores a generalization of the Oracle pattern
that provides a solution to the replication of ora-
cles by adopting some ad hoc Byzantine-fault
tolerance (BFT) technology that adds to that of
the blockchain, and whose purpose is to support a
particular blockchain-based application.
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Figure 7: Identity management with several identity providers.
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3.4.3 Decentralized oracle networks
Solutions for oracle replication have appeared in
several sources in the literature. In the Decentral-
ized Oracle pattern,? the trustworthiness of a sin-
gle oracle is improved by using a set of oracles
such that each of them would query data from
independent sources, and the associated smart
contract will only consider the information as
valid if it comes from a majority of the oracles.
The decentralized oracle networks (hereinafter:
DON) of [93] take this idea further and introduce
a framework for hybrid smart contracts, a novel
paradigm for blockchain-based applications that
combines the following two kinds of computation
environments:

(1) On-chain computation environments: guaran-
tee availability and persistence through a
blockchain, which is decentralized and open, and
implements a safe, non-repudiable, append-only
ledger. However, these environments are not per-
formant due to the limited computational power
of blockchains and break confidentiality since
blockchains expose their entire state for verifica-
tion purposes.

(i1) Off-chain computation environments: may
provide confidentiality and performance, since
they are centralized and closed, and may be sup-
ported by high-performance hardware. However,
these environments may not be generally avail-
able since their host can terminate them at his or
her discretion, and can neither ensure persistence
since they may lack reliable network access.

The two kinds of computation (on-chain and off-
chain) have complementary properties and it is
very appealing to take advantage of both. This
kind of composition is already present in existing
layer-2 mechanisms. An example of off-chain
computation environments with advanced guar-
antees are the trustworthy execution environ-
ments (hereinafter: TEE) of [94]. The TEEs are

8 https://research.csiro.au/blockchainpatterns/general- patterns/interact-
ing- with- the- external- world/ decentralized- oracles/

described as fully isolated computation environ-
ments that prevent different processes running on
them to tamper with each other, or to even learn
the state of each other. Such systems are im-
plemented with hardware-supported security-re-
lated operations, like they Intel Software Guard
eXtensions (SGX) instruction codes, which use
private regions of memory that are decrypted by
the CPU on-the-fly only for the code running
from within such private regions. This prevents
the private regions to be accessed even by pro-
cesses that run at higher privilege levels, thus
preventing the operating system, or even the host
of the environment, to break confidentiality
without compromising performance.

Without going so far as to rely on systems with
guarantees as the ones provided by the TEEs of
[94], which have strong hardware requirements,
the use of general-purpose off-chain computation
presents many opportunities to achieve perfor-
mance and to keep certain information secret,
which is impossible in the on-chain setting. The
off-chain computation environments targeted by
the DON in our proposal consists of those con-
trolled by some authority it may be seen reason-
able to trust, like for instance the computation
hosted by the provider of the application (in our
case the Smartlink API), or otherwise those com-
putation environments for which some BFT tech-
nology is amenable that would render them
trustworthy. Obviously, this BFT technology
ought to be cheaper than the BFT implemented
by the Tezos blockchain for the combination of
the two computations (on-chain and off-chain) to
be advantageous. Such BFT technology may be
available in computation environments hosted by
the provider of the application together with its
business partners. This BFT technology needs not
define a stand-alone system, since whose sole
purpose is to support the blockchain-based appli-
cation it is associated with.
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Figure 8 depicts the structure of a DON, high-
lighted in yellow. A DON consists of a set of ora-
cles, each of which carries out some functionality
(Executable) by gathering data from the off-chain
services and relying it to the smart contracts on
chain, which it does with the help of Adapters
that target the specific off-chain and on-chain
services used. An oracle can as well read and
write information from some Storage, which in
principle remains in control of the oracle and
could therefore contain information private to the
oracle.

The oracles within the DON communicate and
cooperate with each other to fulfil the follow- ing
design goals:

(1) Trust minimization, for enforcing protection
against corrupted oracles by enabling a certain
minority of oracles to inspect others and issue
flags if they observe misbehaviour.

(i) Incentive-based (crypto-economic) security,
by incentivizing the oracles to behave correctly
and avoid bribing by the means of staking (re-
quiring the oracles to deposit funds in order to
operate with the system) and slashing (confiscat-
ing the said deposits in case of misbehaviour).

(i1i1)) Abstracting away complexity, as to blur the
on-chain/off-chain distinction for the develop- ers
and users of the decentralized services.

(iv) Scaling, by meeting the demands of high per-
formance, while minimizing on-chain fees for
both the providers of smart contracts and the final
users.

(v) Confidentiality, by enabling oracles to re-
trieve in formation from off-chain systems in
ways that protect user privacy.

(vi) Order-fairness, as to protect the system from
censorship and front-running attacks, this is, at-
tacks in which malicious oracles delay the post-
ing on the blockchain of certain information they
have received, while profiting from the malicious
use of this information.

In a nutshell, a DON is a mechanism that enables
to extend an on-chain computation environment
by layering heterogeneous consensus technology
on top of it, in order to bridge it with a set of
high-performant off-chain computation environ-
ments, with the objectives of having crypto-eco-
nomic security, abstracting away complexity, and
enabling scalability.

The BFT technology that we propose for the
DON in the setting of the Decentralized Escrow
is based on the Federated Byzantine Agreement
Systems of the Stellar blockchain [95]. The next
section describes these systems in detail and
presents an example of their application in our
proposed solution.

3.4.4 Federated Byzantine agreement systems

The federated Byzantine agreement systems
(hereinafter: FBAS) used by the Stellar
blockchain [95] are a generalization of the al-
ready classical Byzantine quorum systems of
[96], with the possibility of organic growth of
such quorum systems driven by market forces.
The trust topology in an FBAS emerges from the
individual choices of each node in bottom-up
fashion, bridging the traditional BFT technology
based in quorum systems that is used in permis-
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sioned blockchains with the openness of the pub-
lic blockchains, for which the addition of a new
node has a very reduced cost. These systems
were proposed not so long ago, but they have
reach a relative maturity after the extensive study
of their properties [96, 97, 98, 99, 101, 102].

In an FBAS, a node independently chooses to
trust the parties whom it considers important,
where these choices are called slices. The indi-
vidual choice of slices at each node induces a
quorum system, in which a quorum is a set where
all the nodes contained in it have some of their
slices fulfilled within the set. This results in the
organic growth of the quorum system lead by
market forces, akin to the routing tables of IP
routers. The FBASs come with associated BFT
protocols that are based on the following two
principles:

(1) Before externalizing a decision, a node must
ensure that this decision does not contradict other
decisions that have been previously externalized
by the parties in its slices.

(1i1)) A node will only externalize a decision when
it corroborates that there is enough information in
the system (i.e., has heard enough messages) as
for all the other nodes in at least one of its slices
to externalize the same decision.

The FBAS formalism is expressive enough as
allow nodes to choose to trust alternative sets, in
a way similar to non-deterministic choice, such
that for a node to externalize decision, it suffices
to agree with the nodes in only one of its slices.
This confers great flexibility in the individual
choices of trust, and gives rise to a topology of
trust that are much more general than the ones
entailed by centralized quorum systems.

In particular, the FBASs allow for a hierarchi-
cal topology of trust as the tiered quorum struc-
ture depicted in Figure 9, where the nodes at each
tier choose as their only slice a reduced number

[~ 314

0]0]0]0,

2/4

VOO

2/4

Figure 9: Tiered quorum structure example [95].

Top tier: slice is 3 out of
v, v,,v; %}, including self

Midadle tier: slice is self + any
2 top tier nodes

Leaf tier: slice is self + any
2 middle tier nodes

of nodes in the tier immediately above them. The
nodes in the top tier need necessarily to choose as
slice a bigger number of nodes in the top tier it-
self. At the top tier, the threshold for tolerance of
Byzantine parties is similar to the threshold in
centralized quorum systems (this is, a node needs
to agree with strictly more than two thirds of cor-
rect nodes). However, the threshold of tolerance
in the lower tiers decreases, since they only need
to lift their trust to successively higher tiers such
that the induced quorums ultimately have non
empty intersection in the top tier (typically, this
means that a node needs to agree to strictly more
than one third of correct nodes form the upper
tier). This decrease in the tolerance threshold en-
ables an exponential reduction in the communica-
tion complexity of the protocols that run on an
FBAS, since the tiered structure could adopt the
form of a tree rather than that of a list (this is,
more than one lower tier trust some upper tier,
and the level of each tier is akin to the depth in
the resulting tree, with a single top tier at the
root).
The FBASSs enjoy the following key properties:

(1) Flexible trust, since nodes have the freedom
to choose who they see fit.
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(i1)) Decentralized control, since anybody can
join by picking its choice of trust, and the quo-
rum system will organically grow according to
those choices.

(ii1)) Low latency, since agreement can be
reached by each node exchanging information
only with its vicinity.

The properties of the FBASs that we have ana-
lyzed render them an ideal candidate for the BFT
technology in the DON of our solution: the pos-
sibility of alternatively trusting one slice or the
other can be used to model the non-deterministic
choice on the identity providers that feed the
Identifier Registry in the Decentralized Escrow;
some methods may be more trustworthy that oth-
ers, and therefore the slices will include only one
instance of them, or alternatively other less
trustworthy methods could be used, which may
require some degree of redundancy, and thus oth-
er slices would include more than one instance of
them.

The thresholds needed for the slices to uphold
the required properties in an FBAS may be in
practice bigger than the available alternatives.
For instance, in the setting of the identity
providers it may be unrealistic to require to trust
three out of four certification authorities (there
might not be so many available to start with). In
this case, the FBASs could be applied by letting
each organisation to provide more than one node
(i.e., intra-organisation replication), all of which
will include the same certification authority in
their slices. The final decision could then be
made upon the agreement of several nodes from
different organizations. In order to retain flexible
trust and to avoid sibling attacks in this scenario,
each of the slice needs to include at least a small
number of nodes from sufficiently many different
organisations. By all means, our proposal of us-
ing FBASs is conditional on an increase in the
complexity of the trust topology of the network

of oracles. It may not be needed at first, but it is a
good candidate if we turn the DON into an open
system with the participation of organizations
other than Smartlink, in which case the the num-
ber of oracles involved and the complexity of
their interactions is expected to increase.

An example of application of the FBASs and
the DON in the setting of identity providers is
depicted in Figure 10. We consider one oracle
associated to each identity provider on the right
(both numbered form 1 to 4) that perform the ac-
tions described in the abstract workflow of Fig-
ure 6. Each oracle has an adapter associated to it
that consists of a smart contract that behaves as
the Adapter in Figure 6. Rather than communicat-
ing directly to the Identifier Registry, these four
oracles exchange the information they intend to
post among themselves, and also with an addi-
tional oracle (Oracle ID) that constitutes the only
node in the lower tier and which is in charge of
aggregating the information received by the other
four. An oracle in the top tier decides on some
identity when it agrees with a set of three oracles
from the top tier itself. The oracle in the bottom
tier decides on an identity when it agrees with
other two oracles in the top tier. The combination
of these two conditions entails that a quorum that
contains the oracle in the bottom tier needs to
contain as well at least three oracles from the top
tier, which ensures the safety guarantees and pro-
vides tolerance to at most one oracle in the top
tier being Byzantine. Once Oracle ID has reached
an agreement by the means of some FBAS con-
sensus protocol (see [95, 99, 97, 101, 102] for the
details of such protocols) it will post the decided
identity to the Identifier registry smart contract,
which acts as its Adapter. (The example in Figure
10 is for illustration purposes only: it uses a plain
tiered quorum structure with simple thresholds
for the tolerance to Byzantine parties. Other more
realistic trust topology as the one discussed in the
previous paragraphs would be applied in a pro-
duction system.)
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Our next section presents detailed specifications
for the use case of the exchange of physical as-
sets, which use our proposed solution for identity
management based on the elements that we have
presented so far (Blockchain patterns, DONSs,
FBASS).
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Figure 10: DON for identity providers with FBAS technology.

3.4.5 Detailed specifications for the exchange
of physical assets

We put in place the identity management de-
scribed in the previous sections, and present de-
tailed specifications of two concomitant work-
flows in the use case of the exchange of physical
assets: the workflow for the transfer of custody in
the exchange of physical assets, and the auxiliary
workflow for the connection to the Smarlink API.
We first present the auxiliary workflow for the
connection to the Smartlink API.

Connection to the Smartlink API In the work-
flow depicted in Figure 11, the Identifier Reg-
istry is the source of the identities for the users of
the system, while Smartlink API’s log-in service
acts as a proxy to these identities, and controls a

Data Base which, for efficiency concerns, caches
the identities registered in the Identifier Registry.
A User who wants to connect to the system issues
a connect query to the Smartlink API signed by
the User’s public key PKy . The Smartlink API,
in turn fetches the Data Base (the cache) for the
identity that corresponds to PKy . If there is
cache hit, the identity is retrieved and the
Smartlink API answers the User with a successful
connection. If there is a cache fail (the key is not
stored in the Data Base) then the Smartlink API
will query the Identifier Registry to authenticate
the identifier PKy . If the Identifier Registry does
not contain a mapping for this identifier (the User
has not been authenticated) then it returns an au-
thentication failure that is forwarded to the User
by the Smartlink API. Otherwise (the User has
been authenticated successfully) the Identifier
Registry returns the User’s identity, which is
cached in the Data Base by the Smartlink API
before answering the User with a successful con-

nection.
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Figure 11: Workflow for the connection to Smartlink API.

Transfer of custody in the exchange of physi-
cal assets The workflow in Figure 12 combines
ideas from both the Seller Credential pattern,®
and the Off-Chain Secret Enabled Dynamic Au-
thorization pattern.! In our case the credentials
are those of the Recipient (identity authenticated

9 https://research.csiro.au/blockchainpatterns/general- patterns/
blockchain- payment- patterns/ seller- credential/

10 https://research.csiro.au/blockchainpatterns/general- patterns/secu-
rity- patterns/ off- chain- secret- enabled- dynamic- authorization/ 9



by the Identifier Registry, which is implicit in the
Recipient’s connection to the Smartlink API, as
described in the paragraph above). The recipient
is authorized to receive the custody from the
Dealer by the exchange of an off-chain secret.
When a Dealer wants to transfer the custody of
some physical asset, it connects to the Smartlink
API and queries the transfer of custody to the
Recipient identified by the public key PKR. If the
Recipient is successfully authenticated by the

set (i.e., graphical evidence like pictures, or other
required information to check the integrity of the

asset that may be specified by a manifest that ac-
companies the asset). Once this transaction is fi-
nalized on the blockchain, the Smartlink API will
notify the Recipient through an email that in-
cludes the proof of integrity of the asset. Now the
Recipient will wait for physically receiving the
asset from the Dealer, together with the oft-chain
secret associated to the custody of the asset. If the
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Figure 12: Workflow for the transfer of custody of a physical asset.

[1] The emails respectively notify the Dealer and the Recipient of the success or the failure of the transfer of custody. After a
failure, the Dealer may retrieve the asset being delivered and any of them may chose to open a dispute.

Smartlink API (this triggers the workflow in the
paragraph above) then the Smartlink API gener-
ates a transaction to invoke the Escrow contract
to query for the new custodian, which is validat-
ed by the Dealer’s Wallet and issued to the
blockchain together with the public key of the
Recipient and with a proof of integrity of the as-

Recipient does not accept the proof of integrity,
or if the delivery of the asset never takes place in
the expected time frame, then the Recipient will
reject the custody of the asset by querying it to
the Smartlink API. After the rejection of the cus-
tody, the Smartlink API will notify both the
Dealer and the Recipient of this fact by email,
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after which the Dealer may retrieve the asset and
any of them may open a dispute.

Otherwise, if the Recipient accepts the proof of
integrity, it would redeem the custody of the asset
by querying it to the Smartlink API, by sending
the off-chain secret received from the the Dealer.
The Smartlink API will generate a transaction to
invoke the Escrow contract to accept the transfer
of custody, which will be validated by the Recip-
ient by signing it with the Recipient’s Wallet, and
by providing the hash of a new oft-line secret that
is to be associated from now on to the custody of
the asset. Once this transaction is finalized on the
blockchain, the Smartlink API will notify both
the Dealer and the Recipient by mail of the suc-
cess of the transfer of custody, after which both
parties conclude their interaction.

lolloolo

MEDIATOR WALLET ~BROKER BUYER WALLET +WALLET SELLER WALLET

onnects to website via wallet

I

(&

3.5 Handling Disputes

The expected global e-commerce market will be
valued at approximately 5.5 trillion USD in 2022
[50]. The industry is one of the backbones of the
global trade industry; due to the continuous glob-
al digitalization, the growth is expected to ad-
vance. The consumer-to-consumer e-commerce
market, in general, has a significantly higher per-
ceived risk than any other e-commerce market
(e.g. Business-to-Consumer) [51]. Forsythe and
Shi explained that the perceived risk in online
shopping as the expected loss of a consumer cor-
related with specific online shopping behaviour
[52]. The degree of asymmetric information is
relatively high, which impacts the amount of
moral hazard within the market [53].
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Figure 13: Workflow for a dispute resolution
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Kuan, Bock, and Vathanophas highlighted that
the quality perception of the dispute settlement
system, data input, and service facilities have a
significant impact on the initial buying and reten-
tion rate [54].

Smartlink acknowledges the significance of
convenient and reliable dispute settlement sys-
tems. Figure 13 above illustrates the workflow of
the Smartlink platform to handle dispute resolu-
tions off-chain while the funds are safely kept in
the smart contract. The system relies on a built-in
chat feature dedicated to solving disputes on the
platform and the potential intervention of a medi-
ator if the parties can’t agree to the new terms.
Resolve Disputes Online (hereinafter: RDO) or a
similar solution might be used as a dispute set-
tlement mechanism. The provider is one of the
leading Alternative Dispute Resolution (here-
inafter: A.D.R.) software developers for several
international and private institutions [55]. The
RDO network consists of a network of judges,
registered arbitrators, and a built-in A.D.R.
process for a streamlined litigation experience.
Furthermore, RDO features an Al-enabled media-
tion module for high volume dispute manage-
ment and an expedited litigation process (21-day
resolution) for high-ticket transactions. The smart
contract infrastructure of RDO can be imple-
mented with Smartlink. This solution would inte-
grate mediation clauses and dispute settlement
mechanisms through a voting system comprising
professional arbitrators.

3.6 Other lines of work Smartlink will be ex-
ploring other existing Blockchain Patterns from
CSIRO Data61 [96] that could help to make the
functionality of Decentralized Escrow even more
decentralized. We are aware that patterns such as
Embedded Permission, Token Registry, Key
Shards, Multiple Registration, Dual Resolution,
Time Constrained Access, and Blockchain An-
chor could benefit various aspects in the use case
of the exchange of physical assets.

A long term endeavour which is particularly
appealing is to explore the possibility of external-
izing the functionality of the Smartlink API,
whether into business partners of Smartlink, or
into other third parties, by designing and exploit-
ing cost models and incentive models that would
make it interesting to other parties to develop and
maintain proxies to the smart contracts in the De-
centralized Escrow ecosystem.

4. Economy

The native utility token of the Smartlink ecosys-
tem is SMAK. The token has a finite total supply
of 896,083,333 tokens. The SMAK token will be
used for payments and utility and is exchange-
able for multiple Smartlink' services. The token
functions of SMAK are versatile and can be di-
vided into the following: medium of exchange
and utility [59], ensuring appropriation of the
platform's benefits [60].

4.1 Token Features

Utility and token features have become more and
more important to the cryptocurrency industry
over the last few years [61]. The cryptocurrency
community is getting increasingly capital-effi-
cient due to the number of deployed cryptocur-
rency projects that are rising while capital con-
straints remain. Among the top 20 crypto projects
by market capitalization, roughly half are utility
tokens projects at the time of reporting [62]. The
SMAK token has multiple facets, and these can
be broken down to Governance, Medium of Ex-
change, Fee Exemption, and Micro Rewards.

4.1.1 Governance

Smartlink intends to develop an on-chain gover-
nance system for its platform. On-chain gover-
nance refers to the set of rules and decision-mak-
ing processes that have been coded into the un-
derlying infrastructure of a blockchain-based sys-
tem [63]. This type of governance defines the
rules of interaction between involved participants
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through the infrastructure; these interactions are
conducted by rules embedded within the underly-
ing blockchain code, often referred to as rule of
code [64]. The rules may be layered; therefore,
one set of rules is subject to another set [65]. For
example, a particular rule may allow for platform
infrastructure changes by defining the procedures
to change other lower-level or potentially higher-
level rules by themselves [66].

Smartlink community members will need
SMAK tokens to participate in critical platform
decisions, such as development proposals, part-
nerships, and integrations. A governance staking
pool alongside a ranking system will help users
identify the legitimacy of voters and proponents
on the governance board.

Smartlink uses a whitelist to validate users' par-
ticipation in the upcoming governance. The
whitelist allows users to identify themselves as a
natural entity through a decentralized registry
that uses an off-chain authentication service. The
service utilizes Tezos profiles SDK to retrieve
user credentials, this is a web application where
users can associate their public online identity
(i.e. social media accounts) to their Tezos ad-
dresses. The whitelist allows users to be part of
the Smartlink ecosystem and, therefore, have vot-
ing power on the upcoming Smartlink DAO. It
also prevents voting spamming, whereby users
manipulate proposals by possessing multiple ac-
counts.

4.1.2 Internal Medium of Exchange

In addition to the SMAK token that will be used
as a medium of exchange on the Smartlink plat-
form, a few other FA 1.2 compatible tokens are
supported. Moreover, using the SMAK tokens in
transactions will reduce the transaction fee,
which will be further highlighted in the upcom-
ing paragraph "4.1.3 Fee exemption". Additional-
ly, consumers will be eligible to receive Micro-
Rewards if transactions use SMAK as a medium
of exchange; this will be further highlighted in

paragraph "4.1.5 Micro Rewards”. The accessi-
bility of the platform is considered essential for
the lasting of the platform. By allowing various
FA 1.2 tokens, the user has a broad selection of
supported tokens which lowers complexity and
financial thresholds. As highlighted earlier in this
whitepaper, accessibility is crucial for user adop-
tion.

4.1.3 Fee Exemption

The native Smartlink token, SMAK, will nullify
the transaction fee if the token is used as a medi-
um of exchange. Therefore, users have a financial
incentive to use the SMAK token in any
Smartlink product. However, by not limiting the
consumer to one asset but giving a financial in-
centive, the user is not limited in its potential
choices while still being attracted to the platform.
The transaction fee on any other supported FA
1.2 compatible token is 1%.

4.1.4 Micro Rewards

The Smartlink Micro Rewards are an innovative
concept to increase the retention rate of con-
sumers. The ecosystem grants Micro Rewards to
the consumer for each transaction they have pro-
cessed in SMAK. The Micro Rewards are stored
on a reward wallet that the user may claim at any
time.

4.2 Token Distribution

The token distribution model of Smartlink is fo-
cused on the sustainable growth of the project
through a gradual token vesting unlock. The im-
portance of a balanced token distribution is vital
for the future ahead of the project because the
token supply shocks can significantly impact the
ecosystem. The Treasury wallet is the operational
wallet of Smartlink and will be used for devel-
opment and legal, marketing, and operational
costs. The wallet will be replenished through
transaction fees.
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4.2.1 Revenue Model

The revenue model provides financial stability
for business development, and companies are
conducted to implement a revenue model that
ensures healthy and sustainable long-term growth
[67]. The Smartlink ecosystem will have a rev-
enue model correlated with product usage. The
consumers of the Smartlink products are paying a
relative transactional fee. The transactional fee on
any non-SMAK transaction is pledged to a 1%
transaction fee. As highlighted earlier, utilizing
SMAK on the Smartlink platform will grant a fee
exemption. The revenue model of Smartlink is
sustainable due to the imminent demand for a
blockchain escrow service. Additionally, the
transaction fee can be increased through a gover-
nance proposal if the transaction fee is insuffi-
cient to maintain the stability of the ecosystem.

4.3 Applications

The applications of Smartlink are versatile be-
cause of the combination of the flexibility of the
ecosystem and the imminent need of consumers
and businesses to decrease the perceived risk in
the e-commerce industry. The accessibility of the
ecosystem is one of the key points to attract po-
tential consumers, so the ecosystem has a focus
on a broad audience. The upcoming highlight ap-
plications are fictional and viewed by Smartlink
as potential use-cases of the developed products.

4.3.1 High-value goods

The perceived risk of a consumer transaction in-
creases if the involved financial risk is consid-
ered high. The financial risk is the potential mon-
etary outcome associated with the initial purchase
price and the maintenance cost of the product
[68]. This particular risk is mostly perceived
while transacting [69-79]. The financial risk in-
creases if the product's value is higher, which ex-
pands the overall perceived risk of the consumer.
The consumer wants to decrease this perceived
risk by lowering the overall financial risk through

a digital escrow service [80]. Smartlink escrow
services allow consumers to reduce their per-
ceived risk while being cost-efficient. Additional-
ly, the ecosystem prioritizes the accessibility of
the platform by allowing multiple FA1.2 compat-
ible assets.

4.3.2Milestone Payments

Smartlink milestone management targets enter-
prises and individuals alike. The involved parties
can set up various agreed-upon milestones using
smart contracts. The completion of the first mile-
stone automatically triggers the second mile-
stone, progressing in a similar manner until the
end of the transaction.

When a business hires a freelancer for a project,
both parties can create a timeline, list of deliver-
ables, set up an inspection schedule for individual
stages, and respective payment timeframes. In the
case of five separate stages in a project, the initial
milestone smart contract comprises five sequen-
tial smart contracts. As the freelancer delivers the
product, the business must inspect the delivery
within the programmed inspection timeframe.
Once the business accepts delivery, the smart
contract releases payment for the milestone and
automatically triggers the next milestone smart
contract.

Smartlink milestone management features

Multi-stage smart contracts: The parties involved
in a transaction can create multi-stage milestone
smart contracts. It allows users to execute com-
plex projects within agreed budget and timelines.

Auto-execution: Smart contracts execute upon the
fulfillment of underlying conditions, providing
swift execution with limited manual intervention.

4.3.3 Non-Fungible Tokens (NFTs)

The NFT market is relatively illiquid with ex-
treme volatility [81]. Financial market inefficien-
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cies cause the illiquidity of the market. The mar-
ket has few participants due to the high financial
barriers for entrants, scarcity, and indivisibility.
NFT projects use a ceiling for the number of gen-
erated NFTs to create asset scarcity [82]. The
NEFT collectors are willing to pay a higher price
premium for scarce assets; as a result, the floor
price of these NFTs increases.
Furthermore, NFTs are indivisible, leading to a
further increase in market suppression. The finite
number of owners, due to the limited nature of
NFTs, pushes NFT collectors to the financial
boundaries that inflate the NFT prices. GameFi
projects occasionally require players to have cer-
tain NFTs to interact with their game to put this
in perspective. A typical example is Axie Infinity,
one of the most popular blockchain games based
on player counts [83]. The player has to acquire
three Axies, in-game battle creatures, to be eligi-
ble to play the game. The current price of a single
Axie is 0,02 ETH, which will result in a total ex-
pense of 0,06 ETH [84]. Due to artificial in-game
asset scarcity, the price to engage with the Axie
Infinity ecosystem is significantly higher to en-
gage with any video game of a triple-A studio.
The Smartlink escrow service proposes a solu-
tion for this issue. Players can lend out their
NFTs through the Smartlink escrow service and
be compensated through a fixed payment or roy-
alties for the perceived risk. Allowing players to
lend out their digital assets increases the liquidity
of GameFi NFTs and therefore lowers the liquidi-
ty risk for the asset class.

4.3.4 OTC trades

Institutional organizations are gradually access-
ing the cryptocurrency industry. The legitimacy
of the digital asset industry is progressively in-
creasing in the traditional financial market, and
consequently, the trading volumes and asset val-
ues are increasing. The impact of the involve-
ment of institutional institutions is observable
with the rapid increase in Over-the-counter (here-

inafter: OTC) trading [85]. OTC trading is con-
ducted between two parties without going
through an exchange.

The Smartlink Escrow Service can play a cru-
cial role by improving the transparency of OTC
trading through the underlying blockchain layer.
Using Escrow smart contracts to trade Over the
counter makes it more secure and transparent for
trading fungible or non-fungible assets between
two parties. Smartlink’s escrow services elimi-
nate trusted third parties and avoid distrust of in-
volved parties.

4.3.5 Token Vesting

Vesting tokens is a useful feature for projects that
want to bring transparency to their community
and investors. Smartlink's vesting contract is
scalable and can be used for an unlimited number
of beneficiaries with each having different
amounts of FA tokens. Cliffs can also be set with
predetermined time periods. A complete dash-
board for both admins and recipients will allow
users to keep track of their vesting schedules and
easily claim their rewards. There will be a fee for
the token vesting module which will be charged
in SMAK token.

5 Future

The Smartlink ecosystem has a wide array of use-
cases and will revolutionize the traditional and
blockchain escrow services industry by signifi-
cantly improving accessibility and transparency.
The ecosystem is rapidly evolving and onboard-
ing new ecosystem partners that will use the ro-
bust SSCL to create secure escrow contracts. The
primary focus of giving the consumer a user-
friendly experience remains; therefore, Smartlink
will continue to integrate convenient features.
Smartlink will release more complementary
products on top of its escrow service. The prima-
ry intention of Smartlink is to create a decentral-
ized ecosystem whereby consumers and busi-
nesses are protected from malicious intent while
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having access to a wide array of blockchain-
based products.

Disclaimer

This paper is for general information purposes
only. It does not constitute investment advice or a
recommendation or solicitation to buy or sell any
investment and should not be used in the evalua-
tion of the merits of making any investment deci-
sion. It should not be relied upon for accounting,
legal or tax advice or investment recommenda”
tions. This paper reflects current opinions of the
authors and is not made on behalf of Smartlink,
CEA List, Smartchain, House of Chimera or their
affiliates and does not necessarily reflect the
opinions of Smartlink, CEA List, Smartchain,
House of Chimera, their affiliates or individuals
associated with them. The opinions reflected
herein are subject to change without being updat-
ed.
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