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Foreword

The beginning of the twenty-first century has reinforced the issues of security and
collaboration between businesses and individuals as being of paramount impor-
tance. Awareness of the value of just these two words alone has rocketed within the
communities of both the government and the private sectors, especially since 9/11,
with Dr. George Kostopoulos understanding the implications clearly. One contrib-
uting factor in changing our peaceful confidence was everything that took place
on that September morning. For businesses, independent of their size, and for cor-
porate leaders, having a sense of assurance or peaceful confidence that their com-
panies can operate securely and safely from an asymmetric adversary has become
more apparent only in the past few years. You will therefore find this book to be a
timely read, and, even more so, a trusted resource; it certainly covers a great deal
of ground very well and its tutorial and comprehensive checklist-style pulls even
the risk discussions together in an understandable and educational manner that
reinforces awareness to the critical attributes found within this manmade domain.

Before the terrorist attacks of 9/11, there was no field called cybersecurity and
hence no need for a comprehensive handbook such as this. Today, cybersecurity is
a multibillion dollar enterprise and is the motivating force behind countless reforms
across dozens of heretofore separate government activities supporting multiple critical
infrastructures. But having a trusted means to support the four principles the author
highlights in his book must be substantiated by highly reliable measures of advanced
awareness of the capabilities and capacities in cybersecurity—that can confirm,
beyond reasonable doubt, the identity of users secking support for their own purposes
of authentication while validating the authorization parameters presented by each
solver. In addition to the numerous protection measures discussed in Cyberspace and
Cybersecurity, a trusted mechanism serves to provide an important level of account-
ability and awareness even while identifying the gaps that will inevitably exist with
technology solutions today. This trusted mechanism could serve as the clearinghouse
(broker), aligning attributes and activities with identifiable subject matter experts
(SMEs) in an automated fashion to maintain responsiveness and information currency.

Many are realizing that cybersecurity is one of the hottest and fastest-growing
areas as an industry, but that it lacks a clear epistemic community, yet really
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needs one. The expansive development of the Internet coupled with the escalating
threat to both the public- and private-sector networks has made security and the
protection of information and intellectual capital a primary concern for all types
of organizations. An ever-increasing demand exists for experts with the knowledge
and both the technical as well as the legal skills to solve challenges presented by
this domain. Therefore, highly trained network security personnel with a strong
foundational base of understanding will be preferred in the years to come.

Having this ecosystem of men and women from different disciplines as regional
experts involved in cybersecurity is not enough to merely aggregate the cyber spe-
cialists. The traditional tendency is to organize around disciplines, and to adopt
“stovepiped” approaches to problems or to optimize solutions for part of but not
the entire problem and usually among loose collections of unadulterated specialists.
Next with the “Big Data” challenge, unstructured data further complicates data
risks. The cyberspace domain is the ultimate partnership domain where collabora-
tion enables where to vector immediate solutions to the vulnerabilities and risks.
Only a team of individuals with genuine crosscutting knowledge and experience
will be able to understand the complexity of any particular cybersecurity challenge,
devise an efficient and viable strategy for dealing with the problem, and implement
this strategy effectively. Cyberspace and Cybersecurity raises this awareness by pro-
viding the details necessary for business assurance.

In summary, each individual chapter deals with an important and realistic
aspect of cybersecurity along with the vulnerabilities and risks. Together, the chap-
ters provide a first-rate overview of this exceedingly complex topic, a perspective
that has equally horizontal as well as vertical implications, and will keep the reader
cognizant of the interrelationships among the disparate disciplines making up
cyberspace. The author’s use of current examples is, in effect, a complimentary way
of doing our work for us. As a reader, you will be taught not only where to invest
your time wisely in understanding the critical facets, but you will also be taught
how to maintain your security levels wisely. In this respect, this handbook really is
an invaluable resource.

Beyond the numerous recommendations shared throughout this book,
Dr. Kostopoulos’s knowledge of what it takes to survive in this manmade domain is
amplified by his desire to extend a typically one-way street of cybersecurity aware-
ness through the underlying theme of helpfulness to remain more secure. In the
end, this is probably what I admire most about the approach the author has taken.
This book is comprehensive and takes a difficult subject area with its entire dynamic
and elects to provide the reader with the value of having established guidelines for
building a secure organization—right from the start.

Riley Repko
CEO, Trusted Cyber Solutions LLC
& Senior Research Fellow, Virginia Tech University



Preface

There is an expression that is repeatedly heard: every business is a technology business.
Today, we can safely rephrase it to every business is a cyber business. Indeed, practi-
cally every human activity has a cyber dimension. At work, we are in touch with
our professional environment with our eyes glued to the screen and our hand glued
to the mouse; at home we are similarly reaching friends. On the road, we use our
#G-powered mobile phone to stay in touch, and, tired at home, we search the web
to view a nice movie and relax.

Besides our physical dimension, we all now have a cyber dimension. In addition
to being citizens of X or Y country, we are also citizens of cyberspace. There is no
need for a physical passport in order to travel in, within, and out. Actually, it is
needed and we do have one—it is our IP address—and it imprints itself in hun-
dreds of places as our requests and replies travel in cyberspace. This is a virtual
“country” with everything one may find in the physical world.

The Modern World

The continuous technological developments of the twentieth century in telecom-
munications and computing, supported by the advances in semiconductor chem-
istry and physics, progressively led to the feasibility of inexpensive networks and
associated devices. A major end product of this century-long, continuous, interdis-
ciplinary, and intensive technological race has been the Internet, also referred to as
the World Wide Web, WW W, or the web. The Internet serves as the global, as well
as the local, communications infrastructure through which practically all human
interactions pass. Consequently, it has become the virtual oxygen of the planet, and
its failure will lead the planet to suffocation.

Prior to the Internet there were, indeed, global networks, but they were serving
specific sectors—banking, telecommunications, military, or news services. While
the Internet’s technological development has been rather evolutionary, its impact
in the world has been absolutely revolutionary. It only took the first decade of the
twenty-first century for the Internet to wrap the world in its web, from which it is
impossible to get out.
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Over time, and parallel to the term web, a new term has entered all languages:
cyberspace, which refers to a collection of networks, activities, and new human
attitudes. Beyond this definition, cyberspace can be described as the habitat of a cyber-
society, with a multitude of sectors that run parallel to those of the traditional society.

Cyberspace has given the world unprecedented power, as well as unprecedented
dependence and a loss of privacy. However, with the Internet’s ubiquitous presence,
many new products and services are being created, absolutely counting on the avail-
ability of the Internet. In today’s world, cyberspace is an integral part of any enter-
prise. As a consequence, cybersecurity is an absolute prerequisite. Cybersecurity
consists of the following four principles that are absolutely needed for any trusted
cyberspace engagement.

B Data transmitted or stored are privare, to be viewed only by authorized per-
sons. This is the principle of Confidentiality.

B Data transmitted or stored are authentic—{ree of errors made in storage or in
transit. This is the principle of Integrity.

B Data transmitted or stored are accessible to all authorized. This is the principle
of Availability.

B Data transmitted or stored are of indisputable authenticiry, especially when
supported by acceptable digital certificates, digital signatures, or other explicit
identifiers. This is the principle of Non-Repudiation.

The trusted mechanism that supports the above four principles must include highly
reliable measures—cybersecurity—that can confirm, beyond reasonable doubt, the
identity of users for the purpose of authentication, and that can attest the validity
of the authorization parameters presented by a user. In addition to the above mea-
sures, the trusted mechanism must be able to provide accountabiliry through an
electronic audit trail. Such a trail should be able to attribute each and every activity
taken place in the information system to an action caused by an identifiable person
or by an automated process.

Today, all communication and computation technologies have merged, creating
a seamless medium where digitized data, text, sound, images, and video travel at
electronic speeds from one end of the world to the other. Such activities implement
functions and operations that cannot be realized in any other way. Cyberspace has
engulfed all aspects of life, and each and every aspect of life has some direct or indi-
rect dependence on it. Consequently, the uninterrupted, unobstructed, and secure
availability of cyberspace constitutes a prerequisite to the efficient performance of
practically all sectors of society.

Purpose and Audience

The purpose of this book is dual. The first purpose is to offer the readers an educated
awareness of the issues that affect cyberspace and cybersecurity as they stand today,
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and the second one is to provide the necessary infrastructure on which the read-
ers can build their own cyberspace and cybersecurity expertise in lifelong learning
mode. As for the addressed audience, it is again dual. The first audience is the non-
cybersecurity techies who want to tiptoe into cyberspace and cybersecurity and get a
flavor of the wide spectrum of related issues before they dedicate themselves to cyber
defense. The second audience is nontechies concerned with cyberspace and cyber-
security who want to get a head start on this very important aspect of modern life.

The Book

Cyberspace and cybersecurity are two wagons of a fast-moving train, and this book
aims to help the reader pick up speed and hop on the train. Once on it and with the
acquired background, the reader will be able to follow the technological advances
and eventually contribute to making the train safer. Toward that end, the book has
been arranged into ten chapters.

Chapter 1. Vulnerabilities in Information Systems. In this chapter quantifying
and measuring vulnerability are discussed, along with ways to avoid it through
secure coding. Also, the Security Content Automation Protocol developed by the
National Institute for Standards and Technology is reviewed, which is extensively
used in measuring vulnerability in software systems.

Chapter 2. Vulnerabilities in the Organization. Here, organization-related vul-
nerabilities are reviewed. They include access authorization and user authentica-
tion, as well as human factors in information security and ways to minimize risk.
Also covered are the wireless networks—Bluetooth, Wi-Fi, and WiMAX—and
measures to increase their security. Cloud computing is examined, along with its
advantages and disadvantages.

Chapter 3. Risks in Information Systems Infrastructure. Examined here are the
risks inherent in the various information system components, namely, hardware,
software, and people, as well as in cyberspace at large. Also reviewed are available
cyberspace insurance programs and the offered coverages.

Chapter 4. Secure Information Systems. In this chapter the need for an informa-
tion security strategy is emphasized, pointing out asset identification as a corner-
stone to such strategy. Also discussed are communication issues between assets and
between users, focusing on email security. The chapter concludes with coverage of
information security management, identifying and discussing the related issues.

Chapter 5. Cybersecurity and the CIO. Presented in this chapter are the traits a
Chief Information Officer (CIO) needs to have to successfully address the cyberse-
curity challenges. Included are the personality characteristics, the needed education
and experience, and the responsibilities that come with the position. Also examined
is the changing role of the CIO from a super techie to a corporate strategic planner.

Chapter 6. Building a Secure Organization. Here, the prime concern is the busi-
ness aspects of the organization and the continuity of these businesses should an
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adverse incident take place. Such an incident may not necessarily be a hostile intru-
sion, but possibly an act of nature. Also reviewed in this chapter is the need for
a flexible corporate policy on data security and Internet use, and the compliance
requirements that are posed by the cognizant authorities.

Chapter 7. Cyberspace Intrusions. In cybersecurity, the intrusion detection and
prevention systems (IDPS) comprise the first line of protection. Here, the IDPS
are discussed, focusing on configurations, capabilities, selection, management, and
deployment. Also covered are the application-based software versus the appliance-
based software, which now constitute the trend.

Chapter 8. Cyberspace Defense. This chapter focuses on the defense of the per-
sonal computer while in cyberspace against attacks and malware. Discussed are
defense principles, techniques, and, most importantly, security tools. The tools
reviewed include security analyzers, firewalls, antivirus software, file shredding, file
encryption, and anti-loggers. Here, the emphasis is that file security is in the hands
of the user, and files can be totally safe if proper defense measures are applied.

Chapter 9. Cyberspace and the Law. Reviewed here are the various international
and US federal laws and legal initiatives aiming at providing a legal infrastructure
for what transpires over the Internet. Covered is the role the United Nations may
play in establishing an international cyber order that will address intellectual prop-
erty and cybercrime issues. Numerous US data and information-related laws are
reviewed, with six prominent ones elaborated on.

Chapter 10. Cyber Warfare and Homeland Security. This chapter has three parts.
The first is on cyber warfare, where cyber terrorism and cyber espionage are dis-
cussed, along with the hope of a possible cyber weapons treaty, a treaty that will
curtail sovereign states from open cyber hostilities. The second part is on the US
Department of Homeland Security and its role in the country’s cyber preparedness.
The third part views the Internet as a cyber ecosystem where its defense has to be
in a worldwide distributed fashion. Also covered in this chapter is cyber training
and its components.

Each chapter has carefully designed exercises that will help the instructor lead
students into their own research on chapter-related topics.

Online Support

The author, in cooperation with the publisher, has a website for this book located at
heep://www.kostopoulos.us/cybersecurity. The website provides support for the read-
ers as well as for the instructors who use this book. It is being continuously updated
by the author on developments in cyberspace and cybersecurity. Also found on the
website are links to cyber-related laws and cyber-related technologies. Instructors
will also find electronic slide presentations that may accompany the lectures.
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Chapter 1

Vulnerabilities in
Information Systems

Cyberspace: From terra incognita to terra nullius.

Introduction

Vulnerability in any system is the result of an intentional or unintentional omis-
sion or of an inadvertent design mistake that directly or indirectly leads to a
compromise in the system’s availability, integrity, or confidentiality. In informa-
tion assurance, vulnerabilities may hide in each level of security, be it informa-
tion access security, computer and storage security, communications security, or
operational and physical security. In the case of information systems, the major
components are people, hardware, and software. Therefore, the presence of vul-
nerabilities must be sought in each of these three areas. Figure 1.1 illustrates
the factors that contribute to a secure cyberspace and the expectations, out of
cybersecurity.

Over half a century ago, designers, engineers, and scientists successfully quanti-
fied the concept of reliability for the design and maintenance of hardware and of
software to a lesser extent. Today, efforts are being made to quantify the abstract
concept of vulnerability as it applies to the security of information systems. The
aim is to express the perceived level of security in a way that is measurable, stan-
dardized, and understood and to improve “the measurability of security through
enumerating baseline security data, providing standardized languages as means for

—
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Figure 1.1 Cybersecurity serving as the infrastructure of the cyberspace.

accurately communicating the information, and encouraging the sharing of the
information with users by developing repositories [1].”

Vulnerabilities can be hidden in data, code, and most often in processes that
inadvertently allow unauthorized access. Intrusions, however, can occur not only
in the Internet, but also in the intranets, where most often security is not as strong,.
Security can be strengthened through intelligent mechanisms of authentication
applied at both ends—the user side as well as the server side.

At the user side, authentication can be greatly fortified with the introduc-
tion of additional mechanisms, such as one-time passwords (OTP), provided via
intra- or extra-Internet channels [2]. Such channels can be biometrics, question-
naires, or additional transparent parameters related to the user device identification
numbers, such as manufacturer’s serial number, Media Access Control (MAC), or
International Mobile Equipment Identity (IMEI).

MAC, also referred to as Physical Address, is a 48-bit number, expressed as
12 hexadecimal digits, that uniquely identifies the network interface of the com-
puter. The network interface circuit may be an insertable network card or may be
embedded in the computer’s motherboard. Figure 1.2 shows how the MAC address
of a personal computer can be identified.

IMEI similarly uniquely identifies devices that utilize mobile telephony and is a
number, usually 13 to 15 digits long. Mobile telephony providers assign a telephone
number to devices linking them to their IMEI identification. Figure 1.3 illustrates
the IMEI numbers available inside mobile phones.

In addition to the available MAC and IMEI numbers, device serial numbers
and network parameters can also be used for authentication, such as intranet and
Internet addresses. The above apply to client authentication toward the server.
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Figure 1.2 MAC address in a personal computer, 70-F3-95-6E-60-52.
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Figure 1.3 Mobile phone IMEI numbers.

At the server side, the use of certificates, IP restrictions, and data encapsula-
tions can greatly enhance authentication and security. While in transit, data can
be protected by hash codes, such as the cyclic redundancy code (CRC), and by the
private key/public key encryption mechanisms.

Vulnerabilities in information systems can originate in a very wide vari-
ety of causes, ranging from firewall penetrations and Trojan horse attacks to
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decentralization and static resource allocation. Most frequently, vulnerabilities
are introduced while systems are being upgraded or adapted to new operational
environments.

Measuring Vulnerability

The US National Institute of Standards and Technology (NIST) has developed a
protocol for the standardized classification and assessment of the security content
in a software system in order to “standardize the way security vulnerability and
configuration information is identified and catalogued [3].” The protocol is named
Security Content Automation Protocol (S'CAP, pronounced “es-cap”) and consists
of the following six components.

1. Common Vulnerabilities and Exposures (CVE)." This is a depository of

registered known information security vulnerabilities, where each occur-
rence has its own unique identification number. Initially, such occurrence
is defined as a candidate vulnerability, and if accepted it becomes an enzry
registered in the MITRE CVE List [4] and is eventually registered in the
National Vulnerability Database (NVD) [5]. As of late summer 2010,
the NVD contained 43,163 CVE Vulnerabilities, increasing at a rate of
11 vulnerabilities per day. In that database, one will find security weak-
nesses of numerous software, including well-known operating systems and
Internet browsers.

. Common Configuration Enumerator (CCE)." This is a similar depository,

but contains security vulnerabilities and interfacing inconsistencies found
in system configurations. Such information can help in regulatory compli-
ance, in determining proper interoperability, as well as with audit checks.
The provided information is in narrative form identifying existing problems
and usually recommending solutions [6].

. Common Platform Enumerator (CPE).* This component of the protocol is

concerned with the proper naming of the software and offers a hierarchical

" Common Vulnerabilities and Exposures (CVE) is “international in scope and free for public

—

-

use, CVE is a dictionary of publicly known information security vulnerabilities and expo-
sures.” http://cve.mitre.org/.

Common Configuration Enumerator (CCE) “provides unique identifiers to system configu-
ration issues in order to facilitate fast and accurate correlation of configuration data across
multiple information sources and tools.” http://cce.mitre.org/.

Common Platform Enumerator (CPE) “is a structured naming scheme for information tech-
nology systems, platforms, and packages. Based upon the generic syntax for Uniform Resource
Identifiers (URI), CPE includes a formal name format, a language for describing complex
platforms, a method for checking names against a system, and a description format for binding
text and tests to a name.” hetp://cpe.mitre.org/.
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structure. This way, software are defined explicitly, greatly facilitating soft-
ware inventory management [7].

4. Common Vulnerability Scoring System (CVSS)." This is an algorithm that
takes into account parameters related to the development and use of the sub-
ject software and provides a score expressing the level of calculated security [8].
The provided algorithm is available for use at no cost, and it enjoys widespread
use by system designers and security analysts performing risk analysis and sys-
tem planning. A CVSS calculator available online implements the developed
algorithm [9].

5. Extensible Configuration Checklist Description Format (XCCDF). This
is an XML template that facilitates the preparation of standardized security
guidance documents that present vulnerabilities or security concerns about
software at large or about specific configurations or uses of addressed soft-
ware, in a normalized “configuration content through automated security
tools [10].”

6. Open Vulnerability and Assessment Language (OVAL).! This serves
as a common thread “across the entire spectrum of information security
tools and services . . . (and) . . . standardizes the three main steps of the
assessment process,” namely, the representation of system information, the
expression of the specific machine states, and finally the assessment report-
ing, all in a language that is common in the information systems secu-
rity community. Enterprises are using OVAL in a wide variety of critical
functions, including vulnerability assessment, configuration management,
patch management, policy compliance, benchmark documentation, and
security content automation [11].

" Common Vulnerability Scoring System (CVSS) “provides an open framework for com-
municating the characteristics and impacts of I'T vulnerabilities. Its quantitative model
ensures repeatable accurate measurement while enabling users to see the underlying vul-
nerability characteristics that were used to generate the scores.” http://nvd.nist.gov/cvss.
cfm?version=2.

Extensible Configuration Checklist Description Format (XCCDF) “is a specification language
for writing security checklists, benchmarks, and related kinds of documents. An XCCDF
document represents a structured collection of security configuration rules for some set of
target systems. The specification is designed to support information interchange, document

—

generation, organizational and situational tailoring, automated compliance testing, and com-
pliance scoring.” http://S’CAP.nist.gov/specifications/xccdf/.

Open Vulnerability and Assessment Language (OVAL) “is international in scope and free for
public use, OVAL is an information security community effort to standardize how to assess
and report upon the machine state of computer systems. OVAL includes a language to encode
system details, and an assortment of content repositories held throughout the community.”
hetp://oval.mitre.org/.

-
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“The Security Content Automation Protocol (S'CAP) is a synthesis of interoperable
specifications derived from community ideas.”” Figure 1.4 illustrates the compo-
nents that comprise the protocol.

Outside of the S’CAP, other initiatives provide standardization in additional
areas, as illustrated in Figure 1.5. Among them are the Common Weakness
Enumerator (CWE),! the Common Malware Enumerator (CME),* the Common
Weakness Scoring System (CWSS),S the Malware Attribute Enumeration and
Characterization (MAEC),! and the Common Attack Pattern Enumeration and
Classification (CAPEC).”

Collectively, the above standards comprise a very powerful infrastructure for
information systems vulnerability assessment and reporting. Thus, vulnerabilities,
weaknesses, and malware can be described in an accurate, standardized, quanti-
tative, and explicit way. Using the S'CAP technology, information systems can
be classified as to their level of security in a way that is standard and eventually
industry-wide acceptable.

Avoiding Vulnerabilities through Secure Coding

In the software development culture, not too long ago, the design objective used
to be the development of effective programs with a minimum number of lines of
code or to be executable in a minimum amount of time or some combination of

" The Security Content Automation Protocol (S’CAP) “is a synthesis of interoperable specifica-
tions derived from community ideas . . . [and it] continually evolve(s) to meet the ever chang-
ing needs of the community.” http://S’CAP.nist.gov/.

7 Common Weakness Enumerator (CWE) “provides a unified, measurable set of software weak-
nesses that is enabling more effective discussion, description, selection, and use of software
security tools and services that can find these weaknesses in source code and operational sys-
tems as well as better understanding and management of software weaknesses related to archi-
tecture and design.” http://cwe.mitre.org/.

# Common Malware Enumerator (CME) “was created to provide single, common identifiers to
new virus threats and to the most prevalent virus threats in the wild to reduce public confusion
during malware incidents.” http://cme.mitre.org/.

$ Common Weakness Scoring System (CWSS), like the CVSS above, is similarly based
on a comprehensive weaknesses algorithm that takes into account numerous factors that “can
contribute to a vulnerability within that software.” http://cwe.mitre.org/cwss/index.html.

¢ Malware Attribute Enumeration and Characterization (MAEC) “is a standardized language
for encoding and communicating high-fidelity information about malware based upon attri-
butes such as behaviors, artifacts, and attack patterns.” http://maec.mitre.org/.

" Common Attack Pattern Enumeration and Classification (CAPEC) “is sponsored by the
Department of Homeland Security as part of the Software Assurance strategic initiative of the
National Cyber Security Division. The objective of this effort is to provide a publicly available
catalog of attack patterns along with a comprehensive schema and classification taxonomy.”
http://capec.mitre.org/.
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both. Reflecting the high cost of memory and the low speed of the processors, the
valuable commodities were memory space and execution speed. Fault tolerance
for data integrity was often entering the mind of the designers, but extra code
for security never, since all systems were stand-alone and physically isolated from
each other.

In major software designs, vulnerabilities can be minimized by segmenting the
code and the data into resident and transient sections, following the principles of
operating system design. That is, when an application is called, routines and data
access are brought in as the immediate need calls for, rather than bringing in the
entire inventory of the application. This way, should there be a malware intrusion,
the damage will be contained to the downloaded (memory loaded) part of the
application.

Today, generally speaking, neither memory space nor processing speed seem to
be programming constraints any more. That era is irreversibly gone, being replaced
by a world of high-speed total interconnectivity. The Internet offers such a high
level of utility that every connectible piece of equipment, from cell phones to super-
computers, seeks to be connected. The provided level of this advanced utility and
convenience results in enhanced productivity that often overshadows the accompa-
nying security risk. Experts openly say: “The Internet is a hostile environment, so
you must . . . [be able to] withstand attack(s to survive] [12],” and it is often referred
to as the Wild Wild Web, W W W.

Consequently, the code that will be used on the Web has to be designed with
the possibility of hostile attacks in mind, in exactly the same way that a build-
ing has to be designed and built to withstand earthquakes. The criterion as to
what constitutes good code has now changed, from minimal code to minimally
vulnerable [13].

There is a Greek popular proverb that advises, “It is better to spend your time
securing your donkey onto a tree than spending it searching for the lost donkey.”
This directly applies to the design of Internet-exposed software. It is better to spend
our time designing secure software rather than facing the consequences of intru-
sions—costly development of patches, bad publicity, etc. In other words, today, the
concepts of software quality and software security are embedded within each other.
Thus, if the software specifications call for protection, a corresponding security
mechanism has to be in place. An increasing trend is for web applications to come
with their own firewalls rather than exclusively relying on those of the hosting
system.

The cost of fixing a vulnerability is usually very high if one considers the intan-
gible damage that is being produced. During the fixing, resources will have to be
taken away from other assignments to attend to this matter in a very urgent way.
In monetary terms, the cost of fixing a vulnerability is a five- to seven-digit dollar
figure, depending on how deep in the design the vulnerability exists. The necessary
procedure to rectify a vulnerability typically takes the following steps, also illus-
trated in Figure 1.6.
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Figure 1.6 Steps necessary to rectify a software vulnerability.
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. Location of the origin of the vulnerability

. Design of a patch that will strengthen the code and eliminate the vulnerability
. Application and testing of the patch

. Confirmation that there are no side effects

. Drafting of patch documentation

. Preparation of a patch distribution plan to all affected clients

. Patch installation

. Confirmation of the effectiveness of the patch; public relations campaign to

offset prior negative publicity

Unless the origin of the vulnerability is explicitly identified, any patch may cover a
problem without eliminating the root of the vulnerability. The most frequent vul-
nerabilities caused by insecure code are

Buffer overflow. Program activities, especially inputs, allocate a certain
amount of finite space for the new, created data to be stored. Excessive
amount of data fills up the buffer, and the program will crash, unless the
program has preventive measures [14].

Arithmetic overflow. This usually occurs when there is an accumulation,
and the accumulator’s maximum number is exceeded. The next amount to be
added rolls over the accumulator, creating a false result unless, again, preven-
tive measures are incorporated [15].

Format string attacks. Insecure code allows user-provided input to be
treated as a command when it can only be data. If permitted, attackers can
install their own executable code [16].
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B Command injection. Lack of input validation will permit disallowed com-
mands from being accepted and executed [17].

B Cross-site scripting (XSS). This is injection of malicious code into a client
software, usually to bypass access controls [18].

B SQL injections. This is an SQL code that misleads an application into exe-
cuting it [19].

B Insecure direct object reference. This applies to a webpage retrieval.
Rather than being referenced by its HTML file name, it is referenced by
the direct object definition that the page has in a database. This reveals the
identity of the database, and an attacker may use it to retrieve other files
[20].

B Insecure storage. This is storage of critical files without encryption or read/
write protection. Poor examples of steganography fall in this category [21].

B Weak cryptography. This is file encryption that can be easily deciphered [22].

B Race conditions. This occurs when one resource is granted to a second user

before the first has finished [23].

Software security must originate in the product specifications. It is not a step in the
software development, but it is a solution that has to be interweaved with the func-
tional design and code writing. That is, the software designer’s mindset must have
two parallel tracks—functionality and security—with security being a mechanism
that reveals and subsequently blocks intrusions. Such security mechanism should
be robust and well designed and should never be replaced by some data obscurity
scheme that attempts to outsmart the attacker.

Besides thinking of the possible attacker, the designer must also think of the
user convenience and provide a security mechanism that poses no hindrance to the
normal operations, being as transparent to the user as possible.

Mistakes Can Be Good

No matter where, mistakes are always viewed negatively and are identified as
moments of failure. This is a wrong attitude. When Thomas Edison was told that
he failed one hundred times before perfecting the incandescent lamp, his response
was that, since he learned something new from each of the one hundred times, his
success process simply took one hundred steps. Of course, making the same mis-
take again and again is not a sign of wisdom. The point to make here is that there
should be no fear of making mistakes, as long as they are made in good faith, do not
lead to catastrophes, and have, hopefully, added some new knowledge.

It would be a mistake to extend an application, or a user for that matter, more
security privileges than needed to perform an assigned task. When applications are
being installed, all needed resources must be listed with the required privileges,
such as read, write, create, delete. This way, should a malware install itself in the
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application, the potential damage will be minimal, and the malware will not be
able to roam inside the system.

Similarly, when a computer is a single user, it should not necessarily operate in
the administrator mode, but in the user mode. This way, should a malware manifest
itself in the user mode, it will not propagate into the administrator mode privileged
areas. By having privileged layers—user, super-user, admin, super-admin—malware
is contained to a certain extent.

Threats Classification

Basically, there are three types of threats, namely, illegal data change, illegal data
access, and illegal obstruction to data access, as illustrated in Figure 1.7.

The information security researchers at Microsoft broadly classified all threats
in six categories, the acronym of which conveniently make up the word STRIDE
(spoofing, tampering, repudiation, information disclosure, denial of service, ele-
vation of privilege) [24]. Table 1.1 lists the six threat categories and the associated
characteristics.

Threat Modeling Process

In information systems, threats—potential attacks that may capitalize on a system’s
vulnerabilities—originate in a variety of sources and bear various levels of gravity.
There is a need for a structured approach toward defining and dealing with threats.
Below is a sequence of steps that can serve as a mechanism for that purpose.

1. Define what constitutes the information system in question. That is, deter-
mine the functional and geographical borders of what we refer to as being our
system. Beyond what point is it not our responsibility or liability?

2. Now that we have quantified our system, we attempt to identify what we con-
sider as being the threats that are based on internal or external vulnerabilities.
The STRIDE categories, mentioned previously, can serve as a starting point
to threats classification.

Figure 1.7 Three major types of threats to data.
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Table 1.1 Information Systems Threats
Possible Solution:

Categories Affected Security Enhanced
Threats Definition of Threat Property Mechanism for . ..
Spoofing Presentation of false | Authentication User recognition

identity user identity

confirmation

Tampering Modification of Code, data, or User access

content (code, data, | process integrity

or process)
Repudiation | Denying Absolute Activities fogging

performance of verification of

documented past past action

action
Information | Unauthorized Data Data fencing
disclosure access to content confidentiality

(code, data, or

process)
Denial of Partial or total System Packet filtering
Service incapacitation of a accessibility and

resource availability
Elevation of | Unauthorized Allocation of Level recognition
privilege upgrading to a access

higher level of authorization

access

3. Recognize which of the threats, in your context of operations, constitute
absolute danger that may lead to a catastrophic impact on the system. Define
the modes under which such threats can become successful attacks.

4. Develop defense options for each and every recognized threat, and rank
the considered defense mechanisms based on effectiveness and demand of
resources.

5. Select optimum approaches to threat eliminations, balancing effectiveness,
probability of occurrence, severity of occurrence, and solution development cost.

This is an iterative process requiring the participation of all who are associated with
the secure performance of the system, namely, analysts, designers, programmers,
users, trainers, sales, and evaluators, as illustrated in Figure 1.8. This process needs

to be reviewed at certain time intervals or when new threats are known to have

surfaced.
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Figure 1.8 Participants in the development of a secure information system.

Security Starts at Home

Of course, home is the creative phases of the Software Development Life Cycle
(SDLC), especially the program design and coding stages. SDLC is often described
as consisting of seven basic transitional stages. Namely,

. From abstract needs to formal requirements—Analysis

. From formal requirements to overall design—Design

. From overall design to program code

. From all of the above to documentation drafting

. From all of the above to system testing

. From system testing to system utilization (or to a previous step)
. From system utilization to needs enhancement (Step 1)

N O N R 0N

During the analysis phase the security requirements are being defined, while in the
design phase the security mechanisms are being developed. Later, in the testing the
vulnerabilities are hopefully discovered and eliminated.

Vulnerabilities elimination usually takes one of two forms. One is removal of
the causes of the vulnerability, and the other is removal of the effects of the vulner-
ability. Depending on the prevailing rationale, normally one of the two solutions
is implemented.

It is now a standard practice and a legal requirement in all major
construction sites to have safety engineers overseeing all activities for the work-
ers’ safety. Similarly, in information systems development, software security
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professionals must oversee the development process from a to z and perform the

following [25]:

B [dentify common programming errors that lead to vulnerabilities.
B Establish standard secure coding practices.
B Educate software developers (/designers).

Furthermore, intra-organizational software development initiatives may include

B Programmers certification in secure coding
B Software certification as to secure coding
B Utilization of software analysis tools

Software tools are very important in the development of secure and well-docu-
mented code and can be classified in the following four categories [26]:

B Code Coverage—Keeps track of the code and data locations that have been
created, read, or modified.

B [nstruction Trace—Records the execution of each instruction, making it
available for subsequent step-by-step analysis.

B Memory Analysis—Keeps track of the memory space utilization, looking for
possible violations.

B Performance Analysis—Based on the user’s criteria, software are analyzed and
fine-tuned for performance optimization.

This way, information system applications will be secure as well as reliable. The
Software Engineering Institute at the Carnegie Mellon University is leading in the
development of standards, tools, and training aiming at the design of reliable and
secure information systems [27-30].

The major problem with software development is their life cycle economics and
logistics, where very often the prerelease investment does not match the postrelease
revenues. Often, the idea-to-product-release-time is minimized, frequently result-
ing in the release of nonsecure software.

To the rescue of fast software development have come the object-oriented
languages and the structured programming concepts that underlie the design of
modern information systems. Yet, secure software by design still constitutes a new
principle preaching that security must be an integral part of functionality.

Security in Applications

Vulnerabilities also come with insecure applications. Microsoft Word 2003 is a typ-
ical example. Its defect is that, upon requesting a save, the previously deleted text,
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though not appearing in the final document anymore, still remains part of the file.
When the Word file is opened in the Notepad, deleted text can be clearly seen,
while in the Word document it is not part of the final visible text.

This vulnerability violates the user’s privacy, and implied confidentiality,
without offering any added functionality. In this case, the only solution is, at the
end of the document preparation, to select all, copy it, and paste it in a brand new
document.

However, the average users neither suspect the existence of vulnerabilities, espe-
cially with big name products, nor do they have the technical skills to discover and
rectify software design defects. It is the responsibility of the organization’s informa-
tion security officers to be knowledgeable of the existence of defects in software that
they approve for use and to advise users accordingly.

The United States Department of Homeland Security (US-DHS) maintains
an extensive Computer Emergency Readiness Team (US-CERT) that warns the
public of the existence of vulnerabilities in software that are widely used and that
maintains online a Viulnerability Notes Database [31].

Vulnerability Note VU#446012, for example, identifies and describes a
“Microsoft Word object pointer memory corruption vulnerability [32].” The Note
points to Microsoft’s own Security Bulletin that states: “When a user opens a spe-
cially crafted Word document using a malformed object pointer, it may corrupt
system memory in such a way that an attacker could execute arbitrary [malware]
code [33].” The Note continues that “Office documents can contain embedded
objects” (that may contain malware).

It is, therefore, advisable prior to using an application to visit this data-
base and become aware of the presence of any vulnerabilities of interest. Sorting
the above-mentioned database [34] by Severity Metric, one may recognize that
appearing on the top are vulnerabilities that are caused by buffer overflow. It is
consequently imperative that buffers be of dynamic size, as well as self-cleaning
of the obsolete data.

A most common gateway to malware attacks is the web browser. On one hand,
it has to be open and powerful to facilitate the display of data; on the other hand,
it has to be configured to protect the host computer. Security experts believe that
“Many web browsers are configured to provide increased functionality at the cost
of decreased security.” An excellent guide to Securing Your Web Browser is available
online that can benefit novices as well as experts [35].

International Awareness

Similar to the US-CERT, other countries concerned with the safety of cyber-
space have established similar government agencies for that purpose. Table 1.2
provides a partial list of foreign government agencies with cybersecurity
responsibilities.
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Table 1.2 Foreign Government Cybersecurity Agencies

Country Agency Name and URL

Australia The Australian Government Computer Emergency
Readiness Team

http://www.ag.gov.au/www/agd/agd.nsf/page/GovCERT

Canada The Canadian Cyber Incident Response Centre (CCIRC)

http://www.publicsafety.gc.ca/prg/em/ccirc/abo-eng.aspx

European Union | The European Network and Information Security Agency
(ENISA)

http://www.enisa.europa.eu/

France French Networks and Information Security Agency (FNISA)

http://www.ssi.gouv.fr

Germany German Federal Network Agency, the Bundesnetzagentur
(BnetzA)

http://www.bundesnetzagentur.de

New Zealand The Centre for Critical Infrastructure Protection (CCIP)

http://www.ccip.govt.nz/

United Kingdom | The Centre for the Protection of National Infrastructure
(CPNI)

http://www.cpni.gov.uk/

Exercises

1. Review paper “Common Control System Vulnerability” at heep://www.us-cert.
gov/control_systems/pdf/csvul1105.pdf (7 pp.), and present your summary in
a two-page report.

2. Review paper “Vulnerability Analysis of Certificate Validation Systems” at
http://66.135.41.137/about/library/whitepapers/w06-02vl-vulnerability_
analysis_of_validation_systems.pdf, and present your summary in a two-
page report.

3. Review paper “System Vulnerability Mitigation” at http://www.sans.org/
reading_room/whitepapers/awareness/system-vulnerability-mitigation_1339
(19 pp.), and present your summary in a two-page report.

4. Open 2003 MS Word and create a file with only the words “Good morn-
ing.” Delete everything and write “Good night.” Save the file under the name
Good.doc. Open the file using the Notepad. View the lower part of the code.
You will see the deleted words “Good morning.” What conclusions do you
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draw? Visit the referenced United Nations report http://www.aquol.com/
archives/2005/10/redactions_on_h.php that shows how such vulnerability
created a diplomatic incident.

. In a two-page report, explain the buffer overflow vulnerability. Cite five refer-

ences—news releases—where this has been identified as the cause of denial
of service.

. Visit the websites of Table 1.2, and research toward finding more such agen-

cies and their policies.

. Identify the preferred performance of residential alarm systems, and develop

the formal (quantified) requirements.

. Select two web browsers and make a comparative study of their security features.
. Research the use of the terms administrator and super administrator.
. Research the use of the terms user and super user.
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Chapter 2

Vulnerabilities in
the Organization

Cyberspace is the infrastructure of the modern world, and Cybersecurity
is the infrastructure of Cyberspace.

Introduction

Internet presence has become a prerequisite for the operation of any organiza-
tion, whether it is a government agency, a business activity, or an academic
institution. Every organization needs an open door to the public, with the abil-
ity to serve its constituency online and the capacity to securely hold data. The
Internet presents unprecedented opportunities for practically every organiza-
tion. However, along come unprecedented dangers that may lead to costly, often
irreversible, damage.

Let us consider the cost of the one penny intrusion. The story goes that in a cer-
tain bank the online system was compromised, and one penny was removed from
an account. Let us see how much that penny will cost the bank. Following the
discovery of the account compromise, an emergency meeting of twenty executives
was called which lasted for four hours. A decision was made to reconcile all of the
bank’s 250,000 accounts based on the previous day’s records. This activity would
require two full days of the bank’s five member IT department. A public relations
campaign was authorized, via several media, to hopefully offset any negative pub-
licity. Undoubtedly, the cost of the one penny intrusion ended up as far more than
the one penny loss.
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Organizational operations are not physically performed and monitored any-
more, but are done electronically via shared databases and via intranets, extranets,
and the Internet. That is, we operate based on the perception of reality and not with
reality itself. A bank manager looks at the screen to see the financial standing of
the bank and does not count the bills and the coins that are in the hundreds of the
bank’s locations.

While the convenience, efficiency, and effectiveness provided by the informa-
tion systems are of unprecedented magnitude, similarly are the accompanying dan-
gers. As a result, it is imperative that organizational security measures must match
the ever-increasing threats. In the case of a security breach in an information sys-
tem, the most important security measure is the real-time detection, notification,
and instant countermeasure.

A certain white paper states: “The business . . . needs to detect attacks or vul-
nerabilities instantaneously and provide effective solutions.”” Therefore, incident
detection is the cornerstone in any security plan—a plan that is supported by the
design of a secure system that provides an incident analysis and a vulnerability
repair procedure.

Common Organizational Vulnerabilities

In the definition of an organizational information system, each and every func-
tional requirement needs to have an accompanying security component addressing
external as well internal possible attacks. According to statistics, the most success-
ful cyber attacks are of the hybrid nature. An insider, knowledgeable of a vulner-
ability, helps an outsider to successfully bypass the system security and access the
organization’s resources.

In information system design and implementation, besides the expected
nominal performance, security functions need be added that will prevent the
creation of vulnerabilities. Most vulnerabilities arise from one or more of the
following:

Data Backup: Backing up data in intervals that are incompatible with systems
operations speed. It is the CIO’s decision whether data be backed up every
hour, minute, second, or millisecond. The frequency of moving data from the
soft backup storage to the hard archival media has to be carefully selected.
Also, decisions need to be made as to the permanency of data and their
accessing policy. Deletion of unnecessary data can be very important because

" Internet Security and Business, Part One, http://www.backupdirect.net/internet-security-and-
business-part-one.
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it may be under compliance regulations. The dependence of postintrusion
analyses on backed-up data is absolute, because the access trail of archived
data’ can provide valuable information.

Operational Buffer Overflow: Every piece of data entry or entry request is
temporarily stored in a buffer while being serviced. Easy software design calls
for a fixed-size buffer of a guesstimated size. Whatever the size, the buffer
may fill, making the particular function inoperable or inaccessible. Security-
minded software design calls for a dynamic size buffer that may endlessly
extend itself into the vast available disk storage. Attackers would overflow
targeted buffers, usually resulting in data or code overwriting. It is possible
that attackers may install malware that a naive buffer may pass for executable
code with disastrous consequences.

Operational Speed Saturation: Endless and persistent requests, though simple,
may exceed the computational limits of the system and virtually incapaci-
tate external communications with bona fide users. Again, security-minded
software design calls for provisions to ignore or block persistent requests of
common origin.

Access Authorization and Authentication

Authorization codes and processes are often vulnerable for a variety of reasons. The
most common are

B System allows the user endless password entry attempts. In this case, the
attacker automates the attack, using a password generator that in a matter of
time discovers the correct password.

B System does not allow the user many password entry attempts, and the user
writes the password in possibly vulnerable places.

B System demands password change at frequent intervals, creating inconve-
nience to the user, and user makes minimal changes, with each change add-
ing vulnerability.

Present authentication technologies include the following four factors, also illus-
trated in Figure 2.1a—d:

B Something the user knows (e.g., password, PIN)
B Something the user has (e.g., ATM card, smart card, USB device)
B Something the user is (e.g., biometric characteristic, such as a fingerprint) [1]

" Archived Data: Data that are not being used anymore at the operational level of the organiza-
tion, but contain valuable information that may assist in postintrusion analyses.

vww allitebooks.conl
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User Name Password Answer to?

Card Key USB

SMS

Figure 2.1 Authorization criteria.

B Something the user receives, e.g., one-time passwords (OTP) received via
mobile telephony (such as short message service, SMS) or via the Internet
(such as email or other personally accessible application)

“User names and passwords no longer provide adequate security [2].” A successful
solution to the password problem has been the use of OTP [3], where the authori-
zation server, via an alternate channel, sends the user an OTDP each time the user
needs to access the system. Such passwords can be valid for a short period of time,
with the possible alternate channels being:

B Mobile telephony, where the authorization server sends the OTP to the user’s
cell phone via SMS or even machine spoken

B The Internet, where the authorization server sends the OTP to the user via
chat, Skype, MSN, or as an email [3]
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Database

T SMS OTP Server

Figure 2.2 Authentication technology using an OTP delivered as an SMS to the
user. (Courtesy of Nordic Edge, http://www.nordicedge.se.)

This solution falls in the category of the so-called Two Factor Authentication (TFA).
TFA implies the application of two authorization modes to best authenticate the
user. The first factor is a conventional one, such as user name and password, and the
second factor is an unconventional mode, such as the answer to a certain question
or a biometric parameter, or a parabiometrict parameter.

The “two-factor authentication solution leverages an everyday tool—the
[mobile] phone—[that is very close to the person] to secure [authentication for]
account logins and transactions [2].” This type of authentication falls in the para-
biometric category.

The participation of the mobile phone in the authentication process can be as
simple as receiving an OTP or even speaking back a certain passphrase for voice
print authentication. Furthermore, even if an attacker enters the correct user name
and password, the authorized user will receive an immediate call informing them
of the access. If the access is an intrusion attempt, the legitimate user “can imme-
diately block the account and notify the company’s fraud department, [that] can
instantly take appropriate action [2].”

Multifactor (multimode) authentication procedures are on the rise and are
being progressively deployed in high-security applications. An OTP example is
illustrated in Figure 2.2, where the password is sent to the user via mobile telephony
as an SMS.

An OTP can be combined with biometrics, as shown in Figure 2.3, where the
fingerprint reading and an OTD is sent to the server for resource access.

A network illustrating the biometric OTP technology appears in Figure 2.4.

" Two Factor Authentication: Access is provided when two independent modes of secret param-
eters are presented to the access control authority.

¥ Parabiometric Parameter: A parameter that is closely identified with an individual, but it is not
a physical property of that person. Examples are a user’s mobile phone number, laptop’s MAC
address, or the IMEI of a mobile device used in the access authorization process.
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Figure 2.3 Biometric fingerprint reading in USB form. (Courtesy of http://www.
yubico.com.)
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Figure 2.4 Authentication technology network using biometrics (fingerprint)
and OTP. (Courtesy of Nordic Edge, http://www.nordicedge.se.)

Human Factors

An unclassified US government report has revealed that “The great majority of past
compromises have involved insider, cleared persons with authorized access who could
circumvent physical security barrier, [and] not outsiders breaking into secure areas [4].”

Personnel, whose activities involve the Internet or other modes of data han-
dling, constitute a critical organizational asset, which may turn into a weak link.
Their activities may be writing code, programming databases, using a USB storage
device, or merely sending emails. Each and every such activity needs to be per-
formed in a security-minded way and in accordance to policies. “Technology alone
is not the answer [5].”

The establishment as well as the enforcement of policies, as to how organizational
data are to be entered, modified, read, or deleted, constitutes the backbone of data
security in any enterprise. Equally important is the audit trailing capability within
the information system, so that data changes can be traced to their origin.” There are

" Audit Trail: Audit trail is the process that reveals the chronological sequence of actions that
have resulted in the completion or attempt of a transaction or data change.
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numerous ways of notifying data owners that their data is being accessed.” Depending
on the criticality of the data, appropriate measures can be taken, ranging from receiv-
ing an email to receiving an SMS message on a mobile phone.

While technology can reasonably protect the electronic assets of an organiza-
tion, it cannot, with the same ease, protect against insider threats.” Overwhelming
statistics point out that most attacks on databases are internal or external with inter-
nal help. The expression goes: You cannot protect yourself from your bodyguard,
your cook, or your doctor. It is difficult to set barriers between the organizational
data and those who have a bona fide need to use them. Neither can an organization
treat its members as potential criminals. However, security mechanisms need be in
place so that no member in the organization can single-handedly cause major dam-
age. Equally important is that no member in the organization can affect data access
or changes without leaving a trace [6].

Case studies and survey research indicate that there is a subset of
information technology specialists who are especially vulnerable to
emotional distress, disappointment, disgruntlement and consequent
failures of judgment which can lead to an increased risk of damaging
acts or vulnerability to recruitment or manipulation [6].

The same way level of vulnerability is being assigned to software, processes, or
procedures, it should also be assigned to personnel handling critical organizational
data. This is a very sensitive matter that, if not administered with extreme profes-
sionalism, may lead to the creation of alienation within the organization.

The CIO, together with the HR head, bears the responsibility of assessing
the presence and level of a potential vulnerability in each and every member of
the organization who handles critical data. In that respect, all members of an
organization need to receive specific training and security guidelines. For the
federal sector, an explicit document is provided by the National Institute for
Standards and Technology (NIST) [7]. The guidelines are meant for government
agencies, but equally apply to the civilian sector, with the emphasis being on
awareness of the possible adverse consequences should there be an information
security compromise.

Security Services

Security services may be provided by in-house talent, by external data security
organizations, or by a combination of the two. Either way, the in-house Chief

" Data Owner: The data owner is the entity that controls the access of certain data and is also
responsible for the security of the data—integrity, confidentiality, and availability.

7 Insider Threat: Insider threat is the potential risk that entrusted members of an organization
will abuse their designated access to organizational data to the detriment of the organization.
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Table 2.1 Security Consultancy Services

Security audit Intrusion tests Network monitoring
Security architecture Performance tests Data migration
Security design Off-site data archiving Resource acquisition
Antivirus service Off-site data backup Security training

Information Security Officer (CISO or CSO) is the ultimately responsible person
and ultimate authority in the information system definition, design, and imple-
mentation and in subsequent operations and security management.

Significant benefits can be derived from the use of external security organiza-
tions with experience and expertise that exceed that of the internal talent. However,
in principle, the organizational vulnerability will increase when external security
consultants enter an organization. Table 2.1 lists most services typically offered by
security consultancy organizations.

External Technologies

The concept of Enterprise Information Architecture often goes beyond data, data-
bases, intranet, and cyberspace and includes external technologies and resources.
One such case is the use of the Global Positioning System (GPS) offered and main-
tained by the US Department of Defense [8]. The GPS, a twenty-four satellite
system, provides the location information in the form of longitude, latitude, alti-
tude, direction, and time. Figure 2.5 illustrates the GPS and its twenty-four satellite
constellation.

This technology finds application in numerous industries, “such as emergency
response services, law enforcement, cargo security, nuclear materials transport, air-
craft navigation, and critical time and synchronization standards for utilities, tele-
communications, and computer networks [9].”

While the system is highly accurate and reliable, and free of vulnerabilities, the
system’s “GPS signals are not secure [9].” The radio reception of the provided data
can be jammed by attackers and, even worse, can be spoofed, fabricated to mislead
the user. Thus, erroneous data will mislead the user as to the exact location of the
tracked asset.

Fortunately, there are certain countermeasures that, although they do not
restore the correct signals, give an indication of foul play. In the case of signal
jamming, the GPS receiver receives a relatively strong radio signal but produces no
data, leading to the conclusion that the signal is being jammed. As for spoofing,
one may confirm the data produced by the received signals through conventional
means, for example, verifying the direction of travel using a compass or comparing
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Figure 2.5 The GPS and its twenty-four satellite constellation.

the received time using a clock. Also, the spoofed signal will be stronger than the
expected one, “1x1071¢ watts [9].”

Therefore, although the GPS signals originate from a very credible source,
awareness of possible hacking should be included in the organizational data secu-
rity equation.

Wireless Networks

An organizational network and the associated assets are also threatened by vul-
nerabilities in the wireless internal or external communications. While the three
standardized wireless technologies—Bluetooth, Wi-Fi, and WiMAX—do have
secure communications features, vulnerabilities do exist and need to be known and
properly addressed by the users. By virtue of being wireless and operating in the
radio frequency (RF) spectrum, such networks are exposed to some threats that are
difficult to defend against. These are

B Eavesdropping. The availability of traffic analyzers enables the reception and
capture of exchanged data very easily. Subsequently, data, though encrypted,
can be collected and possibly deciphered at a later time.

B Noise injection. This is the intermittent injection of RF noise bursts aiming
at the corruption of normal communications.

B Jamming. A powerful RF source transmitting in the vicinity of the organi-
zation’s units and in the spectra of operations can incapacitate the network.
Of course, the source location can be easily identified unless the source is mobile.

B Man-in-the-middle. This is a case where an adversary with a similar wireless
capability is posing as a legitimate base station, mobile station, or subscriber
station.
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The most commonly used standardized wireless networks are Bluetooth (BT),
Wireless Fidelity (Wi-Fi), and Worldwide Interoperability Microwave Access
(WiMAX).

Bluetooth

Bluetooth (BT) is the commercial name of a data communications protocol cer-
tified by the IEEE (Institute of Electrical and Electronics Engineers) and tech-
nically known as the IEEE 802.15.1—1Mbps WPAN (Wireless Personal Area
Network) Protocol. The protocol’s aim is to provide “standards for low-complexity
and low-power consumption wireless connectivity [10].”

Despite the extensive security precautions that have been entered into the BT
specifications, it appears that the BT operating system design has inadvertently left
several vulnerabilities. However, the fact that most BT code is in firmware makes
BT wireless technology resistant to “malicious code [11].” Figure 2.6 illustrates a
BT WPAN, serving as a cable replacement for an up to 30-feet, 10-meter, range.

To be vulnerable to intrusion risks, a BT-equipped device—mobile phone or
personal computer—must have its BT feature activated. That is, the device must
be in the Discoverable Mode. Furthermore, in all BT communications—bona fide
or malicious—the devices—victim and attacker—must be within a 10-meter prox-
imity to each other for communication to take place. However, the availability of
highly sensitive receivers makes BT eavesdropping possible from much longer dis-
tances. Vulnerabilities in the BT-equipped devices can be considered as passive or

Figure 2.6 PAN employing BT technology.
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active. In the passive ones intruders spy or create inconvenience, while in the active
ones intruders inflict casualties on the victim’s device databases.

Passive Vulnerabilities

The presence of the targeted device can be recognized through pinging. Repeated
pinging can render the BT features of the victim-device inoperable. While a
BT-equipped device is communicating, an intruder may determine the device’s
address and use it to communicate with it, thus disabling it from properly commu-
nicating with other devices. Improvements in BT specifications would eventually
eliminate the penetration of devices in the nondiscoverable mode.

The BT wireless technology operates in an unlicensed band where numerous
other applications find it equally convenient to operate. The Wi-Fi wireless LAN
technology is there, using the very same band, as do microwave ovens and many
cordless phones. Consequently, BT-equipped equipment found within the radia-
tion terrain of one such product may be unintentionally inoperable [12].

Active Vulnerabilities

Via BT communication, an intruder may take full control of victim-device com-
mands—namely, the AT Commands that control the mobile phone—without,
in any way, attracting the attention of the victim-device owner. In this vulnera-
bility, intruders can use the victim-device as if it were in the palm of their hand.
Data can be altered, calls and messages can be sent and received, the Internet
can be accessed, and even conversations can be listened to via the intruder’s
phone [13].

With specialized software, intruders not only may access all data in a victim-
device, but they may even read the phone’s unique hardware identification, the
so-called International Mobile Equipment Identity (IMEI) [14].

Precautions

In the BT protocol specifications, a variety of security mechanisms have been
embedded. However, in addition to establishing security policies, enterprises
may also deploy BT software that scan the environment and monitor the BT

band to

B [dentify the various types of active BT devices

B Provide all retrievable attributes of the identified devices (class, name, and
manufacturer)

B Provide connection information (pairing)

B [dentify available services (fax, printer)
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The level of the risk associated with the use of the BT wireless technology is directly
related more to the specific application and less to the inherent BT architecture.
Taking into account the numerous limitations under which BT technology oper-
ates—low RF power, distance, bandwidth—no highly sensitive or critical applica-
tion will turn to the BT for support. For what it offers, namely, cable replacement,
and for as long as basic precautions are adhered to, the BT wireless technology
will be as secure as was intended to be, namely, for minimal-security intra-office
applications [15].

Wireless Fidelity

Wireless Fidelity (Wi-Fi) is the commercial name of a data communications pro-
tocol certified by the IEEE, technically known as the IEEE 802.11—Multi-Rate
DSSS™ [16]. Wi-Fi is the wireless equivalent of IEEE 802.3 wired Ethernet
protocol [17].

Major technology developers and OEM companies have formed the Wireless
Ethernet Compatibility Alliance (WECA) to support certification of Wi-Fi equip-
ment. WECA was established by the industry’s network and microchip giants
including 3Com, Cisco, Sony, Intel, Motorola, Nokia, and Toshiba, and it is now
serving as a Wi-Fi equipment clearinghouse with a present membership of over
250 manufacturers [18]. The 802.11 protocol provides a universal wireless LAN
(WLAN) infrastructure standard, through which interoperability among “Wi-Fi
certified products” is guaranteed [19]. Prior to the establishment of the WLAN
standard, and for decades, the WLAN applications stagnated because each major
telecommunications manufacturer had its own designs. With the establishment of
the Wi-Fi standard, WLANSs became a standard intranet facility.

Wi-Fi security features were originally established by the WED;' followed by the
WPA,* and are currently defined by the WPA2,S with the next generation of access
protection covered by 802.11w.

" DSSS (Direct Sequence Spread Spectrum): This is a telecommunications modulation tech-
nique where the original signal is multiplied by a known noise to cover the entire given band-
width, and it is then transmitted. At the destination, a counterpart demodulation technique
retrieves the original signal.

WEP (Wired Equivalent Privacy) is a Wi-Fi optional encryption standard. When activated,
WEP encrypts the data that are wirelessly communicated. WEP provides a 40- or 64-bit
encryption key based on which secure communication takes place between a radio NIC and
its respective access point. NIC: Network Interface Card connects a computer to a network

—

wired or wirelessly.

* WPA (Wi-Fi Protected Access): This is a 128-bit key WEP.

S WPA2 (802.11i) (Wi-Fi Protected Access 2) is a 128-bit key WEP, which has provisions for
PKI authentication.
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Table 2.2 802.11 Wireless LAN Basic Characteristics [20, 21]

(/\E/iiN Over-the-Air Media Access Control

Standard Data Rate Layer Data Rate Operating Frequency
802.11b 11 Mbps 5 Mbps 2.4 GHz

802.11g 54 Mbps 25 Mbps 2.4 GHz

802.11a 54 Mbps 25 Mbps 5 GHz

802.11n 200-540 Mbps 100-200 Mbps 2.4 GHz or 5 GHz

There are presently three versions of the Wi-Fi standard, namely, the 802.11a,
802.11b, and 802.11g. Versions “a” and “g” offer a data rate of 54 Mbps, using a
5 GHz and a 2.4 GHz band, respectively. Version “b,” the oldest standard, has an
11 Mbps data rate operating at a 2.4 GHz band [20]. Being unlicensed, the 5.0 GHz
band is a very busy one. However, application of the 802.11h standard, which sup-
ports Dynamic Frequency Selection and Transmit Power Control, ensures “coexis-
tence between Wi-Fi and other types of radio frequency devices” such as the BT [21].

The next Wi-Fi version is the 802.11n. The “n” standard not only quadruples
the data throughput, bringing it to the 200—600 Mbps range, but is also backward
compatible with legacy versions “a,” “b,” and “g.” The “n” version capitalizes on the
availability of a sufficient bandwidth, and through “multiple antennas, [and] clev-
erer encoding . . . [aims] to achieve raw data rates up to 600 Mbps [22].” Table 2.2
displays the basic specifications of the four 802.11 versions [21, 22].

In a wireless Wi-Fi system, excluding the software, there are two physical com-
ponents: the access point (AP),  and the wireless interface unit, which is an insert-
able card, an embedded circuit, or a USB device. The system’s central component
is the AP, which interfaces the “wireless” world with the wired one—referred to
as the infrastructure.

Thus, the AP, on one side, communicates with the organization’s network, the
so called infrastructure, and on the other side, communicates with its wireless cli-
ents and serves as a router meeting the networking needs of the wireless stations, as
shown in Figure 2.7. The AP provides shared LAN/Internet access using Network
Address Translation (NAT).

In a nonprotected Wi-Fi environment, a wardriver (WD)' can use a victim’s
bandwidth to access whatever is accessible. As a minimum, the WD can access the
Internet or the victim’s intranet, and as a maximum, the WD can access all files in
the victim’s computer and penetrate into any other place that is accessible by the

" AP (Access Point) interfaces the wired network infrastructure to the wireless one. Contains
radio interface, logic and router.

T WD (Wardriver) is an intruder who drives by Wi-Fi areas with a laptop trying to access the
Internet for free and/or to snoop on Wi-Fi clients” sensitive data.

vww allitebooks.conl
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To/From ——
Infrastructure

Figure 2.7 A typical WLAN network where diverse types of equipment commu-
nicate with each other and with the infrastructure, all via Wi-Fi.

victim’s computer. In other words, in a nonprotected Wi-Fi environment, a WD
can take full control of the victim’s computer.

Worth mentioning is that any visit to the Internet by the WD will bear the
victim’s router identity, which may implicate the victim beyond easy proof of Wi-Fi
hijacking. There are numerous cases of Wi-Fi hijacking covered in the media, most
too sad to mention.

Wi-Fi Precautions at Home

Below is a list of precautionary measures that must be followed while using Wi-Fi
in a home environment.

One: Turn Off the IBSS” Mode. In this mode the mobile unit is open to com-
munication without any restriction. Hackers may link and silently access sen-
sitive information. Such risks can be eliminated if the IBSS is disabled. Also,
turn off the Wi-Fi access connection as soon as it is not needed anymore.

Two: Turn On the Infrastructure Mode. The infrastructure mode enables
Wi-Fi clients to access resources on the other side of the access point (print-
ers, Servers, etc.).

Three: Turn Off SSID Broadcasting. Since in the home environment one does
not anticipate unexpected Wi-Fi devices, it is not necessary for the access

" IBSS (Independent Basic Service Set) mode, commonly known as ad-hoc mode. In this mode,
Wi-Fi clients can connect to each other directly without the need for an access point. This can
be useful in a secure environment, like a conference room, where participants can set up an
“ad-hoc” network to communicate with each other.

7 SSID (Service Set Identification): This is the Wi-Fi network identifier—a secret key—established
by the network’s administrator. The SSID is included in the header of all communicated packets.
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point to broadcast its SSID identity to the world. Usually, this ID is entered
manually, and only once, during laptop login and is remembered afterwards.

Four: Change Router’s Access. The router, located in the AP, is accessible via
a name and a password. They are set at the initial installation, but can be
reconfigured at any time. These two parameters should be changed at inter-
vals. Also, the default fictitious local, intranet, IP address, which may have
come as 192.168.1.1, can be changed to any other, as long as the numbers
in the four fields range from 0 to 224, without leading zeros. Also, “there is
no need to keep the default router name.” To the contrary, any change from
the default values will contribute to a better security posture. Typically, the
default values are the same for all access points of a given manufacturer and
are usually known to intruders [23].

Five: Turn On the Encryption. The Wi-Fi specification includes the so-called
Wired Equivalent Protection (WEP). The encryption algorithm comes in
40 and 64 bits. A later version, the WPA2, comes in 128 bits. Each time a
mobile unit logs on to a Wi-Fi access point, the unit’s login name and pass-
word can be easily captured by a “sniffer.” One way to prevent that is to use
PKI," where each side knows the other side’s public key, and a “passkey” can
be established under encryption without exposing any non-encrypted infor-
mation. The latest version of the Wi-Fi security protocol, WPA2, does provide
PKI. It needs to be pointed out that the encryption dissolves once the data
reach their destination. That is, WPA2 is for the air-transit only. Furthermore,
“the underlying [encryption] algorithm is flawed and subject to relatively easy
cracking.” There are even websites that provide the steps to crack a WEP [24].

Six: Turn On the MAC' Address Filtering. Usually, Wi-Fi access points con-
tain a gateway that has Media Access Control (MAC) filtering capabilities.
One may allow the filter to pass traffic only from devices of known MAC
addresses. These devices may be in the infrastructure (that is, on the wired
side of the access point), they may be printers or other computers, or they may
be in the wireless space—the Wi-Fi card of the laptop, a Wi-Fi PDA, and
the like. If in a wireless network, the SSID is known, then “without MAC
address filtering, any wireless client can join [25].” However, this will not
deter the advanced hacker who knows how to capture packets and extract the
SSID and MAC addresses from them.

Seven: Scout the Airwaves. Using specialized software, like the packet sniffer free-
ware Ethereal, one must frequently scout the airwaves for unexpected Wi-Fi
access points or Wi-Fi clients. Such tools, like the Ethereal, can capture data “off-
the-wire from live network connections . . . can read captured files . . . decom-
press them on the fly . . . [and can currently dissect] . . . 759 protocols [26].”

" PKI (Public Key Infrastructure): An encryption scheme based on digital certificates.
f MAC (Media Access Control) is the 32-bit address of a unit’s Network Interface Card (NIC).
An intelligent access point allows access to clients of authorized MAC addresses.
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Wi-Fi Precautions at the Hotspot

For the convenience of clients, public hotspots do not use any of the possible security
features of the Wi-Fi (WEP or WPA encryption) or networking (MAC filtering).
To facilitate clients’ connections, Wi-Fi access points actually broadcast their SSID. In
a hotspot, clients start by turning on their Wi-Fi option, connect to the access point,
submit a valid credit card number, and the link is established. For a mobile unit to
communicate with the access point, knowledge of the SSID of the access point is
necessary.

For a Wi-Fi client to be hacked it is not necessary that the mobile unit be in
communication with any access point. The mere fact that the Wi-Fi feature is on
is sufficient to establish vulnerability. Wi-Fi clients in, either public or corporate,
hotspots need to take several precautions to maximize the defense of their sensitive
information from intruders. Below are some precautions that need be taken while
at a hotspot.

One: Hotspot Legitimacy. Hackers often set up a fake access point in the
vicinity of a legitimate public hotspot and attempt to lure connection seek-
ers. Through such connections, hackers would capture sensitive information
(user names, passwords, credit card numbers, etc.), making subsequent illegal
use. Wi-Fi clients need to absolutely ascertain that the hotspot they attempt
to connect to is a legitimate one. Usually, the facility associated with the
hotspot service (waiting rooms, coffee shops, etc.) would have appropriate
signs posted. There are several websites that list known legitimate hotspots
worldwide [27].

Two: File Encryption. Files including emails should be encrypted prior to
transmission. There are numerous encryption options using dedicated soft-
ware or using features embedded in applications such as word processors and
email clients. One may install an encryption application that “automatically
encrypts all . . . inbound and outbound Internet traffic [28].”

Three: File Sharing. While in a hotspot, keep the file sharing option off to pre-
vent unwanted file transfer.

Four: Turn the VPN on. This way, intercepted data are rendered useless
because of encryption.

Five: Firewall Use. A hotspot, most probably, uses a single static IP address to
possibly serve 200 clients. That is, all clients are in the same subnet, making

" VPN (Virtual Private Network) is a security concept using IPSec.
IPSec (Internet Protocol Security): This protocol provides encrypted tunneling with header
and payload encryption and transport with payload encryption only. It also provides advanced
authentication features.
Tunneling: Tunneling is a security concept where data are first encapsulated in a private proto-
col (such as IPSec) and afterwards are encapsulated again in a public protocol for transporta-
tion via any standard networks (Internet, intranet, etc.).



Vulnerabilities in the Organization ®m 35

it easier for a client-intruder to snoop on other clients. That problem can be
minimized with the use of a “personal firewall.” One may purchase a firewall
or may use the one provided by the Windows XP. Through the firewall one
may restrict traffic and block or permit “communications that might . . . be
dangerous [29]

Six: Rules of Thumb. Regardless if one is accessing the outside world wired
or wirelessly, certain additional precautions also apply: use of the latest
antivirus software, use of the most updated version of the operating sys-
tem, use of Web-based secure (https) email, individual password protec-
tion for sensitive files, and last but not least have a computer password
mechanism that locks the computer if there is no keyboard or mouse
activity for x minutes.

»

Wi-Fi Precautions at the Enterprise

Corporate Wi-Fi security demands a much more serious tackling of the Wi-Fi
vulnerabilities. For such cases advanced protocols and VPN are in order. In the
enterprise environment the Wi-Fi security precautions may include all the above
described, as well as the ones below.

One: Perimetric Fencing. Solutions are currently available where positioning
of RF sensors can geometrically determine if a client is within the autho-
rized physical area. Such technologies, which need onsite terrain training and
fine tuning, have offered 100% security in testing. Using perimetric fenc-
ing, “Wi-Fi environments can be protected in a 3-D air space [to an accuracy
of] ... about 5 feet [30].”

Two: Advanced Authentication. Rather than relying on the nominal security

features of the Wi-Fi, an enterprise may use advanced authorization/authen-
tication protocols, such as DIAMETER.

Wi-Fi has by now become a cornerstone technology in local wireless commu-
nications. Its major vulnerabilities—session hijacking, man-in-the-middle, and
denial-of-service—are being continuously mitigated through advances in security
technologies and through increased security awareness on the users’ side. With
the increase in the effective data rates to exceed 200 Mbps, there will be plenty
of bandwidth for advanced encryption techniques and for sophisticated authoriza-
tion/authentication protocols. It is expected that security standard 802.11w, with the
per packet encryption key and additional powerful features, will significantly enhance
Wi-Fi security and will reduce successful intruder attacks [31].

" DIAMETER is an advanced communications protocol providing increased wireless security.
It is the successor of the RADIUS (Remote Authentication Dial In User Service) protocol.
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Worldwide Interoperability Microwave Access

The Worldwide Interoperability Microwave Access (WiMAX) is the IEEE Wire-
less Networking Standard 802.16 and was released in 2004. Its specifications are
continuously enhanced with amendments that aim at making it a viable wireless
replacement of cable, ADSL’, and T1" wired technologies. WiMAX serving as fixed
or mobile LAN* or Metropolitan Area Networks (MAN) uses licensed and unli-
censed frequency bands for high- and low-power transmissions, respectively, to
provide Broadband Wireless Access (BWA).

WIMAX Features

The unlicensed bands in the 2-10 GHz spectrum limit the range to that of the
Wi-Fi, which is about 10 to 50 meters, where transmitted power is usually limited
to 200 mW. The licensed bands in the 10-66 GHz line-of-sight spectrum, where
transmitted power can reach 20 watts, can offer a radius range of 50 km from
a single base station. Furthermore, the standard WiMAX data rate is 70 Mb/s.
Figure 2.8 shows a WiMAX control window and a USB WiMAX adapter.

Several laptop vendors offer “WiMAX ready” units [32], and WiMAX USB
adapters are available, as well [33]. WiMAX technology is also being utilized for
long-distance point-to-point connections via repeaters using directional antennas.

WiMAX features include

B Roaming—offers client mobility (802.16¢)

Forward error correction—uses fault-tolerance algorithms
Adaptive modulation—trades range for bandwidth

User and device authentication

Confidentiality of transmitted data messages

High data throughput—reaches 75 Mb/s

Triple-DESS encryption—for authentication and transmission
AASY —uses advanced antenna techniques (802.16¢)

" ADSL (Asymmetric Digital Subscriber Line) is a wired telephony technology where a data
channel is frequency multiplexed with the regular voice communications, and it is demulti-
plexed at the user’s site using a splitter that provides a voice outlet to be connected to a standard
telephone and a data outlet to be connected to a data terminal. The first facilitates traditional
telephony, while the latter usually provides Internet access.

" T1 is a wired telecommunications standard indicating a data speed of 1.544 Mb/s (1,544,000
bits per second).

*LAN (Local (intra-building) Area Networks): MAN (Metropolitan (intra-city) Area
Networks).

S DES (Data Encryption Standard): This is an encryption cipher believed to be breakable
through bruteforce. Triple application makes code breaking impractical with today’s compu-
tational power.

¢ AAS (Advanced Antenna Systems) are smart antenna technologies that enhance gain, direc-
tivity, and data throughput.
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Figure 2.8 WIiMAX control window and a USB WiMAX adapter. (From Intel,
http://download.intel.com/support/wireless/wmax/5350_5150/S6/intelrproset
wirelesswimax userguide.pdf.)

Figure 2.9 Typical WiMAX network where Internet access can be wirelessly
provided to a metropolitan area.

B Speeds up to 1 Gbps and 100 Mbps for fixed and mobile operations, respec-
tively (802.16m)

Figure 2.9 illustrates a possible WiMAX environment where Internet service is pro-
vided in a 50-km radius to the entire population. In this scenario, Internet is provided
to a single user with a mobile phone, a laptop, or a desktop, as well as to multi-user
organizations such as office buildings, residential compounds, or industrial parks.
Contrary to WiMAX products and services vendors, researchers allege that there
are several vulnerabilities in the WiMAX technology. With the 802.16¢ specifications
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in place, most of the alleged vulnerabilities have been removed. However, the follow-
ing vulnerabilities remain, as pointed out in a NIST report [34].

B End-to-end (i.e., device-to-device) security is not possible without applying
additional security controls not specified by the IEEE standards.

B Data SAs (Security Associations) cannot be applied to management mes-
sages, which are never encrypted.”

B Lack of mutual authentication may allow a rogue BS (Base Station) to imper-
sonate a legitimate BS, thereby rendering the SS/MS (Subscriber Station/
Mobile Station) unable to verify the authenticity of protocol messages
received from the BS.

Therefore, for the confidentiality of management messages, WiMAX users
need to improvise their own security scheme. In this case, the Diffie—Hellman Key
Agreement Standard, which is often used in cases where confidential communica-
tions need to start without any prior keys exchanged, can also be used. A list of
countermeasures that can reduce risks in wireless networks are described in docu-

ments prepared by the NISTT [34, 35, 36, 37, 38].

Cloud Computing

The increasingly low cost of computer and telecommunications hardware coupled
with the standardization of software has resulted in cloud computing. The term
cloud computing refers to a new concept in the acquisition of computing power as
a service. This service is provided out of pooled resources, where the user has no
knowledge of the physical origin of such service. Figure 2.10 illustrates the concept
of cloud computing where users need only Internet access.

Providers of such services may even share resources, creating a service that can
be paralleled to the distribution of electrical power. In this context, computing
power includes software, virtual hardware, data storage, and data access. In a way,
it is similar to the concept of time-sharing of the 1970s, but it is much more pow-
erful and accessible via the Internet, rather than via telephone modems. Today,
with cloud computing an organization needs no computer center, because all
computational needs are realized and provided as a service via the Internet. Cloud
computing falls in the four basic definitions listed in Table 2.3.

" SA (Security Association): This term refers to parameters used to provide secure communica-
tion between two or more entities. Such parameters include special identifiers and encryption
keys, types, and ciphers.

" NIST (National Institute of Standards and Technology) is a US government agency respon-
sible for providing the country with standards and guidelines in technology and science
issues.
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Figure 2.10 Cloud computing. The only user requirement is Internet access.

Table 2.3 Cloud Computing Option

Public Cloud

A commercial center of vast computing resources that are
provided to the public on-demand basis in a metered
fashion.

Private Cloud

A privately owned center of shared computing resources
that are provided to the community’s members on-demand
basis in a metered fashion. The security and privacy
measures are customized to the owners’ needs.

Community
Cloud

A community-owned center of vast computing resources
that are provided to the community’s members on-demand
basis in a metered fashion. The security and privacy
measures are customized to the community’ needs.

Hybrid Cloud

A combination of the above options.

Cloud computing providers offer Infrastructure, Platform, and Software as a Service
(abbreviated as Taa$, PaaS, and SaaS, respectively). Users subscribe to such services
and configure their own virtual computer center with servers and databases as if they
were to purchase physical equipment for that purpose. In such an operating mode,
an organization may reconfigure and scale the computational needs at any time and
be charged on a pay-per-use basis. The motto of this new industry is “buy exactly the

capacity you need, when you need it, by the hour or by monthly subscription [39]

»
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Users’ applications and data, delivered through shared data centers, may reside
in geographically diverse locations and may even change locations transparently
to the user. Yet, everything is Web accessible via the same logical addresses. With
screen sharing as well as application sharing now possible on the cloud, cloud
computing has become even more attractive for over-the-Web interactions. Cloud
computing has been receiving increasing support as a practical solution to build-
ing a corporate data center all in a virtualized manner and without allocating
physical space. Table 2.4 provides a list of the most acclaimed advantages of cloud
computing.

There is no doubt that cloud computing is a very strong irreversible trend, but
along with it come security and privacy challenges that translate into vulnerabilities
which need to be carefully weighed before walking into this rose garden.

“The security challenges cloud computing presents, however, are formidable,
especially for public clouds whose infrastructure and computational resources are

Table 2.4 Cloud Computing—Advantages

1. Reconfiguration | Users can redesign their computational infrastructure at
the click of a mouse, selecting and removing resources
(servers, storage, applications, networks, and services) as
the need arises.

N

. APl support Application Programming Interface is possible for cloud
software interaction with machines or humans.

3. Reduced cost Cloud computing reduces barriers-to-entry by facilitating
the creation of organizational data centers out of metered
resources through a pay-as-you-need business model.

4. Reduced skills Necessary skills to set up and maintain a virtualized data
center in a cloud are far less demanding than those of
maintaining a physical one.

5. Connectivity Cloud connectivity services include Internet as well as
mobile phone access.

=]

. Reliability Use of multiple redundant sites can secure business
continuity and disaster recovery.

7. Scalability Cloud computing provides on-demand scalability in a
self-service mode allowing system reconfiguration for an
increased or decreased size or use of resources.

o

. Security Security features are provided, normally too expensive
for individual users to afford.

9. Maintenance Cloud computing providers install the latest in software
versions and antimalware protection.
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Table 2.5 Cloud Computing—Disadvantages

B System complexity

® Cloud computing platforms, especially the

public ones, because of their size and
increased functionality, are open to errors and
vulnerabilities.

® Multi-tenancy

Concerns are that in a multi-tenant
environment of shared resources, lack of
strong compartmentalization may result in
security or privacy issues.

B [nternet vs. intranet

Cloud computing is Web accessible and by
definition less secure than an isolated
organizational intranet.

® Personnel Personnel of public cloud computing may not
have the required level of security clearance.
B Forensics In a cloud environment, depending on the

level of internal auditing, it may not be
possible to link performed services with
associated hardware. Furthermore, past strings
of computer- and human-generated activities
can be difficult to trace and document to a
court-acceptable level and can be impossible
to duplicate.

® Cloud policies

Cloud computing providers’ security and
privacy policies and practices may or may not
comply with those of demanding private or
government tenants.

B Account hijacking

While examples are not available, strong
concern exists in the possibility of credentials
hacking and subsequent website compromise.

B Service outage

There are numerous examples where causes
beyond the control of the cloud providers
have resulted in outages of several hours at
the least expected times. This is an issue that
can be well worded in a service agreement,
but lightning will not read it before striking.

B Incident response

Such an event will require a coordinated
effort of the service subscriber and service
provider in the formidable task of audit
trailing that may involve the prior use of
shared hardware.

vww allitebooks.conl
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»

owned by an outside party that sells those services to the general public [40]
The above statement, coming from a very authoritative body like the NIST,
can make CIOs and CSOs stop in their tracks. There is a strong concern that the
outsourced custody of the physical storage of sensitive organizational data consti-
tutes in itself a major vulnerability.

To many, and by definition, cloud computing is a nonsecure environment. But
to a growing number, cloud computing is the way to go and is here to stay. As for
security and privacy, additional measures can be taken to bring this new mode to
par with the traditional in-house data centers, in that respect.

Before embarking to transitioning into cloud computing, verifiable assurances
must be obtained that organizational security and privacy requirements are fully
satisfied. Cloud computing providers often offer nonnegotiable service agreements.
However, this is not absolute, and negotiated ones can be obtained.

It has to be emphasized that the cloud computing system does include the client
software and their access software and devices, and security and privacy policies
must be safeguarded on this side as well.

Whenever necessary, a cloud computing provider should be able to demon-
strate the effectiveness of the offered services, especially those related to security
and privacy. Often, third-party auditors are brought in to attest as to the validity
of the claimed services. Cloud computing falls in the general category of outsourc-
ing, with all associated risks. Therefore, a thorough risk analysis is called for before
engaging in any such agreements. The major perceived disadvantages in subscribing
to a cloud computing environment are listed in Table 2.5.

While “the transition to an outsourced, public cloud computing environment
is in many ways an exercise in risk management [40],” cloud computing, now in its
infancy, will eventually become the mainstream data center hosting due to its cost-
effectiveness that will be improving over time.

Exercises

1. Access and review the National Training Standard for Designated Approving
Authority (DAA) document located at htep:/staffwashington.edu/dittrich/
center/docs/nstissi_4012.pdf. Summarize it in a twelve-slide electronic
presentation.

2. Access and review the Authentication in an Internet Banking Environment
of the Federal Financial Institutions Examination Council located at
hetp://www.thec.gov/pdf/authentication_guidance.pdf. Summarize it in a
six-slide electronic presentation.

3. Visit the website www.NordicEdge.se, familiarize yourself with the One-
Time-Password technology, and experience it though the Download Two
Factor Authentication Trial option at http://nordicedge.com/products/one-
time password-server/download/.
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. Access and review the Wireless LAN Security Today and Tomorrow docu-

ment located at http://www.itsec.gov.cn/docs/20090507163620550203.pdf.

Summarize it in an eight-slide electronic presentation.

. Visit the website http://www.outofblue.net. Understand the presented tech-

nology, and express your thoughts as to any vulnerabilities on the side of the
clients as well as on that of the server.

. Visit the websites of Wi-Fi hardware vendors. Understand the technology, and

design a WLAN service that will provide Internet access to a three-floor square
office building of 30 m on each side. Determine the topology of the ADs.

. Visit the websites of WiMAX hardware vendors. Understand the technology,

and design a service that will provide Internet access to a 50-km radius rather
flat area.

. Access and review the following two documents on cloud computing,

located at

— http://www.us-cert.gov/reading_room/USCERT-CloudComputing
Huth Cebula.pdf

— heepi//res.sys-con.com/download/1288112960/Cloud_101-WhitePaper.pdf

Prepare a twelve-slide electronic presentation with the same title.

. Visit the website of a Cloud Computing provider, subscribe in a free trial

option, and build a multiserver and multistorage infrastructure. Describe and
document your gained knowledge and experience.

Access and review the following three documents, and prepare a twelve-slide
electronic presentation with the title Cloud Computing Vulnerabilities.

— Seven Deadly Threats and Vulnerabilities in Cloud Computing,
heep://www.ijaest.iserp.org/archieves/15-Jul-15-31-11/Vol-No.9-
Issue-No.1/16.IJAEST-Vol-No-9-Issue-No-1-Seven-Deadly-Threats-and-
Vulnerabilities-in-Cloud-Computing-087-090.pdf

— Cross-VM Vulnerabilities in Cloud Computing, hrep://rump2009.cryp.to/
8d9cebc9ad358331fcde611bf45(735d.pdf

— Top Threats Cloud Computing V1.0, https:/icloudsecurityalliance.org/top-
threats/csathreats.vl.0.pdf
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Chapter 3

Risks in Information
Systems Infrastructure

Cybersecurity is the planet’s oxygens; its failure will lead to its suffocation.

Introduction

We may not have realized that every aspect of life involves a risk, where risk is the
adverse chance that the hoped for objective will not be met. Risk analysis assesses
such mishaps in terms of its probability of happening and on the gravity of the
consequence should it happen. Figure 3.1 illustrates the needed balance required to
exist between the pre-sale obligations and the post-sale expectations.

It has to be recognized that there can be no complex system that is 100% per-
fect or secure. Every design is an approximation to the ideal. In the creation of the
end product or service, numerous parameters have to be balanced on selected crite-
ria. The most prominent parameters are the monetary presale cost, the time length
of the development process or time-to-market, the product’s after-sale life, and the
security and availability of that product or service during that life.

Development and use of information systems follow this generic path where, in
the process of parameter balancing, vulnerabilities are created, leading into risks.
There is no activity in life that is absolutely risk free, and where possible, insurance
is purchased or measures are taken to minimize the risk. Therefore, the motto is risk
minimization, rather than risk elimination.

Today, each and every organization operates on an information systems infra-
structure that is internal as well as external. In both cases there are embedded risks.

45
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Figure 3.1 Balance in system life cycle.

There are two factors in assessing the operational worth of an information systems
infrastructure: the identification of the inherent risks and the availability of appro-
priate fallback positions.

The external information systems infrastructure is basically the Internet. As for
the organizational dependence on the Internet—regrettably—it is almost absolute.
As a result, the security of the Internet, the cybersecurity, constitutes a paramount
concern for all sectors of society.

The Internet contains vulnerabilities that pose a risk to those who use it, but
since there is no choice, the Internet has to be used with its drawbacks. However,
users should recognize and assess the risks, making them affordable through
precautionary measures resulting in systems that are relatively available, reliable,
and secure.

Risks in Hardware

In a system every piece of hardware plays a role in the mission of the organization.
Based on the importance of that role, appropriate security measures must be taken.
To minimize the security risks, organizations establish official security policies
that, as a minimum, must include the following twelve rules.

Rule One: Connections Identifications. Each piece of hardware, considered
as a hardware unit, needs to have its connections clearly identified, justi-
fied, and protected with specific security measures, regardless if these con-
nections are physical or wireless. The unit’s operational parameters must be
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explicitly documented. For example, passwords need to have identified their
owners as well as their administrators, where the administrators assign the
passwords, as well as the renewal policies, which must be known to all cog-
nizant personnel. Unnecessary connections must be removed, and necessary
ones must be connected as the need arises. Where applicable, connection logs
should be maintained, especially for connections to the Internet, intranet,
and to any extranets.

Rule Two: Security Assessment. Security measures must be evaluated on inter-
vals related to developments in technology and in sophistication of attacks.
Assessment should include a vulnerability analysis as well as a penetration
testing. Security measures must include bidirectional firewalls at all entry—
exit points, as well as an intrusion detection and prevention system. Access
to the unit must be on a need-to-access basis with no pass-par-tous passwords.
That is, users are granted passwords that access only functions for which they
are authorized. At all times, 24/7, each hardware unit has a member of the
organization responsible for its security. At no time may a hardware unit be
considered as unattended.

Rule Three: Vendor Parameters. All operational parameters must be entered
by the cognizant personnel, and no hardware may be left with the default
parameters, especially user names, passwords, and firewall settings. The exis-
tence of any backdoors, trapdoors, or special vendor entry points or interfaces
must be known and sealed if possible. Vendors must be continuously acces-
sible for clarifications on vulnerabilities, operational support, maintenance,
and repairs.

Rule Four: Security Measures. While most major hardware developers provide
their own security measures, most often they are based on proprietary proto-
cols, subscribing to the philosophy that obscurity is build-in security. This is
contrary to the fundamental security principle that access must be protected,
not hidden, from view. Taking into consideration how mission-critical a unit
is, measures must be designed to satisfy the security and privacy policies of
the organization. Where applicable, inbound access should be replaced by a
don’t-call-us-we’ll-call-you approach. That is, a caller places a request for data,
and the system sends the data to the caller, rather than the caller directly
accessing the databases.

Rule Five: Intrusion Detection and Prevention. Embedded should be a 24/7
intrusion detection and prevention system (IDPS), that monitors for exter-
nal as well as internal intrusions, and reports to the cognizant personnel via
multiple modes; such as aural sounds and/or flashing images on monitoring
terminal, email, or short message service (SMS). An integral part of the IDPS
is a predefined sequence of steps to handle the intrusion. In each and every
security-related activity, more than one IT member must be involved. It is
very important, and from a variety of viewpoints, that intrusion assessment
reports be the result of teamwork, rather than that of a single investigator.
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Rule Six: Audits. Frequent technical audits are the backbone of any secu-
rity policy. Using off-the-shelf security tools, transpired operations can be
recorded and reviewed in order to identify trends and possibly recognize
aberrations. Audits should include visits to the physical environment of the
hardware unit in question in order to possibly discover unauthorized pos-
sible tapping points, physical or wireless, and to confirm the enforcement of
physical access policy.

Rule Seven: “Blue Team.” A Blue Team is formed charged with the responsi-
bility of assessing vulnerabilities, threats, and risks. The team is a standing
committee of IT and non-IT members that identifies attack scenarios and
suggests defense and countermeasures. Blue Teams often set up honey pots in
anticipation of roaming intrusions.

Rule Eight: Job Descriptions. Explicit job descriptions delineate the respon-
sibilities and authorities of each and every member of the organization’s
cybersecurity structure. A flow diagram illustrating the steps to be taken
in case of a cyber emergency is posted. It is most important to recognize
that, for the effective fulfillment of responsibilities, sufficient authority must
be extended.

Rule Nine: Critical Functions. In any system, while all functions are impor-
tant, certain functions are more critical or more sensitive than others. For this
reason, a hierarchical structure chart must be drawn illustrating the various
functions, as they comprise the system’s mission. Also shown should be their
level of relative importance along with the respective threats and associated
countermeasures. Considering that new threats emerge continuously, this
chart has to be reassessed on a continuous basis by the organization’s cyberse-
curity committee. This self-assessment process will keep the organization on
its toes vis-a-vis the growing threats to cybersecurity.

Rule Ten: Business Continuity. System failure can never be excluded by any
mature strategist. Consequently, provisions must be taken, and procedures
must be in place to recover from a disabling cyber attack with the losses cut
to an absolute minimum. This calls for continuous and multilayered data
archiving, for functional redundancy, and for personnel familiarity with the
necessary procedures. Such a crisis may not necessarily be caused by a cyber
attack. It may be an inside job or an act of nature.

Rule Eleven: Configuration Management. The configuration of any system,
and even more of any information system, can never be static. New hard-
ware, new software, new threats, new markets, new technologies, and new
ideas demand that IT strategists reconfigure their systems in an evolutionary
fashion. However, the fashion may sometimes be revolutionary. As a result,
configuration management covers the entire spectrum of a system’s elements,
including hardware, software, and personnel skills, as well as updates to secu-
rity policies.
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Rule Twelve: Defense-in-Depth.” This is a very old defense concept that
has been transplanted into the information systems. Its fundamental prin-
ciples are two: layered defense and no single point of failure. The suc-
cessful implementation of this concept calls for appropriate measures to
be embedded during the entire development process of the system. Such
measures would create multiple layers of defense between the entrant
and the sought-after resource and would block the entrant’s access to
unauthorized areas [1].

Risks in Software

Although software and hardware go together, their development, maintenance, and
security needs are totally different. The major difference is that software develop-
ment lacks the finite methodology and metrics that hardware development has
generated over the years. Software will never reach the hardware level of metrics
because software development is a 100% intellectual process, and as such it is sub-
ject to human parameters.

The manufacturing of a hardware product, a personal computer, for example,
can be broken down into finite processes with finite steps resulting in a similarly
finite skill-man hour requirements. On the other hand, software development
strongly depends on the experience, expertise, and available tools of the develop-
ers—analysts and programmers—and its cost, especially in time, cannot be deter-
mined as easily as with hardware.

“Studies on project failure . . . suggest that 75% of all US IT projects are con-
sidered to be failures” for not meeting the expectations of their sponsors [2]. There
are three basic expectations: delivery time, budget, and functional performance.
To minimize the failure risks in software development, as a minimum, the follow-
ing seven rules should be observed.

Rule One: Integrated Security. System development involves several phases,
starting with the concept design and concluding with the drafting of the wuser
manual, with each phase having embedded the necessary security measures.
These measures are initially defined in abstract terms, but progressively are
mapped from phase to phase during the development process, ending up in
concrete steps expected to secure the system.

" Defense-in-depth is an information assurance (IA) strategy in which multiple layers of defense
are placed throughout an information technology (IT) system. It addresses security vulner-
abilities in personnel, technology, and operations for the duration of the system’s life cycle.
http://en.wikipedia.org/wiki/Defense_in_depth_(computing).



50 ® Cyberspace and Cybersecurity

Rule Two: Structured Development. A structured software development
must be followed, which calls for a hierarchical organization of software
modules where module autonomy is maximized, rather than code size.
This way, a module can be easily described and tested. It may not have the
most space-efficient code, but its testing and troubleshooting will be easy
and direct.

Rule Three: Project Management. A project must have a skilled profes-
sional project manager. There is a misconception that a good analyst or
a good programmer can make a good software development project man-
ager. This leads to problems where nonskilled and nonprofessional proj-
ect leaders fail to follow standard project management rules, managing by
intuition.

Rule Four: Project Specifications. Specifications must be explicitly defined,
allowing for no more than one interpretation. Most software developments
experience problems because of this reason. A very common inherent risk in
software is the lack of fault intolerance, which has been accepted in order for
the product to reach the market in a prompt and competitive fashion. Also,
after a certain point in time, and prior to design initiation, specifications
must be frozen. Otherwise, the development becomes a one thousand and
one nights fairy tale. “System design errors are much more important and
costly than coding errors; they are also subtler and more difficult to detect
and correct [3].”

Rule Five: Project Planning. A project development timetable must allow for
unexpected events—mysterious bugs always appear. Because software met-
rics cannot be strictly applied, and because software development is a men-
tal process highly dependent on experience, expertise, and available tools, it
is impossible to precisely project the time requirements of a software task.
Factors like prior experience in the particular field or the particular language,
functional complexity, and allotted time-to-market can significantly affect
the development outcome. Areas of underestimation in planning include
time, manpower, complexity, level of required skills, and capital. Most
often, market demand, corporate support, and own level of skills are being
overestimated.

Rule Six: Project Testing. A 25% development effort must be allocated to test-
ing the software, relative to the 5% normally allocated to hardware. The test-
ing must optimally follow the TQM" philosophy, which is test as you go and
not test at the end. By testing optimally we mean not too frequent tests nor
too few and spaced apart.

" TQM (Total Quality Management) is a management philosophy that calls for task-by-task
testing to discover errors as they are made, rather than conducting a thorough test at the end,
often throwing away complete units because a minor part failed at an early stage.
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Rule Seven: Use of OOL. An object-oriented language (OOL) must be used.
This way, software development can benefit from the available modules that
have been already developed and thoroughly tested.

Besides the previous risks that affect the functional performance of soft-
ware, there are security risks that may slide through nominal testing. “All types
of software are likely to contain mistakes that have security ramifications [4].”
The following five rules may help in minimizing software security risks, espe-
cially cybersecurity risks.

Rule Eight: Patches Currency. To minimize the time-to-market, software
developers often release software prematurely and subsequently provide
patches that hopefully eliminate already known vulnerabilities. Software
users must make sure that they are in the vendor’s registered list so that they
are notified as soon as a new patch is released. Usually, patches are provided
on a regular basis, as the product developers discover vulnerabilities and as
malware become increasingly sophisticated.

Rule Nine: Data Validation. Data and their originator must be validated prior
to being accepted. Also, data and their recipient must similarly be validated
prior to being sent. In addition, data must be validated vis-a-vis acceptance
criteria prior to being stored. Furthermore, data must be encrypted while in
storage as well as while in transit to bona fide recipients.

Rule Ten: Validation Failure. Data validation failure at any of the above
three phases must create an error alert for a subsequent investigation.
The alert must be multimodal, including entry into an Errors Log, aural
alert, email, and possibly SMS notification to cognizant persons. There
must always be more than one person receiving alerts created by possible
intrusion attempts.

Rule Eleven: Access Control. Software users must be provided with an access
security level that meets—and does not exceed—their authorized needs.

Rule Twelve: Antimalware. The National Vulnerability Database must be fre-
quently consulted for the latest in malware attacks [5]. Antimalware must
be installed at the server as well as at the client sides. At the server, there are
basically two types of attacks. The first is the Denial-of-Service attack, where
the server is flooded with rogue requests aiming at saturating its capacity
and preventing it from serving legitimate visits. The second is SQL injection,
where access to the server has been compromised and malware is written in
the server’s database that create illegal activities. “Using this method, a hacker
can pass string input to an application with the hope of gaining unauthorized
access to a database [6].”

Table 3.1 lists the two sets of rules that aim at minimizing risk in information
systems hardware and software.

vww allitebooks.conl
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Table 3.1 Rules That Aim at the Minimization of Risks in Information
Systems Hardware and Software

Hardware Software

1. Connections identifications 1. Integrated security
2. Security assessment 2. Structured development
3. Vendor parameters 3. Project management
4. Security measures 4. Project specifications
5. Intrusion detection 5. Project planning

6. Audits 6. Project testing

7. Blue Team 7. Use of OOL

8. Job descriptions 8. Patches currency

9. Critical functions 9. Data validation

10. Business continuity 10. Validation failure

11. Configuration management 11. Access control

12. Defense-in-depth 12. Antimalware

Risks in People

To effectively increase interdepartmental, interorganizational, or international
cooperation, data need to become accessible by a variety of persons from a variety
of organizations. However, according to statistics, the number one threat to data
security is from someone who is authorized to access the data. People with access
to sensitive data or sensitive services, by definition, constitute vulnerabilities. Such
insider vulnerabilities can be classified into two types.

The first type is people who, though entrusted with access to sensitive infor-
mation, behave in a negligent way that exposes such information to unauthorized
individuals. This most often takes place in the form of lost mobile phones, lost
laptop computers, exposed passwords, unattended terminals, or loose lips. Through
use of technology and with appropriate training to raise cybersecurity awareness,
this type of risk can be minimized.

The second type is people who, though entrusted with access to sensitive infor-
mation, betray this trust and abuse the authority that has been granted to them.
Most such intrusions are highly focused and aim at considerable financial benefits.

Again, there are rules that can be applied that will minimize the people-
originated risks. Six such rules can be as follows:
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Rule One: Password Granting. Access authorization through passwords
or other security mechanisms must be granted only on a need-to-have
basis and for a minimal volume of data and time interval. Elevated privi-
leges should have a time-lock, after which they should be reduced to the
nominal level.

Rule Two: Password Maintenance. Passwords must be valid for a finite length
of time; their renewal must be very dissimilar to the previous ones and must
be of a complexity that is proportionate to the importance of the data it
protects.

Rule Three: Access Logs. Depending on the level of importance of the pro-
tected data, logs must be automatically created listing the access stamp
(time, terminal, user, etc.). Real-time alerts need to be generated on unau-
thorized attempts to capitalize on vulnerabilities, abnormal activities, and
out-of-character or suspicious activity.

Rule Four: Technology. Considering that passwords can be lost, creating risks
and inconvenience, advanced technologies like the one-time password can
be used. In one mode of this technology, upon receipt of the user’s name
the server sends a password to an authorized mobile phone in the form of
an SMS. The password code is applicable only for the machine that sent the
user’s name and only for a finite number of seconds.

Rule Five: Tamper-Proof Monitoring. Security safeguards are only as good as
the integrity of the monitoring system. Often, intruders neutralize the secu-
rity monitoring system before proceeding with the hacking attack. Ideally,
security supervisory systems need to be automated, producing real-time
threat alerts for immediate consideration and action.

Rule Six: Separation. Many incidents of inside damage take place in the time
interval between the beginning of rumors about a possible employee termina-
tion and the actual date of such termination. There was a time that companies
would give a two-week or a month termination notice. However, in the 1970s,
the first adverse repercussions appeared. Labor behavior had changed. There
were numerous incidents where, when notified of termination, labor would
literally smash company property before finally walking out. Terminating an
employee for a cause, on a suspicion of cause, or for whatever reason or with
whatever excuse needs honesty, confidentiality, indisputable facts, profession-
alism, decisiveness, and fairness.

Risks in Laptops

Considering that laptop thefts are on the increase, countermeasures should always be
used. Laptops and notebooks have become permanent companions, and their expo-
sure or loss can, in most cases, be catastrophic. As a minimum protection, one may
install a Full Disk Encryption [8] that normally encrypts everything in the hard disk
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Table 3.2 Laptop Safety Countermeasures

1. Privacy screen filters [7] Such filters allow only direct
viewing, blocking side viewers.

2. Laptop tracking and recovery [8] | This is a service provided in
association with embedded
software.

3. Bluetooth proximity lock [9] This method of laptop data security
locks the laptop if an associated
Bluetooth device leaves a
predefined distance from the
laptop.

4. RFID proximity alarm [10] A pair of RFID devices will sound
an alarm if the distance between
them exceeds a predefined value.

5. File encryption [11] Encrypt sensitive files, preferably
all files.
6. Password strength testing [12] Use a strong password to safeguard

your laptop. Test its strength using
available testing sites.

7. Live backup [13] Laptop files are being archived on a
continuous basis.

except the Master Boot Record (MBR)." Total disk encryption can be supported
with appropriate external hardware devices.

Full disk encryption cannot protect when a computer is left unactended after
boot up. However, proximity technologies can be at your rescue, with a device
in your pocket alerting you if you are separated from your protected unit beyond
a certain short distance. Table 3.2 presents a nonexclusive list of advice that can
minimize laptop-related security breaches. Figure 3.2 illustrates recent laptop crime
statistics.

Risks in Cyberspace

With risks originating in cyberspace, the personal computer is the first line of
defense. Therefore, rigorous security measures need be maintained for an effective

" The Master Boot Record (MRB) is a 512-bit sequence located in the first sector of a storage
device and contains information about the internal partition of the device.
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Weekly Laptop Losses

1 2 3 4 5 6 7 8 9 10

1.LAX Los Angeles International

2. MIA  Miami International

3.JFK  John F. Kennedy International

4.ORD Chicago O’Hare International

5.EWR Newark Liberty International

6. LGA New York LaGuardia

7.DTW Detroit Metropolitan Wayne County

8. DCA Ronald Reagan Washington National

9. ATL Hartsfield-Jackson Atlanta International
10.IAD  Washington Dulles International

Figure 3.2 Recent laptop crime statistics. (Airport insecurity, http://www.
ponemon.org/data-security.)

protection of the digital resources. The following rules could serve as a minimum
guard against malware.

Rule One: Updated Software. Software developers provide on a continuous basis
updated versions of their software that incorporate stronger defenses against
malware. This applies to operating systems as well as applications. It may be an
added expense, but keeping the most recent version of the installed software
pays in the long run.

Rule Two: Minimize Content. Minimize the amount of sensitive content kept
in a laptop or notebook, keeping sensitive files in a Web-accessible server and
encrypted.

Rule Three: Admin Account. Because you are the only user, do not be the
administrator at the same time. An unattended computer in the admin mode
is totally unprotected. “The privileged administrator account should only be
used to install updates or software, and reconfigure the host as needed [14].”

Rule Four: Compliance. Following compliance laws or rules, such as the FISMA
for federal agencies, is a must and a minimum exercise in data protection [15].
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Risk Insurance in Cyberspace

As in risks in the physical world, risks in cyberspace can be similarly passed to
insurance companies whose sole line of business is buying risks. Since 1995, when
the Internet was accepted as an e-market platform, concerns have been raised over
hedging potential losses caused by adverse events in cyberspace, such as informa-
tion theft, vandalism, and denial-of-service.

Enterprises with e-commerce investments are concerned over possible losses
should their website become inoperative for whatever reason beyond their control.
A website can be down for a large number of reasons, and involuntary business inter-
ruption has been traditionally an insurable issue. Enterprises often prefer to buy
risk insurance rather than implement costly protection countermeasures. The ever-
increasing possibilities of downtime, due to technical or security problems, have
made cyber insurance an option for cyber enterprises to hedge off their risks [16].

What is new with cyber risk insurance is that there is no proven methodology
on how to quantify the risk in order to subsequently quantify the compensation
and, at the end, compute the respective insurance premium. That is, the cyber
insurance market has no track record to draw statistics from, and “Insurance com-
panies are realizing the need to implement greater assessment capabilities . . . when
examining an organization’s request for coverage [17].” However, numerous insur-
ance companies offer insurance policies in the nine-digit dollar range.

Efforts have been made by insurance companies to identify finite parameters
that can be quantified in order to serve as coeflicients in cyber risk assessment.
Typically, the cyber risk insurance equation includes the following parameters:

B Security measures in place. Discounts are extended to users of particular data
security solutions.

Qualifications of personnel in the data security chain of command.
Monetary worth of data, or potential profits, that are at risk.

Possibility of adverse selection.

Level of moral hazard.

Adverse selection is a term in the insurance terminology that describes the existence
of hidden adverse preconditions only known to the insured. These are precondi-
tions that are not being disclosed to the insurance company. To counter this risk,
insurance companies want the policy to have a certain no-effect initial period and/
or a substantial deductible.

Moral hazard is a term also in the insurance terminology that describes the
indifference of the insured toward the risk. To counter this risk, insurance com-
panies want a deductible to be included that will motivate the insured to take the
necessary precautions toward the risk.

Insurance companies try to assess the risk involved by sketching the profile of the
applicant company through the evaluation of various related internal documents.
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Table 3.3 lists some of the possibly requested documents [18]. Undoubtedly, a
review of the above list of documents can paint a very clear picture as to a com-
pany’s vulnerabilities posture. It also points out the required documents for a cor-
porate security self-evaluation. Cyber-exposed companies can reduce the level of
their cyber risk to an acceptable one through their own measures together with
cyber insurance. The following steps show the relationship of the unprotected raw
risk to the protected acceptable risk.

Step One: Assessment of raw risk, RR. This is the risk the organization is
exposed to when no countermeasures are in place.

Step Two: Assessment of protected risk, PR = RR x CM. This is the new risk
that has been reduced by the application of in-house countermeasures, CM.

Step Three: Assessment of cyber insurance policies and coverage plans.

Step Four: Selection of suitable cyber insurance, CI, policy and plan.

Step Five: Acceptable risk, AR = CI x PR. This is the risk the organization is
exposed to after having acquired the selected cyber insurance policy and plan.

Table 3.3 Possible Cyber Insurance Application Attachments

1. Evidence of compliance with ISO 17799 [19]

2. Resume of the chief information security officer

3. Antivirus protection plan

4. Firewall infrastructure configuration

5. Incident detection and response plan

6. Software updating plan

7. Business recovery plan

8. Corporate privacy policy

9. Corporate compliance policy

10. Corporate data security policy

11. Corporate security manual

12. Corporate employee-data access grid

13. Security and privacy certifications

14. Grievances against the company

15. Reports on past security breaches

16. Agreements with partners involving personal data handling
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Table 3.4 Comprehensive Corporate Insurance Policy—Typical Coverage

1. Business interruption

2. Professional liability

3. Employment practices liability

4. Directors and officers liability

5. Key person life insurance

6. Workplace violence

7. Intellectual property

Cyber risk insurance is usually a comprehensive corporate policy including a
wide spectrum of coverage, including the items listed in Table 3.4.

Exercises

1. Consider an online bookstore, and view it as a system. List six possible vul-
nerabilities, and describe ways to address the created risk.

2. You have placed an order with an online shoe supplier. List the risks to which
you believe you have exposed yourself. Consider the following cases: you have
paid via (a) PayPal, (b) credit card, (c) debit card, or (d) EFT, electronic (bank)
fund transfer, often referred to as wire transfer.

3. You are responsible for the supervision of a 100-computer network using all
CISCO components. You are about to expand the network and add another
100 computers. For a reduced cost you may use CISCO clone components.
Identify any risks that you may be taking and ways to address these risks.

4. Your intranet Wi-Fi network is accessible from outside your company’s physi-
cal premises. Describe any risks involved and approaches for their elimina-
tion, if possible.

5. Visit the National Vulnerability Database, and review the last 50 documented
vulnerabilities. Comment on any patterns, trends, or other characteristics
you may have observed.

6. You are an IT manager at a bank considering the online account access
policy—user names and password. Draft a policy and justify your rules.
The basic password parameters are number of characters, life-length, and
complexity. Also, specify the measures in the event of wrong entries.

7. Conduct research on software metrics, focusing on their differences from
hardware metrics. Summarize your findings in a three-page report.

8. Conduct research on countermeasures against SQL injection attacks.
Summarize your findings in a three-page report.
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. Conduct research on full disk encryption. Include hardware supported

options. Summarize your findings in a three-page report.

Conduct research on the concept of Defense-in-Depth as it applies to data
security in a corporate environment you are familiar with. Summarize your
findings in a three-page report.

Conduct research on the concept of Proximity Alert Using RFID. Summarize
your findings in a three-page report.

Conduct research on the state of Cyber Risk Insurance. Summarize your find-
ings in a three-page report. Include cases.

Visit the website of a publicly held company and try to collect as many as
possible of the documents listed in Table 3.3.
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Chapter 4

Secure Information
Systems

Every business is a cyber business.

Introduction

For all practical purposes, every information system is being /osted by the Internet,
and its security state is, at best, that of the Internet itself. An information system
can increase its security by getting out of the Internet, but that may nil its func-
tionality. Therefore, while numerous security measures can be applied onto an indi-
vidual information system, its overall security is a function of the cybersecurity. The
physical aspect of cyberspace, the Internet, is a collection of networks that individu-
ally faithfully pass packets to each other, but collectively bear no intelligence that
can recognize an individual or a distributed threat. Consequently, “Enterprise to
Enterprise security [is] at risk without a global integrated security architecture [1].”
Endless research is taking place to develop effective cyber defense method-
ologies, but they are mostly addressed to the defense of individual information
systems. “Over the past 10 years there has been increased investment by US gov-
ernment agencies . . . [but] large scale deployment of security technology sufficient
to protect the vital infrastructure is [still] lacking [2].” However, the DETER [3]
consortium is creating a cyber physical model where cyber defense technologies can
be developed and tested. Eventually, the collective cyber traffic knowledge, now
resident in bits and pieces in individual Internet nodes, will be integrated and will
create an intelligent system that can recognize and prevent cyber attacks [4].

61
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The security of an information system requires a two-front defense strategy. One
front is the borders to the external world, and the other front is the protection of
each of the systems resources on an individual basis. The borders are basically the
Internet, through which requests come to the information system, which in turn may
respond with valuable data to a hacker or may accept a hacker’s request as its admin-
istrator’s command. Here, the ability to discern between bona fide requests and
fraudulent ones constitutes successful cybersecurity. The other front is the internal
protection of the organization’s assets—data and processes. ISO/IEC 17799:2005
“establishes guidelines and general principles for initiating, implementing, main-
taining, and improving information security management in an organization [5].”
The fundamental characteristics of a secure information system are its integrity,
its availability, and its confidentiality. These characteristics must apply to each and
every component of that system. Before developing a strategy for cybersecurity, or
for a comprehensive corporate information security plan, it is imperative that first
the assets to be protected are identified and inventoried in a secure database.

Assets Identification

Information assets in an organization are identified by name, location, owner, pro-
tector, and parameters, and their files must be managed according to a defined
corporate policy.

Name. A corporate information asset needs to have an electronic name that
defines—directly or through a code—its content and organizational belong-
ing within the enterprise. For example, in the context of an insurance com-
pany, the name of a policy file may be aur0/2008/miami/12345/johnson/001.
pdf- This way, a hierarchical classification of files can be self-explanatory and
recognizable by nontechnical personnel. Of course, using non-alphanumeric
characters or spaces should be avoided.

Location. This is the physical location of the storage medium. Corporate com-
puters need to have all storage areas explicitly identified. All hard drives in
the numerous computers of the organization bear identifications based on an
assigned pattern. The easiest way would be to simply assign a number to each
computer and to internally rename the drives including that number. For
example, if a corporate PC is numbered as 1234, its drives will be renamed
as 1234C:, or 1234D:, and so on. This naming required administrative rights
that should be reserved only for I'T security personnel. Thus, users will not be
able to change the name of the storage devices. Complications are, of course,
created when the assets reside in a cloud. A cloud is an external computing
services facility of dynamic addressing and space allocation where the physi-
cal location of the data or servers is hard to identify and where stored data and
computing resources are being identified only through logical addressing.
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Owner. The owner identification may have two parts. One part is the imper-
sonal corporate owner. That is the title of the department or person respon-
sible for the control of the particular asset. For example, the owner may be the
Department of Special Accounts or the Associate Director for Special Accounts.
The other part of the asset owner may be the physical person who has create/
read/modify/delete rights on that asset.

Protector. The protector identification will similarly have two parts. One part is
the impersonal corporate protector, that is, the title of the department or per-
son responsible for the security of the particular asset. For example, the desig-
nated protector may be the Department of IT Security or the Special Accounts
Security Coordinator. The other part of the asset protector is the physical per-
son who has the responsibility for the security of that particular asset.

Parameters. The parameters are operational and security related. The opera-
tional parameters define the nominal use, while the security parameters
define the measures that will secure confidentiality, integrity, and accessibil-
ity of the asset. Importantly, the measures must reflect the risk level and harm
level should asset security be compromised.

File Management. There are various philosophies on how to best organize files in
a given storage space. The following rules may lead to a well-organized database.

— After creating a file, decide whether it should or should not be encrypted.
Next, assign level of security. For low level, a general password may suf-
fice. For high security, a unique password may be assigned to each file.
Keeping track of the assigned passwords and their location, and possible
sharing, may be a problem.

— Create a backup through an automated backing-up mechanism. Be con-
cerned with the security of the backup device and access to it.

— Use a hierarchical directory naming scheme. Depending on the organi-
zation-specific activities, the highest naming is usually the years or the
projects. So it becomes multiproject years or multiyear projects.

— Following that may be subprojects or months of the year, depending on
the initial selection.

— Then, within the lowest level of directories, individual files can be grouped
by type in respective subdirectories.

— All files must have a life cycle—creation date, modification date, and
retirement date. At some point in time, the status of their significance
may change from active to to-be-deleted or ro-be-archived.

— Deleted files should be electronically shredded. Electronic shredding is a
process of repeated overwriting on files, the content of which is to be oblit-
erated beyond recognition. There are various approaches toward this end
[6, 7]. Appendix 4A lists the most common file shredding algorithms. On
certain occasions, electronic shredding will not meet the security policies,
and the physical media will have to be destroyed through physical shred-
ding into pieces of 5 x 5 mm or less [8, 9].
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Assets Communication

The access or transfer of digital information pauses is itself a vulnerability, exposing
information to risks. However, such risks can be minimized if appropriate pre-
cautions are implemented. These precautions include encryption, firewalls, digital
certificates, digital signatures, and login controls.

Encryption. “Encryption methods aim at ensuring the confidentiality, integrity
and nonrepudiation of information [10].” Cryptography has been in practice
for millennia; however, the use of powerful computers has made decrypt
ing not as difficult as it used to be. There are numerous known encryption
algorithms, where their major defense is excessive time to break. Appendix
4B lists the most common file encryption algorithms. Most document pro-
cessing applications do include easy-to-use and difficult-to-break encryption
options, where separate passwords can be applied for read-only and for read-
modify protections.

Encryption algorithms are classified into symmetric and asymmetric. The
symmetric encryption algorithms use the same key to encrypt and to decrypt
a file. Such practice, while protecting files in transit, makes file authentica-
tion very difficult because both sides can create an encrypted file. The asym-
metric encryption algorithms, on the other hand, have two keys, one for file
encryption and a different one for file decryption. In this case, the encrypted
file originator uses the so-called private key, and the various recipients hold
the public key. A file that is encrypted with the private key of party X can be
decrypted only with the public key of the same party X. This way, authentic-
ity as well as confidentiality are being guaranteed. Figure 4.1 illustrates the
principle of file encryption.

Firewalls. Firewalls have been the backbone of data security. Their physi-
cal form may be software, or software installed in dedicated hardware.
Firewalls serve as gatekeepers attached to the system’s communications
processor, examining the external traffic vis-a-vis predetermined secu-
rity criteria. The examined traffic is usually the incoming one, although
firewalls may also be used to examine outgoing traffic. In the case of
incoming traffic control, firewalls analyze the parameters of the incoming
packets, correlating the requested service to the packets’ origin. Depending
on the protected resources, firewalls allow traffic based on specific permit-
only or on permit-all-unless criteria. Figure 4.2 illustrates firewall options,
namely, a network firewall and a private firewall installed in the personal
computer.

Digital Certificates. A Digital Certificate, also known as a public key certifi-
cate or identity certificate, is to cyberspace what a credit card is to commerce.
In the case of the credit card, a third party—that is, the credit card issuing
company—rvouches on the worthiness of the card. Based on that, the
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merchant offers the buyer the product. Similarly, when our browser retrieves
a web page for us, the digital certificate confirms its validity by communicat-
ing with the certificate authority that has granted that website credibility.
Browsers with digital certificates can access servers that are programmed to
respond to authorized browsers only. Figure 4.3 illustrates the principle of
digital certificates.

Digital Signatures. Digital signatures accompany files that are encrypted as
well as files that are not encrypted. The digital signature of a file is generated
through the convolution of the files over a certain function, creating a unique
key. That is, the file is passed through a mathematical algorithm, usually a
binary one, and at the end, a short numerical sequence—a string—is pro-
duced. For all practical purposes, that string is unique to that file in the con-
text of that algorithm. This sequence, which may vary in length from 32 to
512 bits, serves as verifier that the accompanying file is authentic. Figure 4.4
illustrates the principle of digital signature.

Login Controls. Access to resources, in general, and access to information
assets, in particular, require tangible controls that are verifiable and auditable.
In the latter case, user names and passwords are the most common access
control means. There are many viewpoints on the selection of user names and
passwords, all aiming to balance between simplicity and effectiveness. Later
in this chapter the password parameters are discussed.

Assets Storage

Everything in a digital world is files. The files may contain text, spreadsheets,
images, videos, music, etc. Continuously, new file types are being established,
requiring special applications to open them. Their security requirements, however,

Digital Certificate Authority (CA)

CA Sends Browser Requests Website’s Requests CA Sends
Browser Website’s Credentials Credentials Website
Website Its Credentials

Credentials

Browser Requests Service

Browser ‘Website

Website Sends Credentials

Figure 4.3 The principle of digital certificates.
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remain the same. When necessary, the files’ content must be inaccessible to the
unauthorized user.

For its internal use an organization may develop its own security mechanisms,
algorithms, and codes, but to securely communicate with its partners, generally
accepted security mechanisms must be employed. The basic principle of securing
files against unauthorized access is cryptography, that is, through a certain scheme
where files become inaccessible to unauthorized users. Basically, there are two such
schemes, steganography and encryption.

In steganography, the files are made secure by being hidden from view. That s,
the files are placed in directories that, presumably, no one can think of or the files
have names, or extensions, that are misleading. Files can also hide inside other files.
For example, a text file may hide inside a sound file, or an image may hide inside
another image. Figure 4.5 illustrates the principle of steganography, where a text file
is hidden inside a much bigger image file.

There are numerous steganography algorithms. In the case of an image hosting
a short text file, the least significant bits of the pixel color definition collectively
store the short message. Of course, the image color resolution is reduced, but this
reduction is invisible. Steganography counts on security through obscurity, which is a
violation of the fundamental principle of data security which subscribes to security
only through encryption—another way of saying it, file security through reversible
obliteration of the file.

In encryption, a file is secured by being passed through a mathematical algo-
rithm that scrambles the bits and the bytes of the file to a point where only a coun-
terpart algorithm can restore the file to the original version.
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Figure 4.5 Principle of steganography. Text file hidden in an image.

Resource Access Control Facility

The Resource Access Control Facility (RACF) is software that grants and admin-
isters access control parameters. In the front office, the facility issues user names
and passwords, while in the back office, the facility records and scrutinizes each and
every access-related activity.

The facility is under the full control of the designated enterprise information
security officer and serves as the issuer of the initial user name and password which
will allow the new user to log on to the system for the first time. There is a wide vari-
ety of rules and philosophies regarding the selection of a password. Undoubtedly,
passwords create inconvenience to users who may lean toward a password that is
easy to remember and fast to enter. The complexity of a password must be directly
proportionate to the magnitude of the adverse impact a compromise may have.

In the front office, which is interacting with the user, the facility enforces the
password rules as programmed by the designated enterprise information security
officer. Table 4.1 lists password selection guidelines. Depending on the protected
resources, password guidelines may vary.

Special characters and spaces are cither encouraged or discouraged, depend-
ing on the capabilities of the password analyzer. The process for the selection
of a new password may include password strength evaluation, where a certain
password strength level must be achieved before the new password is accepted.
Password strength meters available online can be used to provide an indication
of the strength of a given password [11, 12]. For cases where the new password
selection is totally up to the user, a random mixture of numbers and letters is rec-
ommended. “Organizations should review their password policies periodically, par-
ticularly as major technology changes occur (e.g., new operating system) that may
affect password management [13].”

In the back office, which is transparent to the user, the facility, besides allowing
or denying access, keeps track of the behavior of each user name and maintains a log
with timestamps and accessed resources. Statistical analyses of the obtained records
may reveal compromise attempts. Such real-time monitoring in cooperation with
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Table 4.1 Typical Password Guidelines

Parameter Limits
Length 6-11 Characters. Alpha, numbers, other (symbols/punctuation).
Validity 3-6 Months of validity. Initial passwords single use only.

Reusability 5-10 Password periods must pass before reuse.

Lock-Out 2-3 Unsuccessful tries locks out the user name.

Content No number or dictionary word.

the enterprise intrusion detection system may raise real-time alerts. An enterprise
with a large network of extensive external communications and valuable data to
guard needs to have a Security Operation Room (SOR). In the SOR, all the activi-
ties of the corporate information system are monitored and controlled, and this is
where intrusion detection reports are directed for assessment.

Securing the Email Communications

One component of a secure enterprise is the email system of the organization, where

the security rules may include the following.

Email Server Side

Keep all administrative controls behind a firewall.

Install a rigorous administrator authentication mechanism. Preferably, employ
a one-time-password (OTP) scheme. “One Time Passwords, generated in
advance, called ‘pre-fetch.” They can be printed or sent via email, chat, SMS.
Great to have when you have limited access to GSM network, or while out
traveling [14].”

Operate the email server software out of stand-alone hardware that has no
unrelated sensitive files.

Maintain an updated malware detection software, and test all incoming and
all outgoing files for malware.

Maintain an updated list of spam email servers, and flag spam email for the
designated recipient.

Besides attachment, test email content, itself, for active code that may con-
tain malware.

Maintain a list of words that, if found inside the email text, raise a flag to the
recipient or to the administrator.

Maintain compatibility with all commonly used email clients and webmail
browsers.
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B Provide support for SSL/TLS encryption [Transport Layer Security (TLS)
protocol, Secure Sockets Layer (SSL) protocol]. These are cryptographic

protocols that provide security over Internet communications.

Email Client Side

B Email client software should not be installed in hardware—PC or worksta-
tions—that are being used as servers or contain confidential information.
B Updated versions of the operating system and of the email clients should be
used.
B Hardware used must have updated, self-updating antimalware software that
monitors files in real time.
B Email software should run in user mode, contrary to administrator mode, in
order to prevent exposure to cyberspace of administrative privileges.
B Email software should be configured to the security features according to
organizational policy. Policy must prevent
— Automatic preview of messages
- Automatic opening of messages
— Automatic loading of pictures in messages
— Automatic downloading of active content
— Automatic processing of active content
— Storage of user names and passwords
- Client from staying active after X minutes of inactivity
B Avoid read confirmation and return receipt, as they are executable and may
connect to malware.
B Email messages from suspicious or unknown sources should be deleted with-
out being opened.
B Spam email may contain active malware in the unsubscribe option.
B Dreferably, emails must be viewed as plain text. Advanced formatting, such as
HTML and RTF, may allow malware to hide themselves in scripts.
B Confidential communications should be preferably sent encrypted as attached
files rather than in the body of the email.

Information Security Management

The three cornerstones of information security are confidentiality, integrity, and
availability of data. For these properties to be sustainable, resources are needed, and
consequently, upper management support is a prerequisite.

Similarly, the three cornerstones of management are controls, processes, and
structures. Table 4.2 lists the basic issues contained within the broad concept of
Information Security Management. Figure 4.6 emphasizes the three pillars of
management.
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Controls Processes Structure

Data Security Policy Compliance Security Personnel
Policy document Legislation Recruitment criteria
Risks assessment Copyrights Ongoing training
Responsibilities Privacy Responsibilities
Resources Audits Code of conduct

Data Classification

Identification

Data Encryption

Technologies

Physical Networks

Data routing

Classification Level VPN
Inventory/storage Standards Firewalls
Creation/change Maintenance Cloud

Data Accessibility

System Integrity

Incident Management

Authentications Verification Policies
Password Upgrades Response
Automated audit Fault Documentation
Trail Tolerance Recovery
Mobile computing Patches Data backup

Controls. Under controls fall the organizational policies on data security, classi-

fication, and accessibility. Security is a costly endeavor; consequently, security
levels must be proportionate to the organizational value of the protected data
asset. In this context, data classifications take place with security in mind so
that security resources are allocated in a most appropriate and cost-effective
way. User authentications will always be the prime security concern guided
by need-to-access and technology efficiency.

Processes. Management, by definition, is the establishment of processes. In this

context, the three fundamental processes are compliance, encryption, and
integrity of data. There are numerous laws that demand compliance as to
data security and data privacy, while others require data archiving for pos-
sible future auditing. Data encryption is the infrastructure of data security.
However, effectiveness and compatibility determine encryption levels, tech-
nologies, and standards. Besides being secure, data must be correct through
the use of updated software, verifications, and fault tolerance.

Structures. Regardless of the level of automation, human presence is inevita-

ble. The security structure is headed by the organization’s Chief Information
Security Officer, whose mission is the implementation of the organizational
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Figure 4.6 The three pillars of information security management: control, pro-
cesses, and structure.

data security policy. This task calls for a team of experts with continuously
enhanced skills to defend the organizational data in an efficient and cost-
effective manner. The logical structure of the information system also needs
to have been designed with security in mind, implemented through firewalls
and VPNs. The cloud computing concept, described in the previous chapter,
poses a new challenge to information systems designers because the depen-
dence on outsourced services becomes absolute.

Over time, increased business opportunities have created a demand for infor-
mation systems of unprecedented complexity, challenging intersystem interface
demands, and stringent interoperability requirements. It has become a perpetual
and nonstop race. Technology escalates, and new business possibilities from dreams
become reality. However, their implementation is not simple, but it counts on mul-
tisystem cooperation, with consequent interdependencies that are difficult to fully
control.

In this state of flux, from both viewpoints—business and technology—
possibilities of failure abound with the main causes being

B Technology escalation with the subsequent lack of critical mass of professionals
with experience and expertise.

B Technology interoperabiliry with the numerous interface and communications
standards.

B Virtual technologies with ease in system assembly, hidden complexities, and
often unpredictable behavior.

B New trends inhibiting the maturity and return on investment of existing suc-
cessful technologies.

B Speed of change is faster than change management can keep track of.

B Malware that are always three to six months ahead of the protection software.

With the above challenges, maintaining a secure information system is a difficult
g g Y

but not impossible task requiring a holistic participation of visionaries, developers,

and users. “Survivability of the organization depends on the capabilities of the peo-

ple, actions, and technology that compose the operational process to work together

»

to achieve operational effectiveness [15]
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Exercises

1.

10.

Research the status and accomplishments of DETER, the Cyber Defense
Technology Experimental Research Laboratory Testbed (http://www.isi.edu/
deter/), and write a three-page report on its current status.

. Create a database structure to hold the transcripts of students of a certain col-

lege that has six departments with five degree programs each. Select directory,
subdirectory, and file names that facilitate file identification.

. Visit password strength websites, and determine the strength of the following

passwords:

123456 654321 qwertyui | iuytrewq

?><MNBV | VBNM<>? | 2wdcgy8 | 8ygcsw2

. It was stated in this chapter to operate the email server software our of stand-

alone hardware. Describe what adverse events may happen if this advice is not

followed.

. It is believed that fault tolerance technologies may strengthen data integrity.

Explain how, and provide an example.

. One-time-password (OTDP) technologies are being increasingly used in ATM

accessing. Identify three other applications, and describe the use and derived
benefits.

. Conduct a two-page research on cloud computing, focusing on the forensics

issues.

. Research the steganography tools, and practice hiding text files in images.

Observe possible differences between the original image and the one that is

hiding the text file.

. Develop a text encryption algorithm of your own, and demonstrate its

application.
Make a comparative study, from the security viewpoint, of five email clients,
such as Eudora, Outlook Express, Opera, and Mozilla.
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Appendix 4-A

File Shredding Algorithms

Algorithm

Method

1.

One Pass Zeros or
One Pass Random

When using One Pass Zeros or One Pass Random,
the number of passes is fixed and cannot be
changed. When the write head passes through a
sector, it writes only zeros or a series of random
characters.

User defined

You indicate the number of times the write head
passes over each sector and pattern to be written.

US DoD 5220.22-M

The write head passes over each sector three times.
The first time with zeros (0x00), the second time
with 0xFF, and the third time with random
characters. There is one final pass to verify random
characters by reading.

US DoD 5220.22-M
(ECE)

The write head passes over each sector seven times.
The first time with zeros (0x00), the second time
with OxFF, the third time with random characters,
the fourth time with 0x96, and then first three
passes repeated again. There is one final pass to
verify random characters by reading.

German VSITR

The write head passes over each sector seven times,
each pass writing the following characters: 0x00,
0xFF, 0x00, OxFF, 0x00, OxFF, OXAA.

Russian GOST
p50739-95

The write head passes over each sector two times.
The first pass is zeros (0x00), and the second pass is
random characters.

Canadian OPS-II

The write head passes over each sector seven times,
each pass writing the following characters: 0x00,
0xFF, 0x00, 0xFF, 0x00, OxFF, random.

HMG IS5 Baseline

The write head passes over each sector once,
writing zeros (0x00).

HMG IS5 Enhanced

The write head passes over each sector three times,
writing zeros (0x00), then 0xFF, and finally random
characters.

10.

US Army AR380-19

The write head passes over each sector three times,
first pass writing random characters, then zeros
(0x00), and finally OxFF.
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Appendix 4-A (CONTINUED) File Shredding Algorithms

Algorithm

Method

11.

US Air Force 5020

The write head passes over each sector three times,
first writing OXFF, then zeros (0x00), and finally
random characters.

12.

Navso P-5329-26 RL

The write head passes over each sector three times,
first writing 0x01, then 0x27FFFFFF, and finally
random characters.

13.

Navso P-5329-26
MFM

The write head passes over each sector three times,
first writing 0x01, then Ox7FFFFFFF, and finally
random characters.

14. NCSC-TG-025 The write head passes over each sector three times,
first writing zeros 0x00, then OxFF, and finally
random characters.

15. Bruce Schneier The write head passes over each sector seven times,

each pass writing the following characters: OxFF,
zeros (0x00), and then five passes with random
character.

16.

Gutmann

The write head passes over each sector 35 times.
For details about this, the most secure data clearing
standard, you can read the original article at the
link.
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Appendix 4-B  File Encryption Algorithms

Algorithm

Method

RSA

In 1977, shortly after the idea of a public key system
was proposed, three mathematicians, Ron Rivest, Adi
Shamir, and Len Adleman, gave a concrete example of
how such a method could be implemented. To honor
them, the method was referred to as the RSA Scheme.
The system uses a private and a public key. To start, two
large prime numbers are selected and then multiplied
together; n=p x q.

DES/3DES

The Data Encryption Standard (DES) was developed
and endorsed by the US government in 1977 as an
official standard and forms the basis not only for the
Automatic Teller Machines (ATM) PIN authentication,
but a variant is also utilized in UNIX password
encryption. DES is a block cipher with a 64-bit block
size that uses 56-bit keys. Due to recent advances in
computer technology, some experts no longer
consider DES secure against all attacks; since then
Triple-DES (3DES) has emerged as a stronger method.
Using standard DES encryption, Triple-DES encrypts
data three times and uses a different key for at least
one of the three passes, giving it a cumulative key size
of 112-168 bits.

BLOWFISH

Blowfish is a symmetric block cipher, just like DES or
IDEA. It takes a variable-length key, from 32 to 448 bits,
making it ideal for both domestic and exportable use.
Bruce Schneier designed Blowfish in 1993 as a fast, free
alternative to the then existing encryption algorithms.
Since then, Blowfish has been analyzed considerably
and is gaining acceptance as a strong encryption
algorithm.

IDEA

International Data Encryption Algorithm (IDEA) is an
algorithm that was developed by Dr. X. Lai and Prof.

J. Massey in Switzerland in the early 1990s to replace
the DES standard. It uses the same key for encryption
and decryption, like DES operating on 8 bytes at a time.
Unlike DES though, it uses a 128-bit key. This key length
makes it impossible to break by simply trying every
key, and no other means of attack is known. It is a fast
algorithm and has also been implemented in hardware
chipsets, making it even faster.
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Appendix 4-B (CONTINUED) File Encryption Algorithms

Algorithm

Method

SEAL

Rogaway and Coppersmith designed the Software-
optimized Encryption Algorithm (SEAL) in 1993. It is a
Stream Cipher, i.e., data to be encrypted is continuously
encrypted. Stream Ciphers are much faster than block
ciphers (Blowfish, IDEA, DES), but have a longer
initialization phase, during which a large set of tables is
done using the Secure Hash Algorithm. SEAL uses a
160-bit key for encryption and is considered very safe.

RC4

RC4 is a cipher invented by Ron Rivest, coinventor of
the RSA Scheme. It is used in a number of commercial
systems like Lotus Notes and Netscape. It is a cipher
with a key size of up to 2048 bits (256 bytes), which on
the brief examination given it over the past year or so
seems to be a relatively fast and strong cipher. It
creates a stream of random bytes and “XORing” those
bytes with the text. It is useful in situations in which a
new key can be chosen for each message.

Source: http://www.mycrypto.net/encryption/crypto_algorithms.html
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Chapter 5

Cybersecurity
and the CIO

Cybersecurity is an integral part of any security concept, be it corporate
or national.

Introduction

Opver time, the position of the most critical person in an enterprise changes. Today, that
most critical person is the Chief Information Officer (CIO). At the same level, above
or below, or the same person is the Chief Technology Officer (CTO) and the Chief
Information Security Officer (CISO) of the enterprise. For all practical purposes, we
will consider the CIO as being an all three-in-one. Being all three, the CIO is expected
to be the organization’s visionary, advising on how to leverage technology to achieve
the organization’s aims. The CIO is responsible for every aspect of information within
the enterprise. The CIO’s role within the organization can be described as follows [1]:

Member of the senior administrative/management/planning team
Manager of the technology and other information resources
Responsible for IT planning

Responsible for the development of new systems

Responsible for policy development and implementation

The position of the CIO demands a certain spectrum in the personality, education,
and experience of the person.
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Cyberspace is a maze of infinite vulnerabilities, the existence of which is typi-
cally discovered by attackers at a cost, at least to the first victim. The role of the
CIO is to be aware of all protection mechanisms and have the ability to devise
more where needed. This can be hoped for if CIOs enter their tenure with extensive
applicable experience and expertise and with the understanding that the position of
the CIO is the most life-long learning job.

CIO: Personality

Let us meet the CIO and see what qualifications and career path have brought
that person to this position. Figure 5.1 shows the personal and professional
qualifications a CIO needs to have to successfully address the demands of the
position.

Trust and Ethics

One of the most highly trusted positions in an enterprise today is that of the CIO.
The CIO is the bodyguard of the organization’s information. The CIO must be self-
confident and radiate trust and success. Trust is a personal characteristic, often sub-
consciously sensed, that makes a person welcome in any environment. Respect for
self, others, the organization, and society is a cornerstone to trust. Self-confidence
and radiation of success are acquired only through a sequence of prior successes,
small and possibly big.

There is absolutely no substitute for consistently ethical behavior. There will be
continuous pressures or rewarding opportunities to be unethical. Yet the CIO must
stand above such temptations, take no risks, and in addition restrain the greed of
others who suggest shortcuts to the straight line of ethics.

Ethics

Leadership Intelligence

Entrepreneurship Certifications

Communications

Courage Experience

Figure 5.1 CIlO personal and professional qualifications.
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Communication and Intelligence

The CIO must be the organization’s grear communicator. This is the person who will
have to persuade others for the acquisition of resources, where the word resources leaves
nothing outside. The CIO may need capital for a new technology or may need the
loyalty and trust of colleagues in all directions of the hierarchy. Persuasion is needed
for upward communications, and motivation and inspiration downward communica-
tions. In a modern organization, nothing is accomplished through iron fiszs. The CIO
has to capture the mind and hearts of all within the enterprise, always remembering
that “techie” language can be boring for the nontechies. Outside of the organization,
the CIO joins relevant associations, attends fora, participates in conferences, and deliv-
ers seminars, thus acquiring visibility and most important polishing skills.

We cannot leave nature out of the CIO picture. Natural intelligence is the algorithm
that converts observations to knowledge and knowledge to wisdom. Wisdom coupled
with experience usually results in sound judgment. As the saying goes: smart people
learn from their own mistakes, while wise people learn from the mistakes of others.

Leadership and Entrepreneurship

Some claim that a leader is born; others believe that a leader can be made. The CIO
as a leader must be a level above the followers. This superiority, in the wholesome
sense of the word, must be in personal qualities as well as in technical skills. The
CIO as a leader, walking through the hallways of the enterprise, as the expression
goes, must be viewed as a guide-by-the-side and not as a sage-on-the-stage.

For the CIO to be received in that manner, that person must be very humble
and very knowledgeable and experienced. Everyone in an organization wants to
see a friend in the person of the CIO. This is because the CIO is the great gate-
keeper, granted with authority that hopefully matches the responsibility that has
been placed on that person’s shoulders. The CIO and the executives of the enter-
prise must realize the CIO is a strategic position that provides direction, and
the CIO should not become entangled in low-level technical problems. However,
the CIO must have the experience to provide direction for the solution of the
problem:s.

The CIO is always looking for opportunities to enhance the organization’s busi-
ness posture, willing to take noncatastrophic risks. The CIO must be a visionary
“who can challenge conventional wisdom [2],” with a supervisory style that is well
balanced between granting autonomy and applying controls.

Courage and Limitations

ClIOs with the above qualifications must be able to foresee the viability of a proposed
idea and must have the necessary courage—derived from job security and upper
management support—to be able to freely and objectively express their opinions.



82 m Cyberspace and Cybersecurity

Equally, the CIO should be able to drop a project that appears to be heading in the
wrong direction. With unpredictable technology advances, good ideas may not be
as good because new solutions make themselves available continuously. The CIOs,
besides recognizing technological limitations, above all should recognize their own
limitation, be it human or technical.

Becoming a successful CIO is like going up the stairs, it has to be done one step
at a time. Once there, it is not a playground. Being a CIO is a mission and not a
pleasant occupation. The CIO is an integral and most critical part of the enterprise.
The CIO must have a love affair with technology. Millions of engineers, worldwide,
are producing new technologies or new malware, and the CIO can never say, “I do
not know.” The CIO can only say, “At the moment I don’t know, but in 48 hours I
will have an educated opinion about it.”

CIO: Education

University Degrees

The CIO must hold college degrees that indicate an information systems educa-
tion. The degree(s) must bear the word computer or information, while the respec-
tive curriculum must include courses that started with the binary numbers and
logic gates and ended with capstone courses that have delved with networks. The
CIO is expected to have a technical graduate degree. Many universities now offer
MBA degrees in information systems that best prepare CIO position candidates.
Table 5.1 lists typical courses that are included in such degree programs.

Certifications

Besides the expected college education, the CIO must have certifications that show
technological currency. Depending on the career path the CIO has followed within
the information systems profession, current related certifications are expected to be
held for such a position.

Table 5.2 presents a partial list of certifications in information systems offered
by industry-leading organizations. While university degrees imply broad knowl-
edge on a subject, certification confirms expertise in a particular technology sector.

CIO: Experience

The CIO must have reached the position #hrough the ranks. Education alone will
not do it. That is, the person must have served in the IT sector in a meaningful
capacity for a number of years. Possibly, the person started as a design engineer or as
a programmer, then became an analyst, a few years later a first level supervisor, and
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Table 5.1 Typical Courses in MBA in Information Systems [3]

Managerial and Business Technical
Information Technology Project Systems Integration
Management

Business Process Innovation Database Management Systems
Supply Chain Management Enterprise Architecture
Security and Privacy of Information Knowledge Management
Management of Information Services Software Engineering
Information Systems Strategy Systems Development

Global Systems Sourcing Mobile Applications Development
International Information Technology Wireless Networks

Issues

Software Requirements Management Human Computer Interfaces
Software Quality Management Business Computer Forensics
Business Telecommunications and Incident Response Systems
Networks

Information Systems Legal Framework Cybersecurity

so on. Parallel to that, the CIO-to-be was enhancing the background with related
courses, seminars, and hopefully acquired a few certificates on the way.

With about ten to fifteen years of experience, and feeling confident about the
already acquired qualifications in I'T, the CIO-to-be ventures into the market #rying
the waters. The rest of it is a matter of matching the acquired soft and hard skills to
the presented opportunities.

On average, about twelve years from college may get one to the CIO posi-
tion, depending on the size of the organization and if the experience and educa-
tion cards are played right. While career planning, the CIO-to-be must remember
that “recruiters are looking for—proven success stories—not people who have the
potential to succeed [4].”

CIO: Responsibilities

With time, IT evolved as an integral and indispensable participant in any orga-
nization, and the need for a central figure, the CIO, became apparent. In 1996,
it reached the point where, in the United States, a federal law [5] was passed that
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Table 5.2 Information Systems Certificates

Organization Certificate

(ISC)? Information Systems Security Architecture Professional, ISSAP
Information Systems Security Engineering Professional, ISSEP
Information Systems Security Management Professional, ISSMP
Certified Information Systems Security Professional, CISSP
Certified Secure Software Lifecycle Professional, CSSLP
Certified Authorization Professional, CAP

Systems Security Certified Practitioner, SSCP

International Information Systems Security Certification
Consortium

http://www.isc2.org/default.aspx

CISCO Cisco Certified Entry Networking Technician-Security, CCENT
Network Cisco Certified Network Associate-Security, CCNA
Security Cisco Certified Security Professional, CCSP

Cisco Certified Network Professional-Security, CCNP
Cisco Certified Internetwork Expert-Security, CCIE
CISCO, IT Certification and Career Paths

http://www.cisco.com/web/learning/le3/learning_career_
certifications_and_learning_paths_home.html

ISACA Certified Information Security, CISM

Certified in the Governance of Enterprise IT Manager, CGEIT
Certified in Risk and Information Systems Control, CRISC
Certified Information Systems Auditor, CISA

Information Systems Audit and Control Association, ISACA

http://www.isaca.org

UMUC Chief Information Officer

Certificates Homeland Security and Information Assurance
Homeland Security Management

Information Assurance

University of Maryland University College

http://www.umuc.edu/programs/grad/certificates/

NYU Information Systems Security Certificate
Certificate New York University

http://www.scps.nyu.edu/areas-of-study/information-technology/
professional-certificates/information-systems-security.html
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Table 5.2 (CONTINUED) Information Systems Certificates

Organization Certificate

GIAC Certified Incident Handler, GCIH

Certified Intrusion Analyst, GCIA

Penetration Tester, GPEN

Certified Firewall Analyst, GCFW

Certified Windows Security Administrator, GCWN
Web Application Penetration Tester, GWAPT
Assessing and Auditing Wireless, GAWN
Certified UNIX Security Administrator, GCUX
Information Security Fundamentals, GISF
Certified Enterprise Defender, GCED

Certified Forensic Analyst, GCFA

Reverse Engineering Malware, GREM

Certified Forensic Examiner, GCFE

Management Security Leadership, GSLC
Information Security Professional, GISP

GIAC, Global Information Assurance Certification

http://www.giac.org/

even included the responsibilities of the CIO within the various departments of the
government. The CIO responsibilities are partially listed in Table 5.3 and high-
lighted in Figure 5.2. It is difficult to prioritize them, so they are listed in alphabeti-
cal order.

It is apparent that the CIO’s responsibilities cover the entire spectrum of the
information systems within the organization. In effect, the CIO is the organiza-
tion’s Minister of Defense.

Orther responsibilities not explicitly stated in the above act include the following.

Data Backup and Archiving

The CIO has to design the implementation of plans made by the organization’s Data
Administrator for the real-time backing-up of the operational data. With the intro-
duction of the cloud as a possible backup destination, additional security concerns
need to be addressed because of the ambiguity as to the exact physical location of data.

Culture of Security

The CIOs in their capacity as the organization’s Chief Information Security Officers
bear the responsibility of creating a corporate culture of security that will serve as
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Table 5.3 ClO Responsibilities (Clinger—-Cohen Act of 1996) [5]

Acquisitions Performance and results-based management
Architecture Policy

Business continuity Process improvement

Capital planning and Program management

investment

Customer relations Risk management

Innovations Security

Leadership management Strategic planning

Operations Technology assessment

Operations

Security
‘

Figure 5.2 CIlO professional responsibilities.

a subconscious guide in everyone’s actions. The basic elements of a culture of security
are, on one hand, the awareness as to the existence of threats and of their potential
harm to the organization and, on the other, the adherence to the security rules.
Creating a culture 0f security is not easy, because it creates inconvenience to
many. However, through training programs it will be understood that security
measures are a very small price to pay for not having security incidents of possibly
catastrophic consequences. While the CIO’s actual security staff may be small in
size, the virtual staff should include each and every member of the organization.

Cyber Training

Considering that technology is endlessly evolving, training of the organization’s I'T
staff will have to be on a continuous basis. The CIO will need to have a career path
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for each and every member of the IT department, and training will contribute in
the realization of a /ive career path. Training may be in-house, external, face-to-
face, or online. Certifications must be an integral part of the organization’s training
philosophy, as well as training by vendors wherever applicable.

Contingency Plans

The CIO, in cooperation with organization’s department heads, designs contin-
gency plans for as many adverse eventualities as practically possible.

The CIO has come through the ranks of the organization’s operations track and
may mistakenly believe that the position is still of the operational level. This is very
wrong, and unfortunately many CIOs get lost in technical details. The CIO posi-
tion is a strategic-level position, and the CIO must be free of the CIO’s operations
hat. To accomplish that CIOs must “clone” themselves [6]. That is, similar to the
ships where the firs officer is running the ship and not the captain, the CIO needs
to have a first officer who will handle all the operational I'T aspects of the organiza-
tion. This way, the CIO will be able to concentrate on the strategic role—keeping
track of technological advancements, securing resources for the organizational IT
needs, and making certain that the morale and trust in the I'T cadre are high.

Liability
It is not uncommon for CIOs to carry liability insurance, especially if they are

working as independent consultants. There are numerous companies that offer such
coverage, often extending to coverages of $5M [7].

CIO: Information Security

There are numerous components to information security. Table 5.4 itemizes the
most important ones, classifying them as internal and external.

Internal Information Security Components
Access Control—Electronic

Here, we have three questions: Who? What? How? Sometimes one more question
is added: When? Today’s database systems allow access control down to the cell of
a spreadsheet. Programming security to that level might be tedious, but these are
options technology offers and should be weighed relative to the importance of the
protected data. Data access can also be time-locked. Data can be accessible during
working hours or after being specifically enabled.

With biometrics still not mainstream access controls, the user name and pass-
words remain the prevalent access control mechanisms. The password vulnerability
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Table 5.4 Components in Information Security

Internal External
Access control-electronic Access control
Access control-physical Compliance

Cyber awareness and training Legal framework
Business continuity Telecommunications
Operations security Cryptography
Networks security Firewalls

Security policy Malware

Internet use policy Digital signatures
Intrusion detection systems Digital certificates

can be eliminated with the use of rwo-factor authentication. This is a technology
where, once the user name is entered, the server sends the user a one-time password
(OTP) via a relatively secure medium, such as an email or an SMS to the user’s
mobile phone.

The second factor in authentication can be one of several options in addition
to the above mentioned. It may be a biometric parameter—fingerprint or voice
sample—or may be a device—wireless or USB—that via the login computer sends
the server a recognizable and identifiable code [8].

Access Control—Physical

In an enterprise, it is often the case where access is granted for specific areas of the
facilities. In such cases, combination locks or card swiping devices allow authorized
access. In the former case, the drawback is possible loss or compromise of the entry
code, while in the latter, the drawback is possible loss of the card itself. A practical
solution to physical access can be mobile phone-controlled locks where only autho-
rized phone numbers can unlock and provide access. Such technologies also record
a timestamp of the interaction and save all unauthorized entry attempts [9].

Cyber Policies

One of the CIO’s major responsibilities is to draft the organization’s Information
Security Policy. This policy itemizes the rules based on which information travels
within the organization and from the organization to other outside ones.
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Cyber Awareness and Training

Cyber awareness is “protecting your personal information . . . and . . . keeping your
computer safe and secure [10].” The CIO promotes cybersecurity awareness through
in-house communications, such as occasional email-newsletters and seminars,

emphasizing that cybersecurity is a collective intra-organizational task and mission.
Cyber Awareness can be quantified with the following list of advices:

Always have a reliable and self-updating antivirus software installed.

Always use the latest versions of needed software, including the installed
operating system.

Install the patches as soon as they are made available.

In a Wi-Fi environment, disable the SSID broadcast, and apply the WAP/
WEP encryption. Where possible, program the access point to the MAC of
the allowed computers (for more see Chapter 4).

In social networking, understand all the security and privacy measures, and
apply them to your maximum protection. Do not post sensitive information
and noncomplimentary photos.

When sending sensitive information, encrypt it and send the recipient the
passcode via a mutually agreed medium, such as an SMS, an email, or over
the phone.

Review the cookies options of your browser, and select the one that you feel
comfortable based on your surfing needs. Even better, program your browser
to prompt you before accepting cookies.

Program your browser to automatically turn off after X minutes of inactivity
and to delete temporary Internet files and possibly the history and the cookies,
if appropriate.

Training

Cyber awareness training courses can be found at no cost [11] and may include the
following parts [12]:

Intro to Cyber Safety, covering security settings in the personal computer and
mobile phone, browser protection settings, document encryption, and pass-
word selection.

Malware Attacks, covering viruses and the way they infect computers and
mobile devices, and protection through appropriate settings and with the use
of antivirus software.

High-End Atracks, covering distributed denial of service attacks and protec-
tive countermeasures.

Cybercrime, covering the various schemes of crime in cyberspace and ways to
possibly recognize such schemes.
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Netiquette, covering the socially and professionally accepted etiquette in
interacting over the Internet. This will include chatting, social networking
postings, and emails.

Business Continuity

The CIO is responsible for having in place a Business Continuity Plan that has the
% ginp y

knowledge and approval of the organization’s senior management. The plan is for the

“prevention, mitigation, preparation, response, and recovery [of the organization’s

>

normal activities] from emergencies [13].” Detailed information security standards
are specified in various published standards [14, 15].

To successfully address an emergency that will create discontinuity in the nor-
mal operations of the organization, the CIO will need to have performed, as a
minimum, the following two tasks:

1.

Business Discontinuity Cause-Impact Analysis. This is a study that
assesses the consequences of a possible adverse situation that will force the
organization to interrupt the delivery of expected products or services. In the
context of information systems, the adverse situations may be related to intra-
organizational operations or to interorganizational cooperation. Such as,

a. Front Office. Website server shut down, where the causes may be under-
capacity to handle legitimate tasks, denial-of-service attack, malware
actack, natural disaster, or personnel problem.

b. Back Office. Database storage or computation crash, where, similarly,
the causes may be undercapacity, malware, non-malware bug, malware
attack, natural disaster, or personnel problem.

c. Failure in Dependency. The organization adds value to a certain
product or service, and the supplier has failed. For example, an online
education delivery organization is using a leased platform that experi-
ences operational problems.

d. Failure in Compliance. Organization’s operations are suspended until
compliance is achieved. Losses of certain data may require notification of
the government regulators before resumption of operations.

The CIO performs an analysis addressing the above possible business discon-
tinuity causes, and many more, and develops a Business Recovery Plan.
Business Recovery Plan. This is a plan that has been designed by the office
of the CIO, has been adopted by the organization’s senior management, and
is ready to be implemented should an emergency arise. The plan identifies,
by name or by position title, the person who will lead the business recovery
process, the responsibilities and the authorities of that person, as well as the
line of command to be followed until the organization exits from the state of
emergency.
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CIO: The Changing Role

As technology becomes more of a critical cornerstone of any organization, the role
of the CIO changes “From Technology Steward to Business Leader . . . In this
new world of technology-enabled transformation, . . . CIOs play an increasingly
important role [16].” The mission of the CIO is no longer to oversee the day-to-day
operations of the data processing department, but it is to help the organization’s
leaders use information and technology to increase the worth of the produced and
delivered service to the stakeholders.

The real metric of organizational success is the benefit offered to the stakehold-
ers relative to the available resources. Today, practically every organization leverages
on information to maximize that benefit. The aim is to make the offered products
or services more productive to the user, more responsive to the market needs, and
above all more accessible to the targeted markets.

The CIO is a revolutionary with a transformation vision who wants the orga-
nization to use technological advances to reach new heights in accomplishments.
They may be measurable in efficiency, delivered service, or profits. In this quest, the
CIO will find technology as the faithful ally and the organizational culture and
bureaucracy as the constant adversary.

To best serve their organizations, CIOs must be granted the necessary resources,
visibility, and participation so that they are exposed to organizational problems and
concerns in order to provide technology-based recommendations.

Exercises

1. Conduct research in CIO job openings and create a list of qualifications for
which prospective employers are looking,.

2. Conduct research in CIO certificates and create a list of the claimed qualifi-
cations to be acquired.

3. Conduct research in CIO liability insurance coverage.

4. Review and research the Clinger—Cohen Act and prepare a six-slide elec-
tronic presentation highlighting the objectives of the act.

5. Review and research the Federal Information Security Management Act
(FISMA) and prepare a six-slide electronic presentation highlighting the
objectives of the act.

6. Develop a Business Disaster Recovery Plan for a video rental store.

7. Conduct research in graduate degree programs, the title of which includes the
word cybersecurity. In a two-page report, excluding any tables, discuss their
respective curricula and express your thoughts as to their adequacy.

8. Consider an online bookstore. Describe the front office and the back office
activities, and highlight possible vulnerabilities.
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9. Survey the various CIO job descriptions. Develop a composite of your own
with twenty needed qualifications.
10. Review and research the Sarbanes—Oxley Act. Prepare a six-slide electronic
presentation highlighting the CIO’s compliance obligations.
11. Survey the IT Training opportunities and identify four programs that may
benefit an already practicing CIO. Elaborate on the provided competitive
advantages.



Chapter 6

Building a Secure
Organization

Though the cyberspace creates new possibilities, respect for personal
rights should never be compromised.
Emilienne Sybile Bayiha

Introduction

Today, more than at any other time, two critical facts can be observed with fear.
One is that organizations are absolutely based on data; the other is that data are
very insecure, regardless if they are in transit or in storage. Considering these two
facts, we need to break down the concept of secure organization into subcomponents
that can collectively provide the necessary infastructure for confidentiality, integrity,
and availabiliry, which is necessary for successful intra- and inter-organizational
operations.

A secure organization starts with an information security policy documented
in the organization’s security manual that each and every member needs to be
familiar with. There is no single component that can guarantee information sys-
tem security in an organization, but a list of components that collectively can
provide an acceptable level of security. Such components have been recognized
in a wide variety of documents and pieces of literature. International standard
ISO17799 explicitly identifies and addresses these components. They are listed
in Table 6.1.

93
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Table 6.1 1SO17799 Security-Related Components [1]

1. Business Continuity Planning

2. System Access Control

3. System Development and Maintenance

4. Physical and Environmental Security

5. Compliance

6. Personnel Security

7. Security Organization

8. Computer and Network Management

9. Asset Classification and Control

10. Security Policy

Business Continuity Planning

The prime objective in any enterprise is to provide uninterrupted access to its ser-
vices or products to all who are authorized to receive them. However, “no organiza-
tion is immune to business continuity interruptions” [2]. The Business Continuity
Planning (BCP) is a printed and otherwise distributed document that describes in
an explicit manner the steps to be taken that are necessary to bring the business
back in full operation after an interruption or a slowdown. The BCP may be struc-
tured into two separate plans, namely, the Business Recovery Plan (BRP) and the
Disaster Recovery Plan (DRP), where the former covers minor disruptions and the
latter addresses major emergencies. Some of the origins of the events that may have
caused the protection plan to fail are shown in Figure 6.1 and may be the following:

B Natural acts—earthquake, flood, and the like—that have directly or indi-
rectly resulted in the disruption of normal operations

B Negligence on the part of a member of the organization

B Failure due to a security process that did not account for a certain event or
combination of events

® Civil disturbance, or national emergency

B Indefensible physical or cyber attack onto the information system

A natural act may hit the enterprise directly or may hitanother organization that provides
the enterprise a critical resource. For example, such an act may result in loss of one or
more utilities—power, telephone, water, Internet, gas, transportation, labor, etc. [3-6].

It is very common, due to lack of training or diligence, for persons entrusted
with the custody of confidential data to lose or damage data in the process of their
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Indefensible Attack

Physical

Security Internal

Business

Process Failure Discontinuity

Negligence

External

Acts of Nature

Figure 6.1 Probable causes leading to business discontinuity.

Intranet

Intranet '
Back-Up

Internet

Internet
Back-Up

Figure 6.2 Automated files backup: USB, intranet, and Internet.

duties. This happens repeatedly, but could be mitigated through automated data
backing up and through policies where critical data deletion requires the approval
of at least two persons. Figure 6.2. illustrates options of automated files backup,
namely, USB, intranet, and Internet.

Information system security, and security in general, always leaves something
unaccounted for. As technology advances, so does mal-technology. With patches
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following the introduction of malware by several months, security planning needs
to be updated on a continuous basis [7]. There are certain attacks the enterprise may
have decided not to be protected against because the cost is prohibitive. Denial-of-
service attacks fall in this category.

The BCP must address the fallback position for each and every known potential
cause of possible operations disruption. The development of the BCP is the result of
a methodology comprising the following steps:

B Business Impact Analysis

B Business Recovery Strategy

B Drafting of the BCP

B Testing of the BCP

B Training in the BPC Implementation
B BCP Performance Indicators

Business Impact Analysis (BIA)

In this initial phase all the processes of the enterprise are reviewed and classified
based on the level of importance in the mission of the enterprise. The analysis reveals
existing vulnerabilities identifying cause-and-effect relationships. The potential
risks are listed in the BIA report, which serves as a basis for the drafting of the BCP.

The BIA will conclude with a 3D (X,Y,Z) chart illustrating the affected services
(X), the vulnerabilities (Y), and the level of the potential losses as the third dimen-
sion (Z). Such a chart clearly indicates the priorities an enterprise should have based
on the itemized potential losses.

Based on the BIA, and before proceeding with the drafting of steps to be taken
after an emergency happens, security improvements must be considered that will
reduce the identified vulnerabilities and enhance the security posture of the infor-
mation system. After this study is completed, the information security team may
proceed with the next step of the BCP, which is the Business Recovery Strategy.

Business Recovery Strategy (BRS)

The strategy starts with the identification of the focal point, which is the team that
will implement the steps necessary to restore the disrupted operations. Within the
organization, all will need to know that this team with an identified team leader
will grab the bull by the horns when business continuity is challenged. With com-
munications being the most important resource, especially in extraordinary cir-
cumstances, the team will have to establish a communications tree through which
information will be able to travel upward, downward, and to the sides in a reliable
and efficient way.

The team, in cooperation with the responsible unit managers, will identify and
prioritize the organizational assets that need to be protected and available at all
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times. For each such asset the required resources will be determined and their avail-
ability secured. Availability of a resource, be it data or processes, can be secured
through protection or through replication. The team, having established the assets
to resources dependency, may now proceed to the actual drafting of the Business
Recovery Planning Manual.

Drafting of the BCP

With the critically needed resources known, the plan is being devised to restore
them should they, for some reason, become inaccessible. If it is data, replicated
databases should be standing by in a different physical or virtual location—server,
facility, or in the cloud—{from where data can be equally accessible.

Of course, replication means that the data will be backed up at frequent intervals.
The CIO along with the data owner must determine the replication relationship to
the nominal storage of the data. The replication may be at predefined intervals or
may be on a real-time basis. Also, there might be more than one replication site.

Similarly, the availability of processes will have to be secured through multiple
servers which can automatically switch on, replacing the incapacitated ones. This
means that, in the case of an extended denial-of-service attack, service will be pro-
vided out of different IP addresses with the Domain Name System (DNS) being
updated instantly. The DNS converts domain name addresses to IP addresses.

Testing of the BCP

Once the plan is drafted, reviewed, and approved, it has to be tested through a
series of emulated emergencies, with the test results feeding back and improving the
plan. Before going into sophisticated business continuity failure possibilities, tests
for the basic vulnerabilities must be performed, starting with the utilities. What if
water service to the operations building is interrupted, or power is lost, or telephone
service is lost, or Internet access is not possible, or public transportation stops for
whatever reason?

Clients around the world, when going to the Web to access the organization’s
services, take it for granted that they will be there. Our lives have become so inter-
dependent that, if one service fails, a domino effect of adverse situations will be
created. When we drive and see the traffic light to be green, we step on the gas and
expect a clear road ahead of us. What if a crossing motorist fails to stop at the red?
Certainly, many lives will be disrupted by such a failure.

Therefore, there must be specific step-by-step instructions in that Business
Continuity Plan accounting for a long list of possible adverse events that need to be
overcome so that business continuity be maintained. Most importantly, each and
every recovery solution has to be tested and its validity confirmed. Such testing has
to be on a regular basis, where the word regular has to be quantified in time units

by the Chief Information Security Officer (CISO).
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Training in BCP Implementation

Itis a fact thatlearning how to swim cannot be accomplished by reading books alone.
Should a swimming book scholar jump into deep waters upon completion of the
studies, it will be the first and last jump. Similatly, if there is no training, the recovery
will have the success of the swimming scholar. Consequently, proper organizational
behavior in an emergency state can be expected only if there is repeated training that
continuously takes into account the discovery of new threats and vulnerabilities.

BCP Performance Indicators

The BRP, which covers interruptions as well as disasters, needs to be continuously
assessed through selected indicators that satisfactorily imply that in case of a real
disaster the plan will be effective. The four most representative indicators are

B [ndicator one: reporting to management

B Indicator two: involvement of engineering

B Indicator three: testing of the plan

B Indicator four: enhancements to the plan

Through periodic reporting to management, the state of preparedness will be
emphasized, and appropriate resources will be sought. Senior management needs
to be fully aware that risks exist which may result in business interruptions or busi-
ness disaster. In these reports the BCP committee will be listing the risks as they
evolve over time, the potential losses to the organization, the cost to recovery, and
the postrecovery impact on the organization.

Because every business is basically a technology-based business, the involve-
ment of engineering key technical personnel is imperative in the BCP committee,
presenting their continuously adjusted recovery strategies, strategies that are func-
tions of risks and technologies as they both evolve.

Testing of the plan can provide a needed assurance that no business disconti-
nuity will have a catastrophic impact. Through dry runs the resiliency of the plan—
the ability to recover—will be determined, and the effectiveness of the backup
services will be confirmed. Key to any plan is the participation of vendors—with
support contracts in place—as well as major customers.

Considering the fast rate of technological evolution, especially in information
systems, enhancements to the plan are expected, and those responsible need to
be in tune with technological advances on one hand and risks on the other hand.

System Access Control

In systems access control, the basic aim is to prevent unauthorized access, making
controlled resources available only to authorized users. Additional aims include
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the detection of attempts by unauthorized users and safeguarding access against
mistaken bona fide entries. The system access control process is made of three com-
ponents: the credential, the reader, and the processor. Security measures need to be
taken in each stage so that a secure system be maintained.

'The credential is usually a user name and a password, where passwords can be
delivered just-in-time and for one use only. The one-time-password (OTP) technol-
ogy has now become an affordable solution for most applications.

The reader, which may be implemented in hardware or in software, must always
maintain records of users to be granted or denied access with the timestamps stored
in a database. The content of the database is reviewed by appropriate software in
search of irregularities. If the reader is software, the keystroke biometric features
of the user may be recorded and passed to the processor as an added authentication
parameter.

The processor is the most critical component is the access control process.
Artificial intelligence may be used to create a user profile in terms of several param-
eters, such as time of day, entry place, if several, and possibly biometrics [8].

Progressively, the mobile phone is also becoming an integral part of the
access control process, as it is becoming relatively inseparable from its user.
Physical access technologies extensively use mobile telephony for access requests,
where the access control process has a resident processor that is identified by a
telephone number and a database of the mobile phone numbers of authorized
users to whom access is granted upon calling. The access-granting software
records the time/date stamp of the request, thus keeping precise records of the
access activity—request, granting, or denial. The use of mobile phones in the
access control process goes beyond the impersonal authorization request and
into authentication request, where the request is attached to an actual person.
Figure 6.3. illustrates the use of a mobile phone for access control. The medium
of communication may be the mobile telephony [9], the Bluetooth technology,
or an infrared link.

Figure 6.3 Mobile phone-controlled laptop.
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In access control the principle of least privilege should be applied. This means
that a user is extended the minimum access rights, just enough to fulfill the
assigned responsibilities.

With time, infrastructure security has become reliable to the point of taking
second place to application security. Recent statistics indicate that three out of
four security breaches are through applications. Application entries are typically
safeguarded by user names, passwords, and possibly questions to secret knowledge.
Besides the introduction of the OTP mentioned previously, additional parameters
can be used to authenticate a user, such as the user’s IP address where possible, the
PC media access control (MAC) address, or the International Mobile Equipment
Identity (IMEI) code in the case of mobile telephony.

System Development and Maintenance

Cybersecurity cannot practically retrofit into an information system. It is not a
security fence to place around a system, but it is measures that are embedded into
an information system during its development process. Development starts with
the mapping of the system objectives onto technical specifications, the technical
specifications onto technologies, technologies onto designs, designs onto the final
product, and the final product onto its maintenance plan. Figure 6.4 illustrates the
major stages and issues in system life cycle.

Beyond the system objectives, everything is transformations—there is noth-
ing original, nothing commanding, all implementations. So, the system objectives
must explicitly include the security features envisioned for this product or service,
and the subsequent transformations will simply implement these objectives in the
best way possible and as the current technology permits.

In all cases, the envisioned features include security in software and data, protec-
tion against loss or unauthorized access, and safeguard of the authenticity, integrity,
and confidentiality of the information. In system development, the requirements
phase is the stage where the stakeholder individually claims respective ground for the
inclusion of features of interest, while collectively stakeholders demand security mech-
anisms that maximize the confidentiality, integrity, and availability of the system.

In the requirements phase, security measures will be included thacwill escortdata
throughout their journey—{from data entry, processing, storage, and transmission

Business System Technical System System System
Objective Requirements | | Specifications Design Implementation Use

Business Issues Ergonomic Issues

Figure 6.4 Major stages and issues in system life cycle.
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to their next destination. Later in the analysis and design phases, the defending
technologies will be selected; digital signatures, digital certificates, encryption, and
the like, where the critical features such as nonrepudiation, authentication, and
information integrity will be safeguarded.

At the end of the development, the production—use of the system—will hope-
fully start along with the required maintenance. Maintenance, in the security con-
text, implies continuous vulnerability study of the system, especially vis-a-vis new
threats, and faithful installation of software security patches as soon as they are
made available. Last but not least is the training and emergency drills.

Physical and Environmental Security

Physical security mainly pertains to human safety, which must be the number one
concern of the Chief Information Security Officer. The CISOs first define the physical
perimeter of their territory, then determine the means that need be applied to provide
the necessary level of security. It is very important that the level of security be propor-
tionate to the level of the threats and to the worth of the assets that are being protected.

In the physical and environmental sense, threats can be broadly classified
into first, unauthorized person attempting to enter restricted areas, and second,
unwanted environmental conditions. The first threat is addressed by maintain-
ing an access log where all entry—exit activity is recorded. Visitors should wear an
appropriate badge indicating the need or not of an authorized escort and permis-
sion or not of carrying an active mobile phone. Video cameras may record activities
in critical areas on a 24/7/365 basis. Worth repeating is that the security measures
should be compatible with the value of the protected data.

The second threat may include fire, smoke, fumes, chemicals, water, unaccept-
able ambient temperature or humidity, or loss of utilities. That is, environmental
conditions that would adversely affect humans, equipment, or data. Each of these
threats may be addressed through appropriate technologies, such as sensors, fire
extinction systems, reliable climate control, and voltage regulators with uninter-
ruptible power supplies. If possible, practical, and necessary, have the power com-
pany provide two feeds from different power substations.

For each of the above threats, CISOs need to have a plan that has to be reviewed
and tested at least once every year. In fact, the organization may have a security
week during which all plans are tested, with each and every employee participating
to some extent.

Compliance

Compliance is fulfilling a set of standards. New quality control standards are being
continuously established in every sector. These standards grant the organization the
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right to operate or to belong to a special group within its category. The increase in
the number of such standards, on one hand, and the organizational dependencies
on being considered compliant, on the other, have created a burden over organiza-
tions that is being passed on to the Office of Compliance headed by a Compliance
Officer.

The job of the Compliance Officer is to make certain that legal, technical,
or even social organizational requirements to which the organization is obliged,
or committed to adhere to, are being met. Table 6.2 and Table 6.3 list some of
the most commonly required compliance requirements pertaining to information
security or protection.

The US Federal Government has the Federal Information Security Management
Act (FISMA), which is a law requiring government agencies to produce an annual
standardized report showing compliance to the guidelines of the act. Other guide-
lines refer to the physical protection and storage of documents. This has been issued
by the National Fire Protection Association. Compliance to this standard is a factor
in the computation of fire insurance premiums.

In the information security domain the International Standards Organization
(ISO) has issued various standards providing important guidelines. A very impor-
tant one is the ISO27002 on information security management, mainly addressed

to CIOs.

Table 6.2 Basic Compliance Regulations in the United States

Applicable to Companies in the

Name of Rule United States Regulated by the
Sarbanes-Oxley Act (SOX) Securities and Exchange
http://www.soxlaw.com/ Commission (SEC)

Health Insurance Portability and Food and Drug
Accountability Act (HIPAA) Administration (FDA)

http://iwww.hfpa.org/online preview/online_
preview_document.asp?id=23212

Federal Financial Institutions Examination Federal Deposit Insurance
Council Corporation (FDIC)

IT Examination Handbook

http://www.ffiec.gov

Federal Information Security Management Applicable to Federal Agencies
Act (FISMA)

http://csrc.nist.gov/drivers/documents/
FISMA-final.pdf
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Table 6.3 Other Regulations with Data Protection Clauses

Regulation

Issuer Organization

FEMA 141
Disaster Recovery Planning for Business and Industry

http://www.fema.gov/pdf/business/guide/bizindst.pdf

Federal Emergency
Management
Administration
(FEMA)

NFPA 232
Physical Protection and Storage of Documents

http://www.nfpa.org/onlinepreview/online_preview_
document.asp?id=23212

National Fire
Protection
Association (NFPA)

ISO 15489
Information and Documentation Records Management

International
Standards

http://www2.tavanir.org.ir/tech-doc/Mosavab/other/ Organization (ISO)

iso_15489-1.pdf

Bilateral
Agreements

International Agreements on Intellectual Property Rights

http://tcc.export.gov/Trade_Agreements/Intellectual _
Property_Rights/index.asp

The Compliance Officer also oversees organizational compliance to its own
policies, especially as they apply to privacy, intellectual rights protection, employee
rights, harassment, and human relations at large.

For example, there are standards in various states requiring companies to
notify clients should their personal data in their custody be lost. However, in
several cases, if the lost data were in encrypted form, no notification is required.
Last but not least, Compliance Officers are responsible for reviewing software
acquisition records, making sure that all software in the organization are properly
licensed.

Personnel Security

A fundamental characteristic of a secure organization is the existence of two types
of measures: measures that protect personnel from faulty equipment or abuse and
measures that protect the organization against personnel action that may cause
harm. While physical safety needs to be everyone’s concern, the responsibility for it
must be on a particular person—the security and safety officer. This person will be
on the lookout for misuse of facilities, fraud, theft, and activities that are contrary
to the Corporate Security Policy Manual. Table 6.4 provides a partial list of topics
that are expected to be included in such a manual.
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Table 6.4 Corporate Security Policy Manual—Contents

Protecting the Organization

Protecting the Personnel

Hiring procedure
Security assessment

Background checks

Criteria for a healthy, safe, and
secure workplace

Termination procedure
Security issues

Release of corporate property

Availability of a first aid facility and
medical evacuation procedures

Use of corporate assets

Emergency procedures and training

Property and documents transfer
procedures

Procedures for assigning or releasing
responsibilities

Security Organization

The organizational structure of the information security personnel should be led by
a senior management executive with information security expertise heading a team
of experienced and continuously trained professionals. “Roles and responsibilities
should be defined for [each of] the information security function[s]” and should
be explicitly stated in the organization’s Corporate Security Policy Manual [10].
A separate section should be included pertaining to information exchange between
external parties—clients, partners, and regulators. Outsourcing has always been a
security critical relationship.

Computer and Network Management

Computers, the networked ones in particular, constitute the most fundamental infra-
structure of any information system. As such, their flawless performance and interop-
erability needs to be guaranteed at all times with the availability of properly trained
professionals with the responsibilities listed in Table 6.5, as defined in ISO17799 [11].

Asset Classification and Control

In a broad sense everything in an organization is an asset. The assets may be tangible,
such as software, hardware, and personnel, or intangible, such as relationships, repu-
tation, and expertise. However, the general perception of assets leans more toward
the former. Assets need to be classified into respective categories with their level of
significance to the organization clearly identified. Parallel to this level runs the level
of security required to protect the asset. By asset control we mean that records must
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Table 6.5 Responsibilities of the IT Management Department

1. Ensure the correct and secure operation of information processing facilities.

2. Minimize the risk of systems failures.

3. Protect the integrity of software and information.

4. Maintain the integrity and availability of information processing and
communication.

5. Ensure the safeguarding of information in networks and the protection of
the supporting infrastructure.

6. Prevent damage to assets and interruptions to business activities.

7. Prevent loss, modification, or misuse of information exchanged between
organizations.

Table 6.6 Security Policy Characteristics

1. Its objective is to secure the business continuity.

2. Itis a live document, as threats and vulnerabilities change.

3. Itis imperfect, by definition.

4. It is written in the corporate language, culture, and tone.

5. It seeks to be practical and not theoretical.

6. Itis expected to fail and to be subsequently enhanced.

7. It presents the policies in a hierarchical manner.

be kept on the life cycle of each asset. The life cycle starts with the decision for their
acquisition, followed by their acquisition in accordance with established procedures,
their proper use and maintenance, and finally withdrawal or repurposing.

Organizations maintain physical and software asset inventory databases and
related policies. However, attention needs to be placed on the intangible assets
because these are the ones that effectively guarantee business continuity.

Security Policy

The security policy of an organization is documented into a manual that is made
available to all members. Table 6.6 lists major characteristics which may serve as
guidelines in the drafting or maintenance of such documents. Table 6.7 lists the
most common issues addressed in a security policy.
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Table 6.7 Common Security Policy Issues

1. Computer acceptable use

2. Password issuance and renewal

3. Email use, encryption, and attachments

4. Web surfing and social networks

5. Mobile devices computing, communications, storage

6. Remote access authorization and authentication

7. Internet network gateways

8. Wireless BT, Wi-Fi, and WiMAX

9. Servers data and multimedia

10. Incident response plan, the response team

Exercises

1.

Business continuity planning equally applies to the personal level. Develop
continuity plans for each of the following four scenarios. Upon arrival at your
workplace you noticed that

a. Your mobile phone was not working.

b. You left your mobile phone at home.

c. Your mobile phone has been stolen.

d. Your mobile phone has been stolen, and a caller is impersonating you.

. Develop continuity plans for the following scenarios. In your personal com-

puter at home

a. A virus has corrupted all your files.

b. Its hard drive was destroyed due to a mechanical failure.
c. A read-only intruder visited your files.

. Develop an access control plan for your personal computer at home. While

physically your computer is safe, virtually it is exposed to the entire cyber-
space via the numerous applications that you are using. Elaborate on your
password and encryption practice and the handling of emails.

. Go to your personal computer and classify all your programs into four clas-

sifications by level of importance to you. How many of these programs can
you reinstall by downloading them online? How many of your programs are
backed up in another computer or storage device? What have you learned
from this exercise?

. Go to your personal computer and classify all your files into four classifica-

tions by level of importance to you. How many of your files are password
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protected? How many of your files are backed up in another computer or
storage device? What have you learned from this exercise?

6. Research the market and make a comparative study of the available file
backup software. Consider all possible file backup technologies, namely,
USB, intranet, Internet, and wireless.

7. Develop a BRP for a ten-computer law office network.

8. Develop a Corporate Data Security Policy for a bank. The policy should also
cover faxing of documents.
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Chapter 7

Cyberspace Intrusions

Cybersecurity is measures that are embedded into an information system
during its development process.

Introduction

Intrusion, in the context of information systems, is a violation of established rules
as to data access, where the violation may pertain to either reading or modify-
ing protected data. Information systems are defended by dedicated traffic analysis
systems designed to detect and hopefully block intrusions. Such systems, made of
hardware and/or software, are referred to as Intrusion Detection and Prevention
Systems (IDPS, often pronounced “eye-deps”). Depending on the particular appli-
cation, a system may be an IDS, that is, only Intrusion Detection System with no
prevention capabilities, or may be an IDPS, sometimes still referred to as IDS, that
has both capabilities, detection as well as prevention. IDPSs implement rules estab-
lished by the security administrator applicable to protecting access or entry points.
Based on these rules, the IDPS passes, blocks, delays, or diverts data traffic. The
selected action cannot be at human speed, thus requiring an expert system, ideally
with artificial intelligence, to decide at an electronic speed for the needed action.
IDPSs are broadly classified into four types of systems, namely,

B Network-Based

B Host-Based

B Network Behavior Analysis
B Wireless

109
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Table 7.1 Basic Requirements in IDPS [1]
1. Security Services 3. Operational Considerations
Monitoring Scalability
Devices Reliability
Functions Interoperability
Capabilities Reconfiguration
Detection Documentation
Prevention Technical support
Reporting Training
2. Capacity 4. Cost-Effectiveness
Computational Initial Cost
Storage Maintenance cost

The IDPS requirements are a map of the organization’s security policy toward
intrusions. Table 7.1 lists the basic IDPS requirements.

The implementation of these requirements is based on the available technolo-
gies, as applied to the projected needs, with cost-effectiveness as the parameter.
There is a wide variety of IDPS tools that can provide events monitoring and
information system security, vis-a-vis known threats. The number one target of
an intruder is the protection mechanism of the information system. Initially,
through a variety of attacks, intruders try to determine the strengths and weak-
nesses of the IDPS in an effort to recognize the presence of vulnerabilities
through which to enter the system and access, or damage, targeted resources.
Such resources may be passwords lists, files of sensitive content, or access
mechanisms.

IDPS Configuration

Generally speaking, any system is made of three major components: the sensors,
where data are collected from the environment and are partially processed; the pro-
cessor that makes decisions as a result of data evaluation and correlation; and the
actuators that, driven by the processor, affect the environment. Similarly, in the case
of the IDPS, there are sensors, processing software, and affected units or functions.
Figure 7.1 shows an information system monitored by an IDPS. Table 7.2 lists the
functions of the major IDPS components.
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Processor

A 4
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Figure 7.1 Information system monitored by an IDPS.

Table 7.2 Major Components in Intrusion Detection and
Prevention Systems

Data Origin Data Processing Controls Destination

Sensors Management server Admin consoles

Agents Evaluation algorithms | Access authorization
Parameter database

Sensors

The sensors are essential components in the intrusion detection process, with their
function being to recognize the occurrence of potentially harmful events. The loca-
tion of the sensors within the information system is critical and of paramount
importance. Thus, before identifying sensor locations, the information system
topology needs to be carefully decided. Such locations are points of entry into
system functions or areas. Typical examples are enterprise interfaces to the outside
world, such as connections to the Internet, either via LAN or WLAN, as well as
remote access via modems. With organizations divided into departments, sensors
may also be placed at interdepartmental points of entry, monitoring access to valu-
able resources within a department.
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Extranet interfaces are also critical. These are entry points where partners will
access, and possibly modify if authorized, critical data in corporate databases. There
have been cases where an intruder from network A enters corporate network B via the
A-B extranet, and while in B, via the B—C extranet, accesses corporate network C, for
which the intruder had no authorization. This clearly shows that organization B bears
a liability vis-a-vis its extranet partners. Figure 7.2 illustrates this possible intrusion.

The intra-corporate network vulnerabilities should not be underestimated, and
sensors must be placed at interdepartmental crossing points. Thus, corporate net-
work topology and the location of critical resources much be clearly known before
sensors are placed. Equally important is for the sensors to be properly programmed
as to what they will be “looking” for.

Placed in strategic locations, the sensors monitor traffic in accordance to cer-
tain criteria. That is, the sensors are looking for the occurrence of certain events,
and they report to the agents. The agents are software that receive the observations
of the sensors and pass judgment as to the possible threat posed by the event itself
or in combination with other events. Agents have artificial intelligence, meaning
that they make decisions based on criteria that may change based on varying cir-
cumstances. Furthermore, through an inter-agents secure communication, agents
collectively monitor the entire enterprise network.

Sensor metrics can be as simple as counting the number of failed user name
or password attempts. Based on that number, the agent decides as to the required
action. A parameter that can statistically provide a piece of information is the
time interval between the submission of the user’s name and that of the password.
This interval indicates the time it took the user to key in the password.

It is possible for the password webpage to have a short executable code that
counts the time intervals between keyed characters. This is applicable to the
user name entry or that of the password. The produced keystroke dynamics can

Intranet B

Figure 7.2 Intrusion from network A to network C via network B.
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statistically provide a reasonably reliable semibiometric authentication mechanism,
serving as a user’s digital identification.

Sensors may be placed in-/ine with the flow of data serving as a firewall. Being in-
line, the sensor can block the suspicious traffic, thus preventing the realization of the
attempted attack. Sensors may be on the side, zapping the flow of traffic and send-
ing the collected data to the IDPS processor. Being on the side, the sensor passively
observes the traffic without affecting the speed of the network. Of course, it may not
block any suspicious traffic. Either way, the sensors’ findings are forwarded to the
IDPS processor, from where a blocking action can result. Figure 7.3 and Figure 7.4
illustrate IDPS topology with in-line and passive sensing examples, respectively.

Processor

The processor collects recorded activities provided by the sensors and agents and
correlates them in the search for malware identification or abnormal situations. The
performance has to be thoroughly tested—with the IDPS offline and online—with
criteria continuously updated to reflect the latest in defense technologies, as well as
in the always advancing malware capabilities.

Consoles

The processor delivers all findings to consoles, where administrators oversee the
system performance. Sensing and processing parameters may be adjusted by the
processor on a real-time basis or by administrators actions.

IDPS Sensors Firewall
Switch
HENEES 9
Router

Switch

IDPS i’rocessor & .

Admin Console

o

Figure 7.3 IDPS topology with in-line sensing.
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Firewall

Switch

Router IDPS Sensors .
Switch

_;@T&

IDPS Processor and
Admin Console

Figure 7.4 IDPS topology with passive sensing.

Network

The IDPS components—sensors, processor, and consoles—communicate with
each other using its own network, separate from the production network, which is
Web accessible. This way, the IDPS becomes immune to intrusion attacks, because
it is physically or logically isolated from the Web.

IDPS Capabilities

The IDPS capabilities vary depending on the sophistication of the system. However,
minimally, a Chief Information Officer (CIO) will use the IDPS to independently
confirm the firewall’s operation, assessing the expected filtering and alerting capa-
bility, and also to be notified of nontransactional activities, such as IP or port scan-
ning, which, although not a threa, is the precursor of a possible pending intrusion
attack. In the process of overseeing the assigned activity, IDPSs record related
information and report to various authorities, as programmed.

Such releases may be scheduled reports issued at predetermined points in time,
exception reports issued automatically because the occurrence of a special event took
place, or on-demand reports where authorized destinations may receive custom
reports. Furthermore, in the event of a recognized intrusion, the IDPS may collect
and distribute peripheral information that may later help in the forensics investiga-
tion of the intrusion. The basic IDPS capabilities can be classified as
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Information Acquisition
Information Logging
Detection Techniques
Prevention Actions

Information Acquisition

Information acquisition is done by the sensors, which provide the initial processing
before forwarding the results to the IDPS processor.

Information Loggings

Events loggings, along with their classification, result in the collection of an exten-
sive amount of data related to detected events. Table 7.3 lists data typically collected
by the sensors and sent to the IDPS processor for analysis.

Detection Techniques

The intrusion detection techniques can be classified into three categories, respec-
tively named

B Signature-based detection
B Anomaly-based detection
B Stateful protocol analysis

Table 7.3 Sensor Acquired Data

1. Timestamp: Date and time. Often an IDPS may have its own time clocks to
best maintain accurate records.

2. Addresses: Source and destination (IP, MAC, IMEI)

3. Port Numbers: Source and destination

4. PortTypes: TCP, UDP, or ICMP types and codes

5. Layer Protocol: Network, transport, or application

6. ID Number: Connection or session

7. Rating: Priority or importance for processor to consider

8. Violation: Type of violation or alert

9. Size: Number of bytes transmitted over the connection

10. Credentials: User name, password, any special codes

11. Payload: Application-level data exchanged
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In the signature-based detection, the IDPS has a database of parameters that
indicate a known virus. For example, if a file named love.exe is known to be a virus,
its presence will create an alert, and appropriate action will be taken by the IDPS.
Also, if a packet’s origin or destination has a blacklisted IP, Media Access Control
(MACQ), or International Mobile Equipment Identity (IMEI) address, again an alert
will be created. Possibly, based on the IP address, an entire geographical region can
be blacklisted, or a resource can be made unavailable during nonworking hours,
for example.

In the case of signature-based detection, blacklists (hot lists) and whitelists
are being used. Of course, signature-based detection is not possible on unknown
threats. Blacklists contain the signatures of discrete entities that may be associated
with intrusions. Such entities are hosts, port numbers, applications, file names or
file extensions, or other quantifiable parameters that can be recognized in network
communications. Whitelists contain the signatures of discrete entities that may
raise an intrusion flag, while in reality they are known to be benign.

In the anomaly-based detection, the IDPS has a database of profiles that rep-
resent the “normal” network behavior. Should something appear to be out of the
ordinary, a flag is raised. It is like the passport control at international crossings.
If a person is blacklisted, or if something strange is noticed, an alert is raised. These
profiles describe the expected behavior of applications, networks, hosts, or even
individual users. The parameters of such profiles can be based on statistical infor-
mation and may dynamically adjust themselves [2] That is, the use of artificial
intelligence may allow these profiles to progressively change without creating an
alert. Deviation from these profiles will sound an alarm, and the IDPS will take the
appropriate action. In the case of anomaly-based detection, a significant amount
of fine-tuning is required. Tight thresholds will result in false alerts, while loose
thresholds may fail to recognize malicious activity.

Denial-of-service (DoS) attacks can be recognized using artificial intelligence
that monitors the rate of increase in network traffic. “If artificial intelligence is
embedded in the Internet routers, the routers can, collectively, create an Internet
SCADA able to detect and prevent potential DoS attacks [3].” However, “anomaly-
based IDS are more prone to generating false positives due to the ever-changing
nature of networks, applications and exploits [4].” “The major benefit of anomaly-
based detection methods is that they can be very effective at detecting previously
unknown threats [5].”

In the stateful protocol analysis, models of protocol performance are devel-
oped and are used, serving as nominal references. In a way, this technique resem-
bles that of the anomaly-based detection, but instead of statistically building up
the models of normal operation, here vendor-provided profiles are being used.
“When we perform stateful protocol analysis, we monitor and analyze all of the
events within a connection or session [6]” and then map the behavior to the avail-
able profiles. Though useful, this detection technique cannot detect attacks unless
there is a violation of the expected behavior.
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Prevention Actions

IDPSs, as their name implies, are expected, after detection, to actually prevent the
attempted intrusion. This can be accomplished in a variety of ways, including

B Blocking the access to all services of the targeted resource (database, server,
or application).

B Blocking all communications with users bearing a certain identifier, such as
IP address, MAC address, user number, or other unique characteristic of a
suspected attacker.

B Blocking further activity of the session of the network connection that cre-
ated the incident.

B Blocking only the infected part of the transaction. This is applicable to an
email attachment or to a toxic file that accompanies an HTML file.

B Blocking an attacker’s request by altering the network’s firewall criteria.

It is very possible that the IDPS may miss an attack, creating a false negative, or
may block a bona fide user, creating a false positive. However, through extensive
predeployment testing and fine-tuning, the IDPS can asymptotically approach
perfection.

IDPS Management

Once an IDPS is acquired, its management is concerned with the implemen-
tation, operation, and maintenance of the system. Organizations refrain from
in-house IDPS development for two reasons. One is that IDPS, to be power-
ful, must be very complex. The other is that IDPSs are readily available and are
reconfigurable.

Implementation

The implementation of the acquired IDPS product has five steps.

B Step One: Identification of the product’s features

B Step Two: Design of the architecture/topology where the product’s features
are mapped onto the intrusion detection and prevention requirements of the
information system that is to be protected

B Step Three: Installation of the IDPS, which may be application-based or
appliance-based software

B Step Four: Progressive testing of the IDPS

B Step Five: Activation of the system, with possible return to any of the steps
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Step One: Features

There are numerous IDPSs available. Some are in the form of an application. That
is, the IDPS is a software of minimal code making extensive use of routines or
modules available in the host’s operating system and is, of course, operating-system
specific. Others are in appliance form. That is, the software is a self-sustained pack-
age with own routines, and it is independent of the operating system of the host.
Figure 7.5 shows the control console of an appliance-based IDPS.

Step Two: Architecture

The designed architecture will provide the topology of the applied IDPS, taking
into account the monitoring locations and the level of the expected reliability.
For increased reliability, sensor redundancy is deployed where multiple sen-
sors monitor the same activity. The IDPS architecture is also concerned with
the location of the other IDPS components, like the servers and the administra-
tion consoles. The IDPS will interface with the information system it protects in
order to collect data and affect necessary actions. Table 7.4 lists the typical IDPS
interfaces.

Step Three: Installation

Once the IDPS solution has been identified and the topology has been defined, the
installation may proceed. Usually, appliance-based IDPSs are simpler to deploy.
However, positioning of the sensors remains the most important parameter.
Depending on the particular security application, sensors may be placed in front
or behind firewalls, at critical subnets, at Web and email servers, and at critical
databases.

Figure 7.5 Administration control console of an appliance-based IDPS. Enterasys
Dragon Network IDS Appliance (Fast Ethernet) [7].
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Table 7.4 IDPS Interfaces with Information System

Data Collected from Tapped Sources Data Delivered in Response to
to Be Analyzed Incidents

e Event management software * Warnings to admin

¢ Login and email servers e Warnings to emails

¢ Paging systems ¢ Automated emails

e Network routers and switches e Incident’s profile

e Firewalls e Firewall reconfiguration
Data Received from Network Commands Delivered to Prevent
Management Software Attempted Compromise Incidents

e Patch update e Processes terminations

¢ IDPS configuration update e Attachment removal

¢ Admin console commands ¢ Access blocking

Step Four: Testing

System testing and operator training should run parallel. Testing is a lengthy pro-
cess during which detection and prevention criteria are adjusted to minimize false
alarms. Operator training will be an ongoing activity, as new threats and software
updates are being introduced.

Step Five: Activation

This is the final stage where the system goes into use. Practice has shown that when
an IDPS is activated with all sensors active at once, a large number of false alarms
overwhelm the operator. It is suggested that the activation of sensors takes place in
a progressive manner, so that additional fine-tuning can be implemented. A phased
IDPS deployment will best reveal hidden problems and maximize the successful
defense of the information system. While in the activation phase, temporary, par-
tial, or total system outages may become necessary for the logical and physical
engagement of the IDPS with the production network.

Once in production, a continuous updating of the signatures database will be
needed, as well as thresholds adjustments. Considering the importance of IDPS
in the secure operation of the information system, it is suggested that administra-
tors’ credentials include a two-factor authentication, especially if remote access
is used.



120 m Cyberspace and Cybersecurity

Operation

IDPS products are usually operated through a console that employs graphical user
interface, with some offering command line interface, as well. Using the console,
the administrator can perform a wide range of activities including

B Monitoring and analysis of IDPS data

B Configuration and updating of sensor and management server parameters,
including the segmentation of the IDPS mission into sectors, thus facilitating
operations and troubleshooting

B Setup of user accounts and of the authorization parameters, including spe-
cific privileges and sensors to be monitored

B Design and preparation of scheduled, on-demand, and exception reporting

The screen of a typical intelligent IDS console is illustrated in Figure 7.6. Through
this console operators can define, edit, store, and retrieve queries. Also, user-defined
query filters and alert profiles can be created, and custom reports are prepared.

Maintenance

An IDPS needs to be maintained on a continuous basis. The expected maintenance
is basically three parts—confirming proper operation, updating of the software,
and training of the responsible personnel. Maintenance is an unavoidable task—
performed online and offline—that will affect the expected continuity of service.

Enabled Status Notes

Figure 7.6 Administration console: configuring the connection to the IDPS
appliance (partial view) [8].
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Confirming proper operation includes monitoring and testing. Testing can be
periodic and may take place in an offline testing environment or while the system
is in production—in online use.

Updating of the software includes updating of the threat signatures database;
adjusting the threat levels; updating the vendor-provided software through the
installation of patches; and reconfiguring the system as new requirements, tech-
nologies, and threats call for. After each updating a thorough test is needed. It is
advisable that, before applying updates, their authenticity be confirmed through
the available mechanisms. Typically, the checksums of the updating files computed
by the administrator must match the one provided by the vendor. Also, backing up
the old configurations is always a good idea.

Training of the responsible personnel on a continuous basis is an absolutely
necessary task in order to develop skills for the best defense of the system. Training
is typically in-house, after an initial vendor-provided one, to bring everybody up
to speed. The product documentation is always an excellent source of information
that operators can rely on, not to mention the expected product vendor support live
chat availability.

The successful supervision and operation of an IDPS requires I'T profes-
sionals with skills in information security and network administration, as well
as system administration on which to build their ever-increasing cybersecurity
expertise with the focus on intrusion, detection, and prevention. Along this
objective, joining the users group of the particular product is advisable, because
this serves as a forum where problems and concerns are brought and, hopefully,
solutions are found.

To focus on their core activities, many organizations outsource their informa-
tion system security to firms dedicated to this field with extensive experience and
expertise. Of course, outsourcing has to be evaluated vis-a-vis the organization’s
mission and constrains.

IDPS Classification

IDPS are classified into the following four general categories.

B Host-Based, which analyzes events inside a particular host (a computer) look-
ing for activities that may imply intrusion

B Network-Based, which analyzes protocol activity within a particular network
(devices or segments) looking for protocol abnormalities

B Network Behavior, which analyzes events that may reveal policy violations,
presence of malware, or distributed denial of service

B Wireless-Based, which examines the wireless network traffic for suspicious
activities
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Host-Based IDPS

A host-based IDPS is a intrusion detection and prevention system concerned with
a single host, that is, with a single computer—workstation or server (web, email,
DNS, or other). This IDPS typically monitors the following six areas and activities:

External wired interface

Wireless (Wi-Fi and Bluetooth)

Modem trafhic

File status (access, modification, and creation)
System configuration (static or dynamic)
Running processes (system as well as applications)

Observations in the above areas are compared against templates of expected perfor-
mance and may cause detection alerts and/or prevention actions. Figure 7.7 illus-
trates a typical configuration of a host-based IDPS.

The host-based IDPS can be software-based, in which case it is installed inside
the monitored host itself, or can be appliance-based, in which case it is a separate
physical piece of hardware placed in-line between the monitored host and the path
to the Internet or intranet.

In the application-based case, there are two approaches: one, where the agent
monitors results of activities, and the other, where pieces of code (referred to as shims)

Email Server*
.

. Switch DNS Server*

*With IDPS Agent
\ Workstation®
y

Figure 7.7 Typical configuration of a host-based IDPS. (From http:/www.
enterasys.com.)
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are inserted in selected places, such as the OS, operating system code, application
code, or protocols, serving as mini-firewalls able to detect and block undesired activity.

In the appliance-based case, the agent is physically outside of the host and does
not have the possible microcontrol provided by the shims, but it is independent of
the OS used. Recorded parameters of detected events include

B Type of event and its level of priority.

B The timestamp, based on assigned source. Most IDPS generate their own
timestamp rather than copying one from an external source.

B Associated port and IP (Internet and intranet) addresses.

B File names and their paths (directories, subdirectories, etc.).

B Authorization/authentication credentials (user names).

The host-based IDPS examines codes for malware by executing them in a sandbox
environment, that is, in an environment where the execution cannot harm other
programs, nor can it use forbidden resources. In this supervised execution, the
IDPS agent is on the lookout for

Violations, such as venturing into unauthorized space
Privilege escalation

Buffer overflow, stack or heap

Unauthorized library calls

Sequences of instructions that may be either copying keystrokes or attempt-
ing to install rootkits

The host-based IDPS also checks for the integrity, properties, and access of files.
Integrity is checked through checksum testing; if incorrect it indicates that the
file content has been altered. Checksum is a residual, a leftover, a binary sequence
produced after the passing of a file’s content through a predetermined algorithm.

File properties are very important for the security and integrity of the file
content. Properties include access privileges—read/write, file authorship, time-
stamps of access and modification, digital signature, and possibly other parameters
depending on the type of file. File access control is the most critical security feature.
The placement of a shim may detect policy violations and even implement security
policies by blocking access.

A host-based IDPS, similarly to other systems, requires zuning. This has to take
place at the initial activation as well as after the installation or replacement of
selected protected files. Also, the whitelists and the blacklists need to be current
to prevent false detections. Before deployment, any conflict with other protection
systems must be resolved to avoid malfunctioning in both systems.

Because of their continuous vigilance, host-based IDPSs pose a load on the
protected host, requiring significant processor time and space in memory and disc.
Furthermore, between installation and deployment, extensive testing is required
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to ensure correct integration of the IDPS into the host. Such testing will have
to take place offline, causing the host to be out of service during that period.

Network-Based IDPS

In network-based IDPS sensors can be either application-based or appliance-based
and may monitor more than one device or segment in the network. For prevention
measures to be applied, sensors must be installed in-line. In-line sensors must be
of very high speed so that they do not create traffic congestion. Should handling of
the traffic reach a near-saturation point, traffic has to let pass through unchecked,
or low-priority traffic be dropped to reduce the load. When installed as passive,
observations are only reported, without any ability to block detected events. Passive
sensors forward the collected data to a management server, where they are analyzed
and where prevention action may be initiated. Figure 7.3 and Figure 7.4 illustrate
network-based IDPS. Network-based IDPSs with in-/ine sensors may intervene
and prevent the attempted execution of an event, while network-based IDPSs with
passive sensors serve as mere observers and reporters of events.

Network-based IDPSs analyze activities in the network, transport, and applica-
tion layers, and the majority use all three detection techniques discussed earlier in
this chapter, namely, signature-based detection, anomaly-based detection, and stateful
protocol analysis.

The detection processes can be distributed to several sensors handled by an
IDPS load-balancer. A network-based IDPS is basically an observer looking at the
network traffic passing by. In that process, the IDPS is on the lookout for violations,
as per prescribed criteria. The IDPS reports such violations to the respective IDPS
management server, which may apply prevention measures.

The types of collected data include IP and MAC addresses of the communicat-
ing hosts, as well as their operating system type and version. Determination of the
version leads to information about the existence of possible vulnerabilities that need
to be protected. Other collected parameters are numbers of the used ports, applica-
tions and their versions, number of hops in the travel between two hosts, and other
data that are normally included in communications protocols.

Network Behavior Analysis System

The Network Behavior Analysis (NBA) System, as its name implies, examines
the behavior of a finite network, and it is usually appliance-based. The NBA pas-
sively observes numerous points and protocol activities in the network and creates
a benchmark, which continuously updates itself and constitutes the “normal traffic
behavior.” NBA uses that model as a benchmark to detect deviations, as well as to
recognize trends in the use of the various resources.

NBA is ideal in detecting DoS attacks or persistent attempts to break autho-
rization codes. An NBA sensor can be deployed in either mode, in-/ine or passive.
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In the in-line mode, NBA serves as a mini-firewall, blocking requests from suspicious
hosts. In the passive mode, NBA collects data out of the tapped traffic flow—such as
IP addresses of communicating hosts, protocols use, and active applications—and
intervenes if necessary, terminating connections that support activities that cannot
be trusted. Figure 7.8 illustrates the topology of an NBA intrusion detection system.

Wireless IDPS

The wireless IDPS monitors the performance of the wireless local area networks
(WLANS). The de facto WLAN technology is the Wi-Fi, officially known as IEEE
802.11. This technology operates in spectra that are subdivided into channels,
where communications continuously change channels. Therefore, a wireless IDPS

L)
Internet
Router
NBA Sensor

=

Management
NBA Sensor Switch

| - NBA NBA
T "“'--.‘__ Console Management
P \-l Server
i Internal
1 Networks )

:\h%w——/

Figure 7.8 Topology of an NBA intrusion detection system. (From http:/www.
juniper.com.)
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should have one sensor per channel to maximize its performance. If there is only
one sensor, that sensor will need to hop from channel to channel, naturally missing
traffic activity. Figure 7.9 illustrates the configuration of a WLAN IDPS.

Wireless IDPSs can be stand-alone or embedded in the wireless access point
(AP), from where they monitor the network’s activities. Although the Wi-Fi tech-
nology provides for data security via its Wired Equivalent Privacy (WEP), its
encryption strength is considered weak and breakable, and additional measures are
needed. Even if an organization has no wireless network in operation, a wireless
IDPS could be deployed to explore the airwaves and make certain that no unau-
thorized AP is connected to the organization’s network. As a minimum, a Wi-Fi
finder should be used to confirm that no unauthorized AP is connected in the
organization’s LAN. Figure 7.10 displays a typical Wi-Fi finder.

If an organization indeed has operational WLANS, “Solutions are currently
available where positioning of RF sensors, can geometrically determine if a client is
within the authorized physical area. Such technologies, which need onsite terrain
training and fine tuning, have offered 100% security in testing [9].”

STA .J AP% STA !l AP% STA

Sensor Sensor Sensor

Management
Switch

)

IDPS IDPS Console
Management Server

Figure 7.9 Typical configuration of a WLAN IDPS.
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Figure 7.10 Typical Wi-Fi finder.

The deployment of the sensors needs to take into account various factors,

including the following:

Range of the sensors and the building floor plan
Topology of the organization’s wireless APs

Topology of the organization’s wired network

Cost of the IDPS versus the worth of the protected data
The physical security of the devices

The IDPS technologies to be used

The detected events are assessed relative to criteria similar to those of the other three
IDPS types described above. The expected capabilities of the wireless IDPS include
the following:

Recognition of the presence of all wireless device—ADPs or stations.
Determination of the physical location of any wireless device—ADPs or sta-
tions. Finding the physical location is through triangulation, which will
require that several sensors be deployed.

Recognition of policy violations.
Ability to execute prevention action while still in detection mode. This is
accomplished using two independent RF modules, one listening all the time,
while the other transmits information on events.

Detection of the presence of

— Man-in-the-middle attacks

— DoS attacks
Wireless network scanners used by wardrivers (Wardrivers are persons who
drive around streets to locate a wireless network to use or to attack.)

Recorded parameters of detected events include the following:

B Identification of the MAC or IMEI number of the wireless unit suspected in

the event.

B Number of channel over which event took place.
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B Intranet address assigned to wireless unit by the AP. This address typically is
192.168.1.xx, where xx is the number assigned to the unit.

B Timestamp, based on assigned source. Most IDPSs generate their own time-
stamp rather than copying one from an external source.

B Type of event and level of priority, as classified by the IDPS.

B Sensor number, should a multisensor IDPS be used.

B Type of applied countermeasure. Typically, termination of connection and
prevention of new connection to the suspected unit.

Predeployment of a wireless IDPS requires initialization, where the parameters of
legitimate units are entered and fine-tuning is performed to make certain that the
protected terrain is properly covered.

IDPS Comparison

Each of the previous IDPS solutions has a unique purpose and, to a certain extent,

a unique design. Table 7.5 summarizes their main characteristics.

Table 7.5 Major Types of IDPS—A Comparison
Protected Examined
Type Domain Activities Focus
Host-Based A single host Operating system | Examines all

workstation or
server

Applications
Network traffic

activities including
traffic flow and
files properties.

Network-Based

Subnets and
networked hosts

Layers: network,
transport, and
application

Focuses on
whitelist/blacklist
detections.
Analyzes protocols.

Network
Behavior
Analysis (NBA)

Subnets and
networked hosts

Layers: network,
transport, and
application

Focuses on
anomalous
behavior
recognition.
Recognizes DoS
attacks.

Wireless

Wireless
networks and
hosts

Protocol activities
and access
authorization

Focuses on hosts
security and on
traffic
authorization.
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Exercises

1.

~J O\ W

[oe}

10.

Research and define signature-based detection and explain why it is ineffec-
tive to unknown threats. The following source will be helpful: fep://ftp.tik.
ee.ethz.ch/pub/students/2008-FS/MA-2008-06.pdf.

. Research and define anomaly-based detection and explain the necessary steps

to initialize a system. The following source will be helpful: hetp://doc.utwente.

nl/61673/1/thesis_D_Bolzoni.pdf.

. Explain why an organization without any wireless LAN operations in the

premises should deploy a Wireless IDPS. Describe such a deployment. The

following sources will be helpful:

— htep://www.sans.org/reading_room/whitepapers/detection/inexpensive-
wireless-ids-kismet-openwrt_33103

- http://www.symantec.com/connect/articles/wireless-intrusion-detection-
systems

. Prepare a market research report on Host-Based IDPS products.

. Prepare a market research report on Wireless IDPS products.

. Prepare a market research report on Network-Based IDPS products.

. Prepare a market research report on Network-Behavior Analysis IDPS

products.

. A law office has a single wired LAN of ten desktop PCs and three servers—

Web, email, and document. Prepare a configuration report on the necessary
IDPS requirements. Include recommended products.

. A hotel offers free Wi-Fi service in the main lobby area. Prepare a report on

the needed protection of clients against war drivers, malware, or other intru-

sions. The following sources will be helpful:

- heep://wwwwardrive.net

— hetp://webupon.com/security/securing-business-against-war-driving

— http://www.sans.org/reading_room/whitepapers/wireless/overview-
wireless-intrusion-detection-system_1599

Describe the difference between software-based and appliance-based intru-

sion detection and prevention systems, and state the relative advantages. The

following source is a comparison of the two approaches: http://www.loglogic.

com/sites/default/files/appliance-vs-software.pdf.
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Chapter 8

Cyberspace Defense

Cybersecurity is an integral part of any security concept, be it corporate
or national.

Introduction

Threats against data originate from all azimuths. Data are threatened while in stor-
age as well as while in transit, and data security professionals need to deploy sensors
and barriers so that no malware will be able to affect the organization’s data. There
is a plethora of techniques and tools that protect data, and when properly deployed
they maximize information system security.

Data security tools can be generally grouped into PC defense oriented and net-
work defense oriented, with the former concerned with data created or stored at the
PC and the latter concerned with data in transit traveling through networks.

File Protection Applications

There are numerous single function, as well as comprehensive, file protection soft-
ware that, once installed, protect the computer against a wide range of adverse
events. Such applications include features listed in Table 8.1 that aim at providing
data confidentiality, integrity, and availability.

File Backup

File backup is a fundamental function that every workstation or information system
needs to have. File backup may take place offline in an attached removable device

131
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Table 8.1 File Protection Applications

Files backup File undelete
Disaster recovery File encryption
History deletion Loggers
Shredding and wiping | Anti-loggers

Internet

Intranet - LAN

Personal Area Network

Figure 8.1 File backup options.

or an intranet-accessible storage system or online via FTP in a Web-accessible loca-
tion [1]. Backup storage may take place on real-time basis, on a scheduled basis, or
on demand. Storage may have encryption and compression options. Furthermore,
backup storage options often offer “automatic archival of old versions [2].”

Although not advisable, most backup applications offer partitioning of the main
disk drive, creating a file backup area. Although this is better than no backup at all,
ideally the backing-up space must be in a physically different medium. Figure 8.1
illustrates the various file backup options.

While file backup is undoubtedly a necessary measure, the recovery can be a
very time-consuming process to reinstall hundreds of applications and files. This
can be avoided if, rather than backing up files, an occasional backup is performed
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of the full image of the drives of concern. This binary image, archived at a fre-
quency to be decided by the data administrator, will be much faster to map back
into the drives for a fast and more faithful recovery [3].

The image of a storage medium is a single binary file that contains each and
every bit of that medium, including all the sector partitioning bits. Such a medium
may be a tape, a USB, or any kind of a disk (hard, floppy, CD, DVD, etc.), where
the image is a perfect logical replica of the archived medium.

Disaster Recovery

Disaster recovery pertains to emergency situations where an organization’s opera-
tional files are damaged beyond acceptable use. Disaster recovery requires that all
software of the organization be stored in at least two locations, one on the premises
and another out of the premises, and be accessible online.

Disaster recovery systems are made of servers and large storage devices provid-
ing a wide variety of features including the following [4]:

Disk image backup

Operational and archival files backup

Application backup (with license numbers storage)
Bare-metal restore (binary mapping)

Backup to disk/network share

Backup to tape and tape libraries

Backup to online storage

Remote and centralized management

Backup catalog and search

Restore to dissimilar hardware or virtual machine (VM)
De-duplication

The term de-duplication means the removal of all duplicates, so that whatever is
being stored or transmitted is as unique as possible. This way, required storage
capacity and disaster transmission time are minimized.

Disaster recovery, which is a very fundamental capability in an organization,
requires that a dedicated team be assigned to this task who through training and
practice can provide business continuity in a minimum amount of time. Figure 8.2
displays a typical disaster recovery configuration [5]. Figure 8.3 illustrates an
advanced disaster recovery configuration, including a secondary data center as well
as a fully mirrored data center [6].

History Deletion

History deletion can be a very important issue in many organizations. In the old
paper world, a paper shredder or a fire bin would have permanently eliminated the
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Internet

Mobile

Figure 8.2 Typical disaster recovery configuration [5].

Operational
System Intranet Internet

\

£l

-

Secondary
System

A5

Figure 8.3 An advanced disaster recovery configuration. Courtesy of EXFO, Inc. [6].

existence of selected documents. Although there are numerous electronic ways to
destroy an electronic document, intelligence agencies often require that the physi-
cal medium where the sensitive electronic document resides or resided be physically
destroyed into tiny pieces that are less 4 x 4 mm. The message, derived from this
option, is that no electronic file erasure is strong enough to be absolutely trusted.
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Many Web browsers offer private surfing modes, called incognito, inPrivate, or
other names, where it is claimed that no trace of surfing in this mode is retained in
the computer once exited from this mode. According to forensics experts, tools are
available that enable the recovery of such files and other data.

Shredding and Wiping

File shredding is the electronic process where a file is written over several times with
several patterns so that, according to the e-shredder developer, the file is absolutely
destroyed. Many antivirus products do include an e-shredder. In Appendix 8-A the
most common shredding algorithms [7] are listed and described.

Disk wiping is the concept of totally cleaning a disk and reformatting it. This
is needed for portable storage devices, either hard disks or solid state USB devices.
Such products “completely and easily erase all live data so as it cannot be recovered
with any existing technology [8].”

File Undelete

File undelete can recover a particular file that has been deleted. When a file is
deleted, its content is not erased, only its space is added in the list of available
sectors. Because of that, a deleted file may be restored, unless it has been actually
written over. Several successful tools are available with a sufficient number of search
parameters making file discovery and undeleting process shorter than otherwise,
though sometimes measured in hours [9].

File Encryption

File encryption is an essential practice in maintaining file security, but having a
password for each document may be counterproductive. However, confidential
documents do need protection, and an encryption option has to be identified.
Office automation suites provide an encryption option where, if necessary, two
passwords can be assigned, one read-only, and the other read-modify. One may use
external-to-the-suite encryption applications that provide equally strong encryp-
tion. Figure 8.4 illustrates the interaction window of a stand-alone file encryption
application [10].

Other encryption software enable the creation of “a virtual encrypted disk
within a file . . . [that can be mounted] . . . as a virtual drive, that can be accessed
via a drive letter [11].” This can be in the main drive or in portable ones. As the files
are being stored in this virtual drive, they are encrypted, and they carry the pass-
word key of the drive. This is a very interesting technology where there is no need
for individual passwords for each particular file.
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Figure 8.4 Files encryption interactions window. (From MEO Encryption
Application, http://www.nch.software.com/encrypt/index.html.)

Table 8.2 Possible Logger Collected Information

Keystrokes Clipboard entries
Typed passwords Opened documents
Ran applications Time activities

Voice chat conversations

Internet activities —visited websites, emails, FTP

Captured screenshots at predefined time intervals

Loggers

Loggers are software or hardware that copy information as it is being generated and
store it in a predefined place. That place can be in the computer where the informa-
tion was generated, or it can be in a remote place that is network accessible, wired
or wireless. A logger may be installed by an administrator to collect statistics for
analysis or to clandestinely monitor an unsuspecting user. It is also possible that a
logger is installed in an unprotected computer by a network hacker. Table 8.2 lists
some of the possibly logged information [12, 13].

The logged information may be stored locally or remotely. In the latter case,
communications may take place via

B FTP, sent to a server or database

B Email at periodic intervals

B Wireless means—Wi-Fi or Bluetooth

B Remote login—PC-to-PC communications

The keyboard is the main human-to-machine interface, and it is a very vulnerable
entry point. Keystroke loggers operate in a variety of modes, with the easiest being
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through a software installed for that purpose. Other modes are via acoustic or
electromagnetic waves. The depression of each key generates a unique sound based
on the mechanical design of the keyboard, and it is possible for these sounds to be
recorded and analyzed, leading to the sequence of the keystrokes. In the case of
wireless keyboards, the communications can be captured off the air and similarly
reveal the keystrokes. In wired keyboards, the connecting cords radiate electro-
magnetic waves, representing standard sequences of ones and zeros corresponding
to the keystrokes.

Anti-Loggers

Anti-loggers are software specifically designed to detect the presence of logging
code. Although typical antivirus software do detect many logging modes, dedi-
cated anti-logging software can better serve this very important security need.

Table 8.3 illustrates an actual keystrokes logger report. The word Koszopoulos was
typed twice. During the first time, the keystrokes encryption was activated, result-
ing in the writing appearing in bold for emphasis [14]. During the second time, the
word was typed after the keystrokes encryption was deactivated. While the keylog-
ger was activated, the installed antivirus software [15] was alerted that this keylogger
program may be dangerous [12].

PC Performance Applications

For a PC to work at its best, the files and their interrelations must be error free.
Applications are available that scan a PC, identify the errors, and restore the files

Table 8.3 Example of a Keyboard Logger Report

DRPU [16] PC Management—Basic Report
Date Range : 9/29/2011 To 9/29/2011

Keystrokes Report
Date: 9/29/2011 1:22:30 PM
Window Caption: Anti-Keylogger Report—Mozilla Firefox
Application Path: C:\Program Files (x86)\Mozilla Firefox\firefox.exe
Computer\User: USER-HP\user
Input Keystrokes: -[Shift]2lyd9u7 cfq[Space] [Shift][Shift] + Kostopoulos
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to their proper status. Such applications include the following features that aim at
providing stable PC operation and maximum availability of resources.

B Registry repair
B Anti-rootkits

B Antivirus

B Junk files

|

Fragmentation

Registry Repair

In an operating system the files regiscry—the system’s central database—facilitates
the inter-file communications and files access. However, over time there is an accu-
mulation of old and loose files that are often corrupted. When registry errors occur,
a PC slows down, applications freeze, and the computer itself often crashes. “By
repairing these obsolete information in Windows registry, your system will run
faster and error free [16].” Table 8.4 lists the typical errors that are found and
repaired by the registry repair tools.

Anti-Rootkits

Rootkit is a spyware-malware that hackers insert in an application or in the oper-
ating system to create a trapdoor. A trapdoor is access that bypasses all security
controls. Through this trapdoor hackers bypass all security measures and access a
resource as an authorized user. “Rootkits can lie hidden on computers and remain
undetected by antivirus software [17].” Anti-rootkits examine each new program
installation for spyware. Removing the spyware from an application is like a

Table 8.4 Errors Addressed by Registry Repair Tools

Errors in files Errors in windows
Applications Explorer
DLL files Installer

EXE files System 32
Blue screen Browser
Invalid parameters Run time
Access permission Utilities

Blue screen: This is the stop error in Windows operating sys-
tems when the entire screen becomes blue and
certain messages are being displayed.
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surgical operation and has to be done without affecting the nominal performance
of the application. Rootkits in programs installed prior to the installation of the
anti-rootkit may not be discovered. So, it is reccommended that programs be rein-
stalled after the installation of an anti-rootkit.

Antivirus

A virus is malware that corrupts files, creating operational problems and crashing
applications and often the operating system. A most common virus activity is writ-
ing over spaces dedicated for the operating system and drivers or over applications
code. Typical expectations out of antivirus applications are listed in Table 8.5 [19].

Junk Files

Junk files are files that uninstalled processes have left behind or are no longer asso-
ciated with any valid application. Resulting in the faster execution of applications,
junk files cleaners would remove [18]

B Windows temporary files
B [nvalid start menu

Table 8.5 Antivirus Software Features

B [nstallation simplicity B Data backup
® Malware protection - Scheduled
B Spyware protection — On demand
® Anti-keylogging ® Data disaster recovery
B Spam protection B Controlled Internet access
B Files encryption - Corporate
B File shredding - Parental
B Forms auto-completing - Social networks
® Sandbox technologies B Password management
® Centralized management — Creation

- Report - Protection

- Updates - Encryption

- Alerts - Storage

— USB passwords storage
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Obsolete files in program files
Invalid shortcuts

Invalid msi files

User defined junk files and folders
Empty files and folders

Invalid files and folders

Fragmentation

The term fragmentation pertains to the way the hard disk is populated. As the hard
disk space is utilized with continuous write and remove operations, empty spaces
are created—called fragments. Fragments prevent large applications from being
loaded in contiguous sectors. Applications that are stored spread in various non-
contiguous sectors in the hard disk require the use on memory management that
slows down the execution of the particular application. Defragmentation tries to
consolidate all available space together so that large applications can be installed
without partitions. Problems caused by file fragmentation include [19]

Crashes and system hangs/freezes

Slow boot up and computers that will not boot
Slow backup times and aborted backup

File corruption and data loss

Errors in programs

RAM use and cache problems

Hard drive failures

Opverall sluggish domino server performance
Long-held locks in the console log

Semaphore timeouts

Protection Tools

As a consequence of being part of cyberspace, an information system is exposed
to a multitude of dangers. Fortunately, there is also a multitude of cyber defense
applications that minimize this risk. Some applications that are readily available
are described below.

Security Analyzer

There is a very useful tool offered gratis that provides an in-depth analysis as to the
cybersecurity of a host that is connected to the Web. It is the Microsoft Baseline
Security Analyzer (MBSA) [20]. This tool scans your computer and for each
detected issue produces a security analysis report stating
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B What was scanned
B Result details
B How to correct this

The MBSA may scan a single computer or multiple computers or may retrieve
scan reports from prior analyses. Figure 8.5 illustrates the starting page of an
MBSA report. The MBSA is a Windows tool, checking and reporting on the
following:

B Windows administrative vulnerabilities

® IIS (Internet Information Services) administrative vulnerabilities
B SQL administrative vulnerabilities

B Security updates

A typical report appears in Appendix 8-A at the end of this chapter. Issues checked
by the MBSA include

B Local access passwords

— DPresence

— Expiration

— Strength

File system configuration
Administrative privileges
Guest accounts
Incomplete updates
Windows Firewall
Events auditing—logon/logoff
Installed services

Shared resources—drives

| Microsoft. X Microsoft
€ ® ¥ Baseline Security Analyzer

Report Details for CSLAB - 6XP1 (2010-08-27 05:21:59)
Security assessment:

Severe Risk (One or more critical checks failed.)
The Report Detailsfor the selected computer

Computer name: CSLABNGHPL will be displayed.
1P address: 10.10.10.160
Security report name: ey TS EAM | the next few screens, different reports will be
Scanned with MBSA wersion: z12112.0 explained, suchasthis one.
Catalog synchronization date:

¥ up * Click Continueto proceed.

Sort Order: [ Scoee (worst frst)

Security Update Scan Results

Score  Issue Result
B vindous 1 servics piacks or update rollps are missng &
" Brint this report 1Y Copy to dlpboard . g securty regort. [

Figure 8.5 MBSA report starting page.
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The report presents the identified problems and provides steps for the solution of
each problem. It is a very straightforward tool that must be installed in each com-
puter and be ran frequently.

Password Analyzer

There are numerous password cracking methods and software, and knowing the
“strength” of the passwords we use can be very important. Many information sys-
tems automatically reject the assignment of “weak” passwords. There are various
theories as to what constitutes a strong or a weak password, and there are many
password meters on the Web to use. Passwords like password get a score of 8%,
while a password like Uo5$Pw9#3 gets a 100% score [21].

The passwords in the Windows operating systems are stored in known loca-
tions, but in hashed form [22]. That is, the password is rolled through a hashing
algorithm, and a code is produced. However, many hashing algorithms are known.
Therefore, if the password hashcode matches the hashcode of a known password, it
can be concluded that the unknown password has been found.

Among the password discovery applications is the CainctAbel Password
Protection (C&HA) software. Figure 8.6 illustrates the opening window of the Ce&b4
application, which has been designed for Microsoft Operating Systems and claims
to perform the following [23]:

B [t allows easy recovery of several kind of passwords by sniffing the network
B Cracking encrypted passwords using
— Dictionary Attack
— Brute-Force Attack
— Cryptanalysis Attack
B Recording VoIP conversations
B Decoding scrambled passwords
B Recovering wireless network keys

= S— - ==

View Configure Tools Help
|a(@lemmmn |+ B|s0m CYSECRAE RN
[& Decoders [ @ Network [ sniffer [f Cracker [ Traceroute [BA cCOU |5 Wireless & Query |

2, Cached Passwords Resource | Username | Password | Type
gl Protected Storage

gl L5A Secrets

-2 Wireless Passwords
@ 167 Passwords

¥ Windows Mail Passwords
) Dialup Passwards

—F== Edit Boxes

H Enterprise Manager ] il +

A Credential M;
4% Credential Manager P S ]

Lost packets: 0% 4

Figure 8.6 Opening window of the C&A application [23].
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B Revealing password boxes
B Uncovering cached passwords
B Analyzing routing protocols

In the Dictionary Attack technique, hashcodes corresponding to actual words
are calculated. Each hashcode is compared to the hashcode of the password. Should
there be a match, it is presumed that the word corresponding to the matching hash-
code is the soughtafter password. The advantage of this method is that it is rather
fast and straightforward. However, if the password is not a proper word but con-
tains special characters or numbers, then this technique fails.

In the Brute Force Attack technique, the hashcodes of all possible combina-
tions of characters are generated, and eventually the password is found. The process
may take long, depending on the available processing power, but theoretically at
the end the password is found.

In the Cryptanalysis Attack technique, precalculated hashcodes correspond-
ing to actual alphanumeric passwords, called Rainbow Tables, are available in
databases. The password hashcode retrieved from the PC list is compared to the
hashcodes in the database where a match may be found, depending of the size of
the database.

Additional services provided by the Ce#4 include

Sniffer that analyzes encrypted protocols and examines network traffic

Password Viewer that may reveal the passwords of Microsoft applications

Dumper that dumps the Local Security Authority Secrets (LSA)

Password Decoder that may reveal the passwords of dial-up networking stored
in Windows

Wireless Scanner that collects identification and performance parameters on
accessible Wi-Fi units and can also capture and decode encrypted 802.11 files

SID Scanner that accesses remote system and extracts security identifiers

VoIP filter that captures VoIP conversations in wav format

LAN Scanner that recognizes the presence of network sniffers and intrusion
detection systems

Firewalls

A firewall is a traffic controller for inbound, outbound, or bidirectional traffic. The
expected benefits [24] out of a firewall should include

Controlled access to corporate resources

Prevention of unauthorized access to applications or information
Integration with user authentication mechanisms

Secure deployment of new applications

Protection of corporate network addresses from the Internet
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B Secure remote access to corporate network
B Enterprise-wide intrusion detection and prevention
B Content filtering mechanism

It may be software-only or software installed in dedicated hardware, as shown in
Figure 8.7.

In the hierarchical stack, the firewall is usually located in the network layer,
but can be found in the transport layer as well. Figure 8.8 illustrates the stack
hierarchy.

Intranet

Figure 8.7 Firewall serving as a gatekeeper at the LAN’s entry point.

Browser, FTP, File Management, etc. Application Layer

Protocols: ICMP, TCP, UDP, HTTP, FTP Transport Layer

Internet Protocol (IP) Network Layer

Dial-Up Wi-Fi LAN Physical Layer

Connections

Figure 8.8 Layers hierarchy with typical content.
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Firewalls are classified in the following three typical categories.

Packet-Level Filtering

Since everything in a modern network moves in data packets, filtering takes place
at the packet level. Packets contain binary numbers or codes that carry the follow-
ing information:

Origin of the packet—IP address and port number
Destination of the packet—IP address and port number
Protocol information

Timestamp

Payload—data, command, or acknowledgment

Error detection information

Other—serialization of data, priority, etc.

In Packet-Level Filtering, which is installed in the network layer, firewalls receive
packets and assess their potential danger. The assessment, based on the above first
three parameters (origin, destination, and protocol), usually concludes in one of the
following two options:

B Packets are forwarded to their destination.
B Dackets are delayed if suspected of a DoS attack.
B Dackets are rejected.

It is a very simple approach to protection, but can be fooled by packets with spoofed
addresses. The term spoofed refers to the falsification of a packet’s parameters,
mainly the IP address.

Circuit-Level Filtering

This category of firewalls is usually installed in the transport layer, where it vali-
dates a session prior to passing judgment on the credibility of the packets. The
criteria are the above first four parameters (origin, destination, protocol, and
timestamp), as well as the user’s credentials—user name and password. With
such criteria, IP spoofing is not the only deciding factor in the assessment of the
packet.

Application-Level Gateway

Here, the firewall is an intelligent proxy server shielding the host from the network.
The firewall performs data exchanges in a manner that is transparent to the remote
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system and may control the packets flow based on sophisticated criteria established
by the network administrator. This type of firewall often has the ability to encrypt
and decrypt data, thus adding increased security. The application-level gateway is
by far the most secure firewall, but at the same time the most complex, requiring
its own hardware.

Email Protection

Email can be protected in three ways. One is with a powerful email client that
provides extensive protection as emails arrive to be viewed. Another is through soft-
ware installed in the same host with the email client and working with the email
client. The third approach is outsourcing, where an organization’s email system is
resident and is managed in the cloud. Cloud is a term describing the use of online
services that are outsourced and are external to the physical network of the orga-
nization. In the cloud, it “is hosted outside . . . [of an organization’s] . . . network,
requiring no additional hardware, software or personnel resources to manage daily
security operations [25].”

Advances in malware technologies demand secure email systems where the
expected features and benefits include the following:

Inbound email filtering

Outbound email filtering

Antispam filtering in many languages
Antimalware blocking

Spam quarantine

Attachments antimalware inspection
Removal of regulated content
Encryption and decryption for storage or transport
Enforcement of corporate policies
Disaster recovery

Email archiving

Advanced filtering systems provide image recognition alerting should the email
content or the attachments include images with digital signatures that meet certain
characteristics [26].

Additional benefits provided by a cloud-based email system include [27]

B No hardware or software to install or manage

B No up-front capital outlay, setup, or upgrade fees

B 24x7 customer support

B Automatic engagement and synchronization for seamless continuity
B Integrated web-based administrative console for all solutions
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Figure 8.9 Console of a cloud-based email protection system. (From
Excelmicro [28].)

B Notifications on policy violations, blocked content, and quarantined

messages

B Protection against attacks

Typical attacks against email systems include DoS and directory copying
attempts.

The console of a cloud-based email protection system is illustrated in
Figure 8.9 [28].

Exercises

1.

Download this free disk imaging tool, and practice using it on a USB.
Describe your experience. Free Hard Disk and Partition Imaging and Backup
Software, http://www.thefreecountry.com/utilities/backupandimage.shtml.

. Make a comparative study of ten currently available backup software.
. Make a comparative study of five commercially available disaster recovery

plans.

. Download and install on your personal computer the latest version of the

File Shredder offered as a GNU by http://www.fileshredder.org, and practice
shredding unwanted files. Warning: the file shredding action is irreversible.

. Download and install on your personal computer the latest version of the

Disk Wipe offered as a GNU by htep://www.diskwipe.org, and practice by
wiping the contents of a USB storage device. Warning: the disk wiping action
is irreversible.
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10.

11.

12.

13.

14.

B Cyberspace and Cybersecurity

. Download and install on a USB storage device connected to your personal

computer a File Undelete application, and test it by deleting a file currently in
the Recycle Bin. Note the file’s data (name, extension, size, date deletion).

. Download and install on your personal computer, preferably in a USB, the

latest version of the TrueCrypt offered as a GNU by snapfiles.com, and prac-
tice creating files. Warning: record elsewhere the passwords so that you will
not get locked out.

. Download a keystroke logger, possibly from http://www.drpupcdatamanager.

com, and observe the produced report. Download a keystroke scrambler, pos-
sibly from htep://www.qfxsoftware.com, and observe the report with the scram-
bler on as well as off.

. Make a comparative study of five commercially available file encryption

applications.

Download and use the File Encryption application from http://www.nchsoft
ware.com/encrypt/index.html for a variety of five different types of files.
Download the Ultra Defragmenter from http://www.ultradefrag.sourceforge.
net and use it to inspect the fragmentation of your drives. If needed, defrag-
ment your hard disk.

Download the Microsoft Baseline Security Analyzer 2.2 (for I'T Professionals),
and analyze your personal computer. Write a report describing your experi-
ence as well as the findings (http://www.microsoft.com/download/en/details.
aspx?id=7558).

Download the Cain and Abel Password Analyzer, and identify the passwords
in your personal computer. Write a report describing your experience as well
as the findings (heep://www.oxid.it).

Conduct a comparative study on the email systems in the cloud. Identify
advantages and disadvantages to an organization.
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Appendix 8-A  Most Common Shredding Algorithms

B Fast (1 pass)—The fastest shredding algorithm. Your data is overwritten with
zeros.

® British HMG IS5 (Baseline) (1 pass)—Your data is overwritten with zeros
(with verification).

B Russian GOST P50739-95 (2 passes) —GOST P50739-95 shredding algorithm
calls for a single pass of zeros followed by a single pass of a random byte.

B British HMG IS5 (Enhanced) (3 passes)—British HMG IS5 (Enhanced) is a
three-pass overwriting algorithm: first pass with zeros, second pass with
ones, and the last pass with random bytes (the last pass is verified).

® US Army AR380-19 (3 passes) —AR380-19 is a file shredding algorithm
specified and published by the US Army. AR380-19 is a three-pass overwriting
algorithm: first pass with random bytes, second and third passes with certain
bytes and with their compliments (with the last pass verification).

m US Department of Defense DoD 5220.22-M (3 passes) —DoD 5220.22-M is a
three-pass shredding algorithm: first pass with zeros, second pass with ones,
and the last pass with random bytes. With all passes verification.

® US Department of Defense DoD 5220.22-M (E) (3 passes)—DoD 5220.22-M
(E) is a three-pass shredding algorithm: first pass with certain bytes, second
pass with a complement, and the last pass with random bytes.

B NAVSO P-5239-26 (RLL) —NAVSO P-5239-26 (RLL) is a three-pass overwriting
algorithm with the last pass verification.

B NAVSO P-5239-26 (MFM)—NAVSO P-5239-26 (MFM) is a three-pass
overwriting algorithm with the last pass verification.

B US Department of Defense DoD 5220.22-M(ECE) (7 passes)—DoD
5220.22-M(ECE) is a seven-pass overwriting algorithm: first and second
passes with certain bytes and with their complement, then two passes with a
random character, then two passes with a character and its complement,
and the last pass with a random character.

B Canadian RCMP TSSIT OPS-II (7 passes) —RCMP TSSIT OPS-Il is a seven-pass
overwriting algorithm with three alternating patterns of zeros and ones, and
the last pass with a random character (with the last pass verification).

® German VSITR (7 passes)—The German standard calls for each sector to be
overwritten with three alternating patterns of zeros and ones and in the last
pass with a character.

B The Bruce Schneier shredding algorithm has seven passes: first pass with ones,
the second pass with zeros, and then five passes with random characters.

B Peter Gutmann shredding algorithm has 35 passes.
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Chapter 9

Cyberspace and the Law

Cyberspace is today one of the great legal frontiers.

Stein Schjolber

Introduction

As soon as cyberspace and e-commerce were created in the mid-1990s, cybercrime
flourished on a parallel track. Today, in 2012, cybercrime has been doubling every
single year in the number of incidents, as well as monetary losses. It is impossible to
truly quantify cybercrime because most victims only see further losses in publiciz-
ing their inability to defend themselves from this modern day menace. The interest-
ing note is that, of the cybercriminals who have been caught, the vast majority has
pleaded guilty. This is because the collected facts—network traflic records—result
in airtight cases.

Regarding the promulgation of cybercrime-fighting laws, “the text will need to
retain a certain amount of flexibility allowing for the relatively changeable nature
of the different forms of cybercrime and the speed with which the new technolo-
gies are developing [1].” Any international treaties to be enforced at the national
level need to be adapted in “appropriate and proportionate domestic legislation [1].”
However, it is not easy for international treaties to establish “common definitions
of criminal offenses, (and) . . . security procedures [1].”

While no one will disagree on the need for the establishment of effective
anti-cybercrime measures, it is imperative that any such measures in no way should
step on the citizens’ rights to privacy and individual freedom.

151
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International Laws

Lawmakers and law enforcement agencies, around the world, advocate the need for
cyber laws that are written in the cyber language. That is, laws that explicitly define
cyber offenses and fully support the acceptance of cyber evidence. International bod-
ies, responding to this call, have convened and produced treaties and conventions that,
unfortunately, have fallen short of receiving total acceptance by the member countries.
A country’s participation in a particular international agreement becomes effec-
tive only if domestic laws are drafted and approved that legislate the intent of the
signed international agreement. Table 9.1 illustrates the extent that cyber laws have
been incorporated into national legislatures. Of course, over time, more and more
countries promulgate cyber laws, and Table 9.1 reflects the current assessment.

Europe

In Europe, in 2004 the Council of Europe accepted a draft of a Treaty on
Cybercrime [2], which was offered to countries worldwide. While many countries
became signatories [3] to the treaty, only a few have actually promulgated national
laws compatible to the treaty. It is of interest that the treaty in Article 47 states:
“Denunciation: Any Party may, at any time, denounce this Convention by means
of a notification addressed to the Secretary General of the Council of Europe.” And
Article 27 states: “Mutual assistance requests under this article shall be executed
in accordance with the procedures specified by the requesting Party, except where
incompatible with the law of the requested Party. The requested Party may . . .
refuse assistance [2].”

Table 9.1 Cyber Legislation Worldwide
Extensive Significant Minimal
Australia Brazil Belgium
Canada Chile Iceland
Estonia China Ireland
India Czech Republic | Italy
Japan Denmark Malta
Mauritius Greece New Zealand
Peru Malaysia Norway
Sweden Netherlands Philippines
United Kingdom | Poland South Africa
United States Spain Turkey
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Later in 2006, a controversial addendum [4] was appended to the treaty that
attracted a reduced number of signatory countries. The addendum was referring to
fear of xenophobic concern surfacing on the Internet. All in all, the initiative of the
Council of Europe opened the way for national legislation on cybercrime in many
countries and was used as a motivation for a similar treaty at the United Nations.

United Nations

The United Nations (UN) in 2010 received a proposal recommending a Cyberspace
Treaty for the UN members. After extensive debate, the proposal was rejected
because it contained unacceptable articles. Most of the controversy was created by
the following articles:

B Article 2 of the proposal indicated supremacy of such treaty over national
laws, stating that “Serious crimes against peace and security in cyberspace
should be established as crimes under international law through a Cyberspace
Treaty on the United Nations level, whether or not they were punishable
under national law [5].” This passage was considered ambiguous and offensive
to national sovereignty.

B Article 3.8.3, referring to the European Union treaty counterpart, stated
that “Data . . . of Internet traffic and transaction data, usually of telecom-
munications, emails, and websites visited [be retained] The purpose for data
retention is traffic data analysis and mass surveillance of data . . . .” The
proposal implied that data be retained “for a period of between six months
and two years .” This article found the opposition of many local and interna-
tional civil liberties organizations that found the wording offensive, especially
the “mass surveillance of data,” and clear violation of the fundamental civil
rights, the cornerstone of which is privacy in personal communications [5].

B Article 4 was the most controversial. In effect, the article is asking member-
nations to accept the International Criminal Court [6] as a super-adjudicator
in cybercrimes, stating: “Anyone, who commits any of the crimes . . . will be
liable for prosecution by the Court . . . The maximum term of imprisonment
is 30 years, and also a life sentence may be imposed [5].”

Thus, the UN remains the ideal international forum for discussions and exchanges
of ideas, but is less than ideal for concluding international consensus. However,
bilateral or regional agreements very often suffice until global treaties are signed.
The Europol is an example [7].

North Atlantic Treaty Organization

The North Atlantic Treaty Organization (NATO) [8], with defense and security at
heart, is also eyeing a global role in the cybersecurity arena. A paper appearing on
the website of NATO’s Cybersecurity Center suggests that “Global Cyber Security
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[can be] The Niche for NATO [8].” NATO’s interest is cyber terrorism and cyber-
warfare, but the cybercrime door was left open as stated in the organization’s Cyber
Security Policy.

Although in many state-members of NATO the Internet is extensively used, it
plays no role in their national security, nor does it constitute an absolute social or eco-
nomic pillar. Therefore, the attitude of the membership will not be uniform toward
investing against cyber terrorism or cyberwarfare, considering “the prevailing reluc-
tance of [member-] nations to engage in [costly] international binding initiatives [9].”

In the 2011 articulation of the alliance’s Strategic Concepr for the Defense and
Security of the Members of the North Atlantic Treaty Organization adopted by Heads of
State and Government in Lisbon, the cybersecurity issue was addressed as follows [10]:

Article 12. Cyber attacks are becoming more frequent, more organized
and more costly in the damage that they inflict on government admin-
istrations, businesses, economies and potentially also transportation and
supply networks and other critical infrastructure; they can reach a thresh-
old that threatens national and Euro-Atlantic prosperity, security, and
stability. Foreign militaries and intelligence services, organized criminals,
terrorist and/or extremist groups can each be the source of such attacks.

The alliance maintains a Cyber Security Defense Center of Excellence in
Tallinn, Estonia, with a mission “to enhance the capability, cooperation and infor-
mation sharing among NATO, NATO nations and partners in cyber defense . . .
[and] be the main source of expertise in the field of cooperative cyber defense . . .
within NATO, NATO nations and partners [11].”

In a recent Cybersecurity Conference at the Center, the following ten rules were
presented as the cornerstone to effective cyber defense at the sovereign state level
[12]. The second rule, however, is totally unacceptable, because it places blame on
the public sector of a state for an action that could have been originated by a rogue
or clandestine organization operating in that state.

1. The Territoriality Rule: Information infrastructure located within a state’s
territory is subject to that state’s territorial sovereignty.

2. The Responsibility Rule: The fact that a cyber attack has been launched
from an information system located in a state’s territory is evidence that the
act is attributable to that state.

3. The Cooperation Rule: The fact that a cyber attack has been conducted via
information systems located in a state’s territory creates a duty to cooperate
with the victim state.

4. The Self-Defense Rule: Everyone has the right to self-defense.

5. The Data Protection Rule: Information infrastructure monitoring data are
perceived as personal unless provided for otherwise (the prevalent interpreta-

tion in the EU).
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6. The Duty of Care Rule: Everyone has the responsibility to implement a rea-
sonable level of security in their information infrastructure.

7. The Early Warning Rule: There is an obligation to notify potential victims
about known, upcoming cybersecurity.

8. The Access to Information Rule: The public has a right to be informed
about threats to their life, security, and well-being.

9. The Criminality Rule: Every nation has the responsibility to include the
most common cyber offenses in its criminal law.

10. The Mandate Rule: An organization’s capacity to act (and regulate) derives
from its mandate.
INTERPOL

The International Criminal Police Organization (INTERPOL) “is the world’s
largest international police organization, with 190 member countries . . . [with an

outstanding] high-tech infrastructure of technical and operational support [13]

»

INTERPOL plays a leading role in training law enforcement agencies around
the globe on the best ways to defend against cyber attacks and malware, focusing

on [14]

Trend analysis of cyber attacks

Practical use of digital forensic tools in cybersecurity incidents
Evidence analysis and recovery techniques

Technical analysis of malware and botnets

INTERPOL maintains a cybersecurity international alliance at the front line of
defense—the law enforcement agencies—aiming at

Promoting the exchange of information among member countries through
regional working parties and conferences

Delivering training courses to build and maintain professional standards
Coordinating and assisting international operations

Establishing a global list of contact officers available around the clock for
cybercrime investigations

Assisting member countries in the event of cyber attacks or cybercrime inves-
tigations through investigative and database services

Developing strategic partnerships with other international organizations and
private sector bodies

Identifying emerging threats and sharing this intelligence with member
countries

Providing a secure web portal for accessing operational information and
documents
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Impediments to Cyber Law Enforcement

International treaties can be drafted and signed and hopefully followed by the
promulgation of national laws that effectively address cybercrime. This is only part
one in the endless fight against cybercrime. Part two is the actual removal of the
cybercriminals from society. Presently, in this there are several areas that need defi-
nition or improvement, with some listed below.

B National bureaucracy. In most countries the court systems are overloaded,
and cases are scheduled to be heard one or two years after the accusation has
been formalized and deposited. Until then the accused, if guilty, may be free
to commit more cybercrimes.

B Cyber-skilled judges. Most often, crimes committed in cyberspace involve
network intrusions and security violations that are part of highly sophisti-
cated fraud schemes. Judges without special and continuous training may not
understand why the accused is guilty or innocent of the charges.

B Authentication of evidence. If the header of an email has the email address
of the accused, that in itself is not necessarily proof of guilt or innocence.

B Loss of evidence. With a long gap between the commitment of the alleged
crime and the court hearing of the case, electronic evidence may be lost or
altered.

B Access to evidence. Evidence may be in servers in a foreign country, and
special data extradition procedures may be required.

B Comprehensive legislation. With cybercrime schemes ahead of law enforce-
ment by several months, added delays are introduced into the process.

B Cybercrime investigators. With the Internet explosion and the parallel
explosion in cybercrime, there is no country in the world that has sufficient
cyber police personnel to pursue each and every case of alleged cybercrime.

By all standards, the cyber legal system is in its embryonic state. However, it is
improving throughout the world, and there is a justified hope that cybercrime will
be contained in the near future.

Cyber-Related Laws in the United States

Before the creation of cyberspace as it is known today, there was another space—
though not identified as such—the Dataspace. With the advances in semicon-
ductor physics and chemistry, analog computers evolved into digital ones, and
hardware size started reducing, progressively reaching today’s size and computing
power.

The Dataspace—the era of digital storage of information—started in the 1960s
and in the mid-1970s was in full bloom. Many companies started having
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minicomputers for their operational and accounting needs, and at the same time
concerns started being raised on the privacy of data and on computer security,
resulting in the promulgation of laws for the protection of data, privacy, and national
security. Table 9.2 displays a partial list of federal laws, related to data, that were
promulgated in the United States. The laws printed in bold are elaborated below.

Commercial Privacy Bill of Rights Act of 2011 [15]

The objective of this act is “To establish a regulatory framework for the comprehen-
sive protection of personal data for individuals under the aegis of the Federal Trade
Commission, and for other purposes.” It has been recognized that

B The proliferation of personally identifiable information (PII) has created con-
cerns that this may lead to compromises in data privacy, data security, and
equally important data integrity.

B Abuse in the collection, storage, distribution, and use of PII has already
resulted in a wide variety of crimes, mostly cybercrimes, adversely affecting
the growth of a trustworthy electronic commerce.

B There is lack of, and at the same time a need for, a legal framework that will
provide a uniform and comprehensive government position as to the han-

dling of PII.

Having taken into account the above, US lawmakers drafted and enacted this
law, which directs the attorneys general of the fifty states along with the Federal
Trade Commission (FTC) to establish detailed rules for a uniform states-wide legal
regime that will protect PII in a comprehensive manner. The highlights of this law
are as follows:

B Accountability. All entities covered by this act—holders of PII in the process
of their business—must “have managerial accountability [over data in their
custody].” In the present context, managerial accountability over data means
the existence of policies regarding the collection, processing, storage, physical
and virtual security, distribution to third parties, and use of data classified
as PII.

B Privacy by design. In all aspects of data handling the privacy of the data
must be of prime concern. This can be accomplished using “appropriate man-
agement processes and practices throughout the data life cycle.”

B Transparency. Data collectors, in cyberspace and elsewhere, must “provide
clear, concise, and timely notice to individuals” regarding the management
of the collected PII.

B Individual participation. Holders of PII must “offer individuals a robust,
clear, and conspicuous mechanism” to allow or to forbid the use of their PII
and to be able to change this status at any time.
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Table 9.2 Data-Related Federal Laws Promulgated in the United States

Title Year
The Fair Credit Reporting Act 1970
The Privacy Act 1974
The Family Educational Rights and Privacy Act 1974
The Foreign Intelligence Surveillance Act 1978
The Right to Financial Privacy Act 1978
The Cable Communications Policy Act 1984
The Electronic Communications Privacy Act 1986
The Computer Security Act 1987
The Video Privacy Protection Act 1988
The Driver’s Privacy Protection Act 1994
The Communications Assistance for Law Enforcement Act 1994
The Freedom of Information Act 1996
The Telecommunications Act 1996
The Clinger-Cohen Act 1996
The Health Insurance Portability and Accountability Act 1996
The Children’s Online Privacy Protection Act 1998
The Gramm-Leach-Bliley Act 1999
The USA PATRIOT Act 2001
The No FEAR Act 2002
The Sarbanes-Oxley Act 2002
The Homeland Security Act 2002
Confidential Info Protection and Statistical Efficiency Act 2002
The Federal Information Security Management Act 2002
The Protect America Act 2007
The Health Information Privacy and Security Act 2008
The Cybersecurity Act 2010
The Commercial Privacy Bill of Rights Act 2011
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B Data minimization. Data related to an individual, collected in the process of
a service, must be minimized and be “as [it] is reasonably necessary.”

B Constraints on distribution of information. Collectors of PII passing such
data to third parties must “require by contract that such third party” fully
comply with this law as to the management of the data. Furthermore, transfer
of PII data to “unreliable third parties [is] prohibited.”

B Data integrity. Collectors of PII must make every effort, through appropri-
ate policies, practices, and mechanisms, to ensure that utilized “personally
identifiable information . . . is accurate [especially when such information]
... could be used to deny consumers benefits or cause significant harm.”

B Enforcement and penalties. This law directs the FTC to promulgate cognizant
regulations and pursue their enforcement. Penalties shall be based on the extent
of the violations and on the length of time these violations were committed.

B Safe Harbor provisions. The law grants the FT'C the authority to enact safe
harbor programs. Safe harbor is a legal term referring to the modification,
reduction, or elimination of a party’s liabilities vis-a-vis the provisions of a
certain law. Such waivers of legal obligations are extended on the name of the
greater good. Such programs would apply to data collectors, under the juris-
diction of this law, as long as the intent of this law remains in effect, which is
the protection for the privacy of the individual.

The Commercial Privacy Bill of Rights Act of 2011 does not provide specific rules
on the issue of PII management, but it empowers the FTC, which oversees trade
and is best suited for such a task, to draft rules and measures that will eventually
protect PII and minimize abuse and cybercrime.

Cybersecurity Act of 2010 [16]

The objective of this act is

To ensure the continued free flow of commerce within the United States
and with its global trading partners through secure cyber communica-
tions, to provide for the continued development and exploitation of the
Internet and intranet communications for such purposes, to provide
for the development of a cadre of information technology specialists, to
improve and maintain effective cyber security defenses against disrup-
tion, and for other purposes.

It has been recognized that
B Cyberspace is an integral part of the American society and a very important

infrastructure for all aspects of life, with the White House identifying it as a
strategic national asset.
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B Cyberspace and Cybersecurity

The Internet is not as secure as it should be, considering on one hand its
importance and value to the United States and on the other the increasing
threats in the form of cybercrime and terrorist attacks.

There is a need for a comprehensive national security strategy, as well as for an
increase in the quality and quantity of cybersecurity professionals.

Driven by the above concerns, the US lawmakers drafted and enacted this law,
directing the implementation of the law to the US president, rather than to a gov-
ernment agency, as in most cases. Following are the law’s main points:

Certifications. The law addresses the need for qualified cybersecurity profes-
sionals, prerequisite to which is “cybersecurity accreditation, training, and
certification programs.”

Cybersecurity Scholarships. The law directs the National Science
Foundation to “establish a Federal Cyber Scholarship-for-Service program
to recruit and train the next generation of information technology profes-
sionals.” The program is to provide 1,000 graduate and undergraduate full
scholarships per year for programs leading to cybersecurity. Furthermore, tal-
ent is to be sought even among high school students, “to promote computer
security awareness in secondary and high school classrooms.”

Cybersecurity Competitions. The law directs the National Institute of
Standards and Technology to establish cybersecurity-focused competitions and
other challenges with prizes, in order to “attract, identify, evaluate, and recruit
talented individuals for the Federal information technology workforce . . . [and
in order to] . . . stimulate innovation in basic and applied cybersecurity research.”
Cybersecurity Workforce Plan. Recognizing that cybersecurity requires cyber
warriors, the law addresses the need for a plan, for each and every government
agency, that will provide quality and quantity in its cyber defense. The plan
shall include “cybersecurity hiring projections . . . long-term and short-term
strategic planning to address critical skills deficiencies . . . recruitment strategies
. .. cybersecurity-related training” so that cyberspace will be secure.

NIST Cybersecurity Guidance. The law recognizes the National Institute
of Standards and Technology (NIST) as the technological authority in the
area of cyberspace and cybersecurity and directs it to “promote auditable,
private sector developed cybersecurity risk measurement techniques, risk
management measures and best practices” that can later serve as standards in
assessing cybersecurity preparedness.

Cybersecurity Knowledge Development. The law emphasizes the need
for the continuous development of knowledge, skills, and professionals with
expertise in the design of “complex software-intensive systems that are secure
and reliable . . . [that] guarantee the privacy of an individual’s identity, infor-
mation or lawful transactions.”
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B Cybersecurity Advisory Panel. Having placed the president as the focal
y y y &P p
point for its implementation, the law calls for the creation of a panel made
of qualified “representatives of industry, academic, non-profit organiza-

q p ¥ p g

tions, interest groups and advocacy organizations” that will advise the
president on “matters relating to the national cybersecurity program and
strategy.”

The Cybersecurity Act of 2010 serves as a starting point for the creation of a cyber-
security awareness plan that, through policies, guidelines, and extensive appropria-
tions, will result in qualified cybersecurity professionals who will defend the public
as well as the private sector against cybercrimes and cyberwarfare.

Federal Information Security Management Act of 2002 [17]

In 1987, US lawmakers, having seen the growth of data processing and the increas-
ing use of computers, passed a law—the Computer Security Act of 1987—which
provided some rudimentary, by today’s standards, guidelines regarding the security
and general treatment of data. In 2002, it was realized that the threats had been
multiplied by several orders of magnitude and that managing the security of systems
and data required an organized approach.

The Federal Information Security Management Act (FISMA) establishes
benchmarks that federal agencies, and federal contractors, need to meet that are
quantifiable and measurable. FISMA directs the agency heads to establish and
implement policies and procedures to minimize the risks and the threats to gov-
ernment information systems. The responsibility for the creation of the necessary
standards was placed on the NIST, with the objective to have uniform information
security standards throughout the government that will ensure data integrity, avail-
ability, and security.

FISMA constitutes a milestone in the articulation of compliance rules for infor-
mation security, and its purpose includes the following objectives [18]:

B To provide a comprehensive framework for ensuring the effectiveness of
information security controls over information resources that support federal
operations and assets

B To provide for development and maintenance of minimum controls required
to protect federal information and information systems

B To provide a mechanism for improved oversight of federal agency informa-
tion security programs

B To recognize that the selection of specific technical hardware and software
information security solutions should be left to individual agencies from
among commercially developed products
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The highlights of FISMA are as follows:

B Responsibilities. The law places all responsibilities on the agency head to
provide security to all information in the custody of the agency, where the
level of security should be “commensurate with the risk and magnitude of the
harm resulting from unauthorized access, use, disclosure, disruption, modifi-
cation, or destruction of ” the information in custody.

B Planning. Agencies are free to develop their own security program for the
protection of their information, even if their information is not on their own
premises—this applies to contractors and satellite sites.

B Reporting. Compliance with the spirit and letter of FISMA will be demon-
strated in an annual report that the head of each agency will prepare with
a distribution that will include the following:

— Director of FISMA in the Department of Commerce

— House Committees on Government Reform and Science

— Senate Committees on Government Affairs, Commerce, Science and
Transportation

— Appropriations Committees

B Office of the Comptroller General (OCG).

The OCG will attest “on the adequacy and effectiveness of information
security policies, procedures, and practices, and compliance with the
requirements of . . . [FISMA].”

B Independent evaluations. Annually, each agency will have an independent
evaluation conducted by the agency’s Inspector General “appointed under
the Inspector General Act of 1978 . .. or by an independent external auditor,
as determined by the Inspector General of the agency.”

The 2010 FISMA report of the Securities and Exchange Commission (SEC), an
agency of the federal government, can be viewed online [19]. The report, prepared
by an independent contractor, contains the findings of the Inspector General with
specific recommendations for the enhancement of the SEC information system vis-
a-vis data security.

USA PATRIOT Act of 2001 [20]

The objective of the USA PATRIOT (Uniting and Strengthening America by
Providing Appropriate Tools Required to Intercept and Obstruct Terrorism) Act,
also known as the Patriot Act, is “To deter and punish terrorist acts in the United
States and around the world, to enhance law enforcement investigatory tools, and
for other purposes.” This law was proposed and enacted in an aftermath of the 9/11
attacks on public and private property in the United States. It is a very controver-
sial law which restricts previously enjoyed civil liberties in the name of national
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security. Below are issues this law addresses that pertain to information collection
and processing [20].

B National Electronic Crime Task Force. Recognizing the need for infor-
mation in combating crime, in general, and terrorism, in particular, the
law directs for the creation of “a national network of electronic crime task
forces, . . . for the purpose of preventing, detecting, and investigating various
forms of electronic crimes, including potential terrorist attacks against criti-
cal infrastructure and financial payment systems [20].”

B Information interception. The law grants authority to cognizant US
government agencies “to intercept wire, oral, and electronic communica-
tions relating to terrorism, computer fraud and abuse offenses.” There can be
“Seizure of voice-mail messages pursuant to warrants [20].”

B Disclosure of records. An Internet Service Provider “may divulge a record or
other information pertaining to a subscriber or a customer . . . if the provider
reasonably believes that an emergency involving immediate danger of death
or serious physical injury to any person requires disclosure of the information
without delay [20].”

B Telemarketing fraud. The law is concerned with charitable telemarketing
fraud and requires that such activities fully disclose “the name and mailing
address of the charitable organization on behalf of which the solicitation is
made [20].”

The Patriot Act mainly focuses on measures to assist federal law enforcement agen-
cies in their fight against terrorism and financial crime. Although civil liberties
groups claimed that many provisions of the act are unconstitutional, and that the
act “expanded the government’s authority to pry into people’s private lives with
little or no evidence of wrongdoing [21],” the act has been extended to June 1, 2015.

Communications Assistance for Law
Enforcement Act of 1994 [22]

The Communications Assistance for Law Enforcement Act of 1994 (abbreviated
as CALEA) requires that companies in the telecommunications sector provide
law enforcement agencies with access to private communications and to records of
such communications. The act falls in the domain of the Federal Communications
Commission (FCC). “In response to concerns that emerging technologies such
as digital and wireless communications were making it increasingly difficult for
law enforcement agencies to execute authorized surveillance, Congress enacted
CALEA on October 25, 1994.” However, the teleccommunications industry has not
designed nor built its facilities and services to necessarily accommodate this objec-
tive, and additional infrastructure is needed to “comply with the CALEA obliga-
tions set forth” in the law. Below are the main points of the act [22].
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B Requirements. Telecommunications companies providing services to the
public must be able to intercept “all wire and electronic communications

carried by the carrier . . . of a subscriber . . . .” It is stated that this service to
a law enforcement agency must be “pursuant to a court order or other lawful
authorization . .. .”

B Compliance cost. Apparently, installing equipment that will facilitate the
implementation of CALEA has a high cost that telecommunication compa-
nies are not willing to carry.

B Encryption. Should a subscriber employ their own encryption technology,
“A telecommunications carrier shall not be responsible for decrypting, . . .
unless the encryption was provided by the carrier and the carrier possesses the
information necessary to decrypt the communication.”

B Capacity. Another issue is the capacity to intercept that a telecommunica-
tions company should maintain, which will “be based upon the type of equip-
ment, type of service, number of subscribers, type or size or carrier, nature of
service area, or any other measure; and shall identify, to the maximum extent
practicable, the capacity required at specific geographic locations.”

B Rogue eavesdropping. To protect government secure radio communica-
tions, the act makes it illegal for hackers to listen to communications that
are “encrypted, or transmitted using modulation techniques the essential
parameters of which have been withheld from the public with the intention
of preserving the privacy of such communication . . . .”

B Safe harbor. Compliance with the directives of CALEA can be waived under
special circumstances, under the authority of the US Attorney General and
the FCC. Usually, such waivers only extend the date of compliance to allow
the telecommunications company to properly equip itself.

B Costs. In telecommunications, technologies are always advancing, and, con-
sequently, CALEA compliance will add costs onto the respective companies
that are not supported by revenues. “The Attorney General may, subject to
the availability of appropriations, agree to pay telecommunications carriers
for all reasonable costs directly associated with the modifications performed
by carriers . . . (in order) to comply with [CALEA]. The authorized appropria-
tions for the 1995-1998 fiscal years were $0.5 billion.

B Penalties. Supporting the law enforcement agencies in their mission is not a
voluntary task, but a legal obligation. The act states that “a telecommunica-
tions carrier, a manufacturer of telecommunications transmission or switch-
ing equipment, or a provider of telecommunications support services [found
not to be in compliance with CALEA may be fined] . . . up to $10,000 per
day for each day in violation.”

Civil liberties groups watching over CALEA are very concerned of CALEA’s pos-
sible expansion to include Internet telephony. “This expansion is of significant civil
liberties concern because it would require VoIP providers to build all their products
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with surveillance backdoors that can be accessed by law enforcement and will likely
be misused by hackers and criminals [23].”

Computer Security Act of 1987 [24]

This law was the precursor of FISMA [25], and its purpose was to improve “the
security and privacy of sensitive information in Federal computer systems . . .
[and to create] a means for establishing minimum acceptable security practices for
such systems . . . .” Some of the law’s highlights were as follows.

B The Authority. The law points to the need for the development of computer
security “standards and minimum acceptable practices” and assigns the NIST
to the task with the help of the National Security Agency.

B The Program. The program would establish policies, “standards, guidelines,
and associated methods and techniques for computer systems . . . [as well as]
technical, management, physical, and administrative standards and guide-
lines for the cost-effective security and privacy of sensitive information in
Federal computer systems.”

B Prior Related Law. This law also amended the Federal Property and
Administrative Services Act of 1949, streamlining it with the technology and
management practices of 1987.

B Training. The law placed significant emphasis on training, stating that each
Federal agency shall provide for the mandatory periodic training in computer
security awareness and accepted computer security practice(s] of all employ-
ees who are involved with the management, use, or operation of each Federal
computer system . . . Such training shall be designed
1. To enhance employees’ awareness of the threats to and vulnerability of

computer systems
2. To encourage the use of improved computer security practices

Privacy Act of 1974 [26]

By the early 1970s, it was realized that cross-referenced and cross-searched data-
bases could very quickly result in a wide variety of records about an individual and
that such power should be prevented from being abused. This was a victory for civil
liberties groups who were very concerned that technology was working more for
records retrieval and less for records protection. Some of the act’s highlights follow.

B Conditions of disclosure. The key issue is personal information disclosure,
and the law stated that “No agency shall disclose any record which is con-
tained in a system of records by any means of communication to any person,
or to another agency, except pursuant to a written request by, or with the
prior written consent of, the individual to whom the record pertains . . . .7



166 m  Cyberspace and Cybersecurity

However, disclosure of records would be allowed for official use. This clause
was aimed at blocking unofficial disclosure of personal records.

B Freedom of Speech Amendment. There is a very strange clause in the law,
(under Agency requirements 7), stating that “Each agency that maintains a
system of records shall . . . maintain no record describing how any individual
exercises rights guaranteed by the First Amendment unless expressly autho-
rized by statute or by the individual about whom the record is maintained or
unless pertinent to and within the scope of an authorized law enforcement
activity.” Loosely expressed that means that the US government should not
tag citizens based on how outspoken they are.

B Accuracy of records. Considering that accuracy is the most important attri-
bute of records, the law explicitly directs that agencies must “maintain all
records . . . with such accuracy, relevance, timeliness, and completeness as is rea-
sonably necessary to assure fairness to the individual in the determination.”

B Mailing lists. In the early 1970s, data automation facilitated the creation
of categorized mailing lists for commercial purposes, and the law wanted
to make certain that there was no abuse of personal data in the custody of
the government. The law stated: “An individual’s name and address may not
be sold or rented by an agency unless such action is specifically authorized
by law. This provision shall not be construed to require the withholding of
names and addresses otherwise permitted to be made public.”

B Minimum of records. The law concerned with the compilation of private unre-
lated data on individuals explicitly states: “Each agency that maintains a system
of records shall . . . maintain in its records only such information about an
individual as is relevant and necessary to accomplish a purpose of the agency.”

Cybercrime

Cybercrime has been a byproduct of cyberspace, serving as a black stigma in the
optimism the Internet had given the world. Cybercrime has been growing over the
past two decades, having reached the annual level of over half a billion dollars in
2009 [27]. “Indeed, driven by the prospect of significant profits, cyber crime inno-
vation and techniques have outpaced traditional security models and many current
signature-based detection technologies [28].”

A new underground industry has developed, that of cybercrime hubs. These are
legitimate companies with as many as fifty employees that offer Internet services,
ranging from website design and website advertizing to Web hosting and domain
name registrations. Progressively, these cybercrime companies turn hundreds of
thousands of Internet hosts—computers connected to the Internet—into their
zombies by installing malware [29].

The installation of malware is made under false pretenses. For example, they
have an array of websites where visitors are offered presumably needed software
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for free. In effect, this software is malware that redirects the DNS pointer located
inside the host to a rogue one that misdirects the user’s Web interactions, resulting
in the compromise of user sensitive data.

What is surprising is that a significant amount of cybercrime is still not for finan-
cial gain but only to do harm. Equally surprising is that many organizations apply
more resources into employee Internet abuse than into cyber protection. Relative
to the required resources, cybercrime is the most cost-effective and physically safe
of all crimes, with new threats being continuously recognized. It is not possible to
make an all-inclusive list of crimes that can be committed over the Internet.

One fact is evident, that hackers are being replaced by organized crime, and that
increased cyber defense spending does not necessarily result in increased cybersecu-
rity, but risk prioritization does. Appendix 9-A at the end of this chapter lists most
of the commonly occurring crimes over the Web.

Trends in Cyber Abuse

Trends indicate that cybercrime is not the only cyber abuse, and new very inno-
vative illegal schemes make their appearance on the Internet daily. There is an
abundance of mobile phone applications that have been designed without a secu-
rity consideration in mind and numerous applications with cybercrime in mind
(30, 31, 32].

The general public in good faith downloads and installs applications without
having any way of knowing if they are safe or not. The result is that malware appli-
cations infect the initial phone as well as those they communicate with, plus they
make the content on the phone illegally accessible. Table 9.3 lists cyber abuses that
have been on the rise [28, 33].

Combating Cybercrime

Being connected to the Web is a vulnerability in itself. Therefore, it is a good prac-
tice to connect to and disconnect from the Web on a need-basis. The ease in the
commitment of cybercrimes has turned the Internet, this wonderful human cre-
ation, into a minefield. However, an awareness and the use of protection software
like the ones mentioned in the chapter on intrusions can minimize the risk. The
philosophy in combating cybercrime should be not so much maximizing security
as minimizing risk. There is a subtle but important difference in these two con-
cepts, where the former is only the means, while the latter is the true objective.

At the corporate level, cybersecurity should not be viewed as a technical exer-
cise, but as a top management responsibility that is delegated to the chief security
officer of the organization. As such, cybersecurity should be the top management’s
most important project.

There are many cybercrime protection software that filcer-out question-
able websites and filter-in only selected websites and email correspondents. Such
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Table 9.3 Types of Cyber Abuses on the Rise

Cybercrime hubs (organized crime)
Rogue DNS servers
Fake ISP services
Ads replacement

Zombie development

Underestimation
Potential damage

Defense cost

Terrorism

Communications

Unreported events

Records losses

International
Industrial

Political

Recruiting Records exposures
Libeling
Espionage Online banking

lllegal transactions
Malware installation

Wire mules

lllegal intelligence gathering
Foreign
Domestic
Business

Personal

Underground economy
Information
Records
Malware

Keyloggers

Money laundering thru
Online gambling
Online banking

Online investment

Need for increased corporate
awareness

Preparedness
Training

Crime detection

Authentication spoofing
Identity theft

URL misdirection

Cybercrime in social media
Phony Friends
Phishing
Malware Installation
Misleading Offers
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software provide “inbound and outbound messaging security, (highly) effective
antispam and antivirus protection, advanced content filtering, data loss preven-
tion and encryption for email [34].” No corporate cyber activity can be considered
insignificant from the security viewpoint. However, certain areas require special
attention due to increased cybercrime. One such area is password management.
A considerable amount takes place with compromised passwords. At least this
type of cybercrime can be combated with the deployment of one-time passwords
(OTPs) [35]. Table 9.4 lists four areas—weak links—that are in the forefront of
cybercrime.

In our defense measures against cybercrime, there are two fronts. The first is our
technical fortification. That is, the installation in our computers of the best possi-
ble antivirus suites. There are numerous such highly reputable software even for the
smartphone [36], mobile phones that have Web access. Unfortunately, cybercrime
malware are leading in the technology, with the malware security industry lagging
by three to six months. The second defensive front is our awareness of the existence
of Web-based fraudulent offers and refraining from falling into cybercrime traps.

For example, there are websites that that have fantastic offers for products or
services. Some will charge your credit card, and they will never deliver. In this case,
you may alert your credit card company and try to get refunded. However, there
are other fraudulent e-commerce websites that, after you place an order, will reply
that such product is out of stock and that your credit card will not be charged.
Indeed your credit card is not being charged, but the cards credentials are sold to
cybercriminals. “Technology can only take us so far, and the rest is education and

Table 9.4 Weak Links in Cyberspace Interactions

Area Concerns

Access management Management of access credential and
access mechanisms, such as issuance of
passwords, codes, user names, and
deployment of OTPs

Web applications Online transactions, website navigation,
intranet portals

Log on systems, cross-Internet
communication and cooperation tools,
security settings

Unattended entry equipment and | ATM, cards with RFID communication
devices links, Wi-Fi access, USB devices

Telephony mobile and landlines Smartphones, mobile telephony services,
automated interactions —voice or keyed,
automated voice response
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vigilance on the part of computer users [37].” There are numerous organizations
dedicated to fighting cybercrime, and our awareness of their existence is important
in our own fight. Appendix 9-B lists a number of prominent organizations con-
cerned with the fight against cybercrime.

The liability in the commitment of a crime, be it in the physical world or in
cyberspace, falls on the shoulder of the victim. For example, if someone with a fake
card deceives an ATM and steals money out of your account, the liability would
be with the bank. However, if someone using a keystroke collection scheme hacks
your bank codes and attacks your account, the bank may deny “liability for the loss
because the log-on was authentic. The bank is not responsible for the integrity of
the customer’s computer [38].”

Exercises

1. In a three-page report summarize “Directive 2002/58/EC of the European
Parliament and of the Council” located at http://eur-lex.curopa.cu/
LexUriServ/LexUriServ.do?uri=0]:L:2002:201: 0037:0037:EN:PDF.

2. Inatwo-page report summarize the “Cybersecurity Challenge” speech located
at htep://www.nato.int/nato_static/assets/audio/audio_2010_02/20100202 _
100202-jamie-lecture6.mp3.

3. In a two-page report summarize the paper “Global Cyber Deterrence” located
at heep://www.ewi.info/system/files/CyberDeterrenceWeb.pdf.

4. In a two-page report summarize the paper “Terrorism in Cyberspace—Myth
or Reality?” located at htep://www.cybercrimelaw.net/documents/Terrorism_
in_cyberspace.pdf.

5. Research the issue of JPEG files, where executable code can be hidden in the
file header. Summarize your findings in a two-page report. The following link
may give you a head start: http://www.sophos.com/en-us/press-office/press-
releases/2002/06/va_perrun.aspx.

6. Prepare a ten-slide presentation highlighting The Fair Credit Reporting Act
of 1970 (htep://www.ftc.gov/os/statutes/031224fcra.pdf).

7. Prepare a ten slide presentation highlighting The Federal Information
Security Management Act (FISMA) of 2002. The document can be found at
heep://esre.nist.gov/drivers/documents/ FISMA-final.pdf.

8. Prepare a ten slide presentation highlighting The Homeland Security Act of
2002. The document can be found at htep://www.dhs.gov/xlibrary/assets/
hr_5005_enr.pdf.

9. Prepare a ten-slide presentation highlighting the two Internet-related proposed
legislations: The Stop Online Piracy Act (SOPA), located at http://judiciary.
house.gov/hearings/pdf/HR%203261%20Managers%20Amendment.pdf; and
its Senate companion, the Protect IP Act (PIPA) located at htep://www.leahy.
senate.gov/imo/media/doc/Bill Text- PROTECTIPAct.pdf.
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Appendix 9-A  Cybercrime Activities

Activity Description

1. Cyber 1. Posting of false information of chats, blogs, and

defamation websites.

2. Cyber stalking 2. Tracking of a person’s activities through
unwelcome visits to websites that have relevant
information.

3. Cyber bullying 3. Making anonymous threats via Web postings.

4. Virus spreading 4. Installation of malware through emails or websites.

5. Impersonation 5. Pretending, using email or chat, to be someone
else.

6. ldentity theft 6. Collection of sufficient personal information of
other persons to the point of claiming their
identity.

7. Fake auctions 7. Websites that display valuable products, administer
auctions, collect fees, but never deliver.

8. Ponzi/pyramid 8. This is an investment scheme where there are high
promises that are never realized.

9. Fake lotteries 9. Lotteries that collect charges for possible winnings
that are never realized.

10. Fake storefronts | 10. E-commerce websites that collect but never
deliver.
11. Credit card 11. Use of valid credit or debit card information to
abuse make unauthorized purchases over the Web.
12. Fake services 12. Typical are astrology, technical advice, private

investigations, genealogy, antivirus software.
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Appendix 9-B  Cyber Resources: Organizations Concerned with the Fight

against Cybercrime, a Partial List

Organization and URL

Activities

The Carnegie Mellon Computer
Emergency Response Team
(CERT)

http://www.cert.org

Coordination Center

e Receives reports on Internet security
problems

¢ Analyzes product vulnerabilities
e Publishes technical documents

* Presents training courses

The Federal Computer Incident
Response Center (FedCIRC)

http://itlaw.wikia.com/wiki/
Federal_ Computer_Incident_
Response_Center

Part of the Department of Homeland
Security Information Analysis and
Infrastructure Protection Directorate.
Among other activities

e Provides federal civilian agencies with
technical assistance

¢ Provides coordination and analytical
support and encourages
development of quality security
products and services

¢ Fosters cooperation among federal
agencies for computer security and
communicates alerts and advisory
information

Internet Storm Center (ISC)

http://www.incidents.org
http://isc.sans.edu/index.html

ISC provides a free analysis and warning
service to thousands of Internet users
and organizations, and is actively working
with Internet Service Providers to fight
back against the most malicious attackers.

The Institute for Security
Technology Studies at Dartmouth
College

http://ists.dartmouth.edu

Serves as a principal national center for
counterterrorism technology research,
development, and assessment with a
significant focus on cyber attacks.

The National Infrastructure
Protection Center (NIPC)

http://www.nipc.gov

Serves as the national focal point for
threat assessment, warning, investigation,
and response to cyber attacks. A
significant part of its mission involves
establishing mechanisms to increase the
sharing of vulnerability and threat
information between the government and
private industry.
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Appendix 9-B (CONTINUED) Cyber Resources: Organizations Concerned
with the Fight against Cybercrime, a Partial List

Organization and URL

Activities

The System Administration,
Networking and Security (SANS)
Institute

http://www.sans.org

The institute is a cooperative research
and education organization through
which system administrators, security
professionals, and network administrators
share lessons learned. SANS provides
system and security alerts, news updates,
and an education center for
counterterrorism technology research,
development, and assessment with a
significant focus on cyber attacks.
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Chapter 10

Cyber Warfare and
Homeland Security

Victory and defeat are far from being recognizable in cyberspace.

Paul Cornish
Chatham House

Introduction

Cyberspace is a unique institution that supports all aspects and sectors of a society,
and consequently, the security of that space is of absolute importance to all gov-
ernments for their respective societies. Countries, one after another, are forming
government agencies concerned with the security of that space. Similarly, in the
United States the Department of Homeland Security (DHS), among numerous
other responsibilities and in cooperation with other government agencies, has been
assigned the task of cybersecurity.

DHS has recognized that there is a need to create a “resilient cyber ecosystem [1],”
meaning that cyberspace is not an isolated support system but a multidimensional
ecosystem that has to operate perpetually and in a resilient manner, free of threats or
possibilities of breaking down. Furthermore, the defense of that ecosystem has to be
thorough and of “automated collective action[s] [1].” That is, the security of cyber-
space has to be automated, because there can be no stop-examine-decide process
with human intervention—it is just too slow. The cyberspace defense system must
implement its decision to act at electronic speeds, where these actions are collective,
meaning they are implemented at distributed locations of information centers. In
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this case, “artificial intelligence at the network node level will recognize and avert
threats on a real time basis [2].”

Cyberspace day-by-day is becoming more and more important in every aspect
of life. It is offering unprecedented and irreplaceable convenience that is making
society its hostage. We have two choices. We either refuse to use cyberspace and
pay the consequences, which are isolation and inefficiency, or we fully enjoy its
unlimited benefits, knowing well that its failure can be catastrophic unless we take
all the necessary precautions. DHS has come into the picture with full recognition
of the dilemma, and it is steadily increasing its experience and expertise trying to
reach the asymptote—a secure cyberspace.

Cyber Warfare

Cyber warfare is an expected hostile activity that adversaries will attempt
to capitalize on if an advantage is perceived to be gained. “Simply put, cyber
warfare is a new but not entirely separate component of a multifaceted conflict
environment [3].” “Today in cyberspace, intelligent adversaries exploit vulnerabili-
ties and create incidents that propagate at [electronic] . . . speeds to steal identi-
ties, resources, and [to create] advantage [1].” In cyber warfare it is difficult to say
who has the upper hand, because no one knows exactly how many “holes” are in
cyberspace. In the warfare context, cyberspace is the electronic space including the
Internet, as well as the airwaves regardless of frequency. Numerous cyber attacks
have taken place, but none has been explicitly attributed to an apparent political
or military adversary [4].

All major powers—United Kingdom, France, Germany, Russia, and China—in
a variety of ways have acknowledged having incorporated “cyberwarfare as a new
part of their military doctrine. . . . the French may see a legitimate role for eco-
nomic cyberwarfare in the pursuit of national objectives.” The Russians look at
“cyberwarfare as an act of war for which any response . . . is deemed justified [5].”
Furthermore, it is believed that “Russia retains the right to use nuclear weapons
first against the means and forces of information warfare, and then against the
aggressor state itself [6].” The Chinese view it as another warfare and have created
the Blue Army [7].

An event that took place in Siberia, the explosion of a gas pipeline in 1982 [8],
is claimed to have been the first known act of cyber warfare. According to Western
publications, the event was the result of sabotage where the Supervisory Control
And Data Acquisition (SCADA) of the pipeline system was mal-programmed to
cause the explosion. This is a computerized system that supervises and controls an
industrial process. Figure 10.1 illustrates a typical pipeline control SCADA where
the main control room has two-way communication with remote sites.

One side says that “It was a Trojan program inserted [by the CIA] into the
SCADA system software that caused a massive natural gas explosion along
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Figure 10.1 Remote Supervisory Control And Data Acquisition (SCADA)
system [12].

the Trans-Siberian pipeline in 1982 [9].” The program “reset pump speeds and
valve settings to produce pressures far beyond those acceptable to pipeline joints
and welds [10].” The other side claims that “it was caused by poor construction
rather than sabotage [11].”

If indeed it were a hostile act of attributed origin, like a bombardment for
example, then the United States would have been guilty of an act of war, with all
the legal and moral consequences the Soviet Union could raise. Because a cyber
warfare victim has a difficult case, if not impossible, to prove the cyber attacker’s
identity, the future will be full of cyber attacks. If in the above case of the Siberian
pipeline, the officials, former or past, of the attacker claim responsibility, the cyber
victim country has every right to reparations. Therefore, if at the moment of the
cyber warfare solid evidence does not point to a guilty party, nothing prevents right
to reparations once the guilty party confesses or the origin of the act is proven in
an international court.

That is, once the perpetrator of a deliberate damaging cyber act is identified,
the cyber victim, be it an individual or an entire state, has rights to reparations.
Recognizing the important role cyberspace will play in the future, all major powers
have developed cyberspace commands wanting to create cyber warriors ready to
attack or defend when the moment comes.

It has been said that cyberspace is an equalizer, in the sense that anyone can
put up a powerful website without the visitor knowing the full organization behind
the website facade. Similarly, warfare in cyberspace is an equalizer, in the sense that
military or economic or political strength play no role, with malware skills being
the only arsenal. It is quite possible that through cyber warfare minor geopolitical
goals may be achieved without a military confrontation.

Table 10.1 lists some of the most publicized cyber attacks that could be con-
sidered as cyber warfare. In all cases, there has been no indisputable evidence that
particular sovereign states were behind the attacks. It has to be recognized that
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Table 10.1 Cyber Warfare Attacks

1999. Russia—USA

“In the US, the Navy’s Web site was hacked, reportedly by Russians who
support the Serbs. Erasing the Navy’s information, they left blisteringly obscene
insults against the US.”

http://business.highbeam.com/409220/article-1G1-54299338/
serb-supporters-sock-nato-and-us-computers

1999. Serbia—NATO

“The war in Yugoslavia has spread to the Net with NATO suffering attacks on its
computer systems from Serbia.”

http://news.bbc.co.uk/2/hi/science/nature/308788.stm

2001. China-USA

“Chinese hacker groups . . . organized a massive and sustained week-long
campaign of cyber attacks against American targets. . . .”

http://www.dtic.mil/cgi-bin/GetTRDoc? AD=ADA395300

1999-2001. India—Pakistan

“Sympathizers on both sides of the Kashmir conflict have used cyber tactics to
disrupt each other’s information systems and disseminate propaganda.”

http://www.dtic.mil/cgi-bin/GetTRDoc?AD=ADA395300

1999-2001. Israel-Palestine

“By the end of January 2001, the conflict had struck more than 160 Israeli and
35 Palestinian sites. .. .”

http://usacac.leavenworth.army.mil/CAC/milreview/download/English/MarApr03/
allen.pdf

2007. Estonia

“A three-week wave of massive cyber-attacks on ... Estonia, the first known
incidence of such an assault on a state. . ..”

http://www.guardian.co.uk/world/2007/may/17/topstories3.russia

2007. Israel-Syria

“Syrian air defense was reportedly disabled by a cyber attack. ...

http://www.ccdcoe.org/articles/2010/Geers_Cyber%20Attack%20Deterrence.pdf




Cyber Warfare and Homeland Security ® 179

Table 10.1 (CONTINUED) Cyber Warfare Attacks

2008. Georgia

“The methods of cyber attacks against Georgia primarily included defacement
of public websites and launch of Distributed Denial of Service (DDoS) attacks
against numerous targets. ...”

http://www.carlisle.army.mil/DIME/documents/Georgia%201%200.pdf

2009. Kyrgyzstan—Russia

“Kyrgyzstan became the latest country to come under cyber attack from
computers based in Russia, security researchers said this week. The denial-of-
service attacks, which began on January 18, disrupted the networks. . ..

http://www.securityfocus.com/brief/896

2010. China-Germany

“Germany experienced a significance increase in cyber attacks in 2010, many
originating in China, and plans to set up a special center next year to counter
the problem. ..

http://www.thenewnewinternet.com/2010/12/28/
germany-blasted-with-cyber-attacks-in-2010-plans-cyber-defense-center/

2011. China-USA

“US Secretary of Defense Robert Gates answered the question nobody dared
to ask—Would the US launch military attacks on China in response to Chinese
cyber attacks? His answer—yes, if the cyber attacks were perceived as acts

of war.”

http://www.whiteoutpress.com/articles/wach/
us-and-china-threaten-war-over-cyber-attacks578/

2011. China-USA

“The Chinese military has accused the US of waging a global Internet war
against multiple nations in an effort to bring down governments. ...

http://rt.com/usa/news/china-usa-internet-war/

2011. France

“The French finance ministry has confirmed it came under a cyber attack in
December that targeted files on the G20 summit held in Paris in February.”

http://www.bbc.co.uk/news/business-12662596

(Continued)
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Table 10.1 (CONTINUED) Cyber Warfare Attacks

2011. Kosovo-Serbia
“Kosovo hackers . . . (attacked) websites belonging to the Serbian Orthodox
Church.”

http://www.balkaninsight.com/en/article/
kosovo-hackers-kosovo-broke-into-serbian-web-sites

neither the IP origin of the attacks nor the accomplished goal, if any, can absolutely
link the attacks to governments. Most accusations are justified speculations.

A weak link in the cyber warfare scenario is the trapdoors telecommunication
manufacturers create for the law enforcement agencies to facilitate their mission in
fighting crime. Trapdoor is a term in the security context referring to a mechanism
that bypasses the security authentication and/or authorization procedures in order
to obtain unrestricted resource access. This is the equivalent of a master key in
physical locks. Considering that no information of value can be kept secret, the
trapdoor codes or other information can leak to enemy hands.

Cyber Weapons Convention

About a century ago, the world powers realized that atomic power could be used
for destructive use as well. Thirty years later the explosion of two atomic warheads
proved to the world the possible level of destruction. Similarly today, the world
powers—visible and invisible—are developing defensive and offensive cyber arse-
nals of Cyber Weapons (CW), continuously testing them for all eventualities.
Again, similarly with the atomic weapons, some “cool heads” are pointing out the
need for a Cyber Weapons Convention (CWC) [13]; a convention—an international
arms control treaty for cyberspace—rto which signatories will agree not to use their
CW in prohibited scenarios [13].

It is said that in open hostilities the first victim is the truth. Undoubtedly, the
second victim will be cyberspace. However, unlike all other weapons, where the
launching origin cannot be hidden or disputed, the launching origin of the CWs
can remain unknown forever. Eventually, a CWC will be drafted and signed, but
it will be difficult to enforce while many questions remain unanswered, such as,

B How can one inspect the presence of CWs?

B Should there be a minimum number of CWs?

B What facilities should be excluded from such attacks?

B Can the true origin of an attack be located without the slightest doubt?

Cyber warfare is only a decade old, versus all other types of warfare, and no formal
or informal “ethics, norms and values can apply [3].”
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Cyber Terrorism

Terrorism is another type of hostile confrontation, often between sovereign pow-
ers which anonymously attack each other’s interests. Typically, terrorism involves
direct or indirect acts of violence against specific targets or against a certain inno-
cent population by groups that have no formal link to any sovereign power, that
is, to any country. Terrorists have utilized a wide variety of weapons as a means
to accomplish their aims, and cyberspace has not been left out. As for a defini-
tion, one may safely say that cyber terrorism is the use of cyberspace to commit, or
threaten to commit, violence. Use of cyberspace may be accessory to a crime. For
example, a terrorist organization maintains a website in order “to solicit money for
their various causes or disseminate coded messages, either explicitly or stegano-
graphically [14].” Stenography is the practice of concealing messages inside unre-
lated files. For example, text messages can be concealed inside image files without
visibly affecting the displayed image.

For terrorism, cyberspace is the most cost-effective weapon, as well as the safest
from the terrorists’ viewpoint. Cyber terrorism may be identified as

B State-sponsored. As of now, no country has accepted having conducted
cyber hostile activities against anyone. Such aczors are usually highly skilled
with a focus on particular enemy targets.

B Extremist groups. Such groups use cyberspace for publicity, recruitment,
and fund-raising, as well as for cyber attacks on targets they consider hostile.
Such groups fall in the following general categories:

— Dolitical

— Religious
Ethnic

— Ideological

B Organized crime. These are groups that have a certain expertise in a par-
ticular sector and commit extortion based on threats of harm—economic or
physical. Their motives are always financial gains.

B Individual crime. These are isolated individuals who commit, or threaten to
commit, cyber crimes. In this case, the motives may or may not be financial

gains.

As for tools, a minimal research on the Web can produce effective hacking tools.
The counter cyber terrorism professionals document terrorist incidents through
the identification of six main parameters that collectively define the incident.
These are

B Perpetrator. The person or group that has committed the act of cyber
terrorism.

B Action. The terrorist cyber activity that has been committed or threatened
to be committed.
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Cyber resource. Usually, this has three parts.
— 'The virtual cyber location, defined by the URL.
— 'The logical location, defined by the identity of the server or database.
— 'The physical location where the data are residing. With cloud computing
this location may be difficult to pinpoint.
Means. The malware or intrusion technique used in the attack.
Cyber vulnerability. The weak point in the cybersecurity of the attacked

resource.
Motivation. Usually, this has two views.

— The publicized “noble” motivation

— 'The ulterior hidden motive
Affiliation. Usually, this has two identities.

— The entity claiming responsibility for the action

- The entity suspected to be the beneficiary of the action

The above constitute the starting point in the classification of the incident. Such
incidents range from the defacement or temporary distributed denial-of-service
(DDoS) attack of an official website to the destruction of accessible public
records or interference in the controls of a power grid. Against the warning of
cybersecurity professionals, many critical infrastructures utilize the Internet as
an operational intranet because of the derived cost benefit, rather than building
and maintaining their own network that is physically and logically isolated from
the Internet.

Currently, several power generation sectors are exposed to the Internet, and
“With the recent advancements in smart grid systems and the increasing use
of information technology in power infrastructures, such attacks are likely to
take place, specially in large scales using sophisticated intrusion techniques [15].”
Figure 10.2 illustrates the four major sectors within a power utility organization.
An attack at the generation may result in the destruction of large turbines,
shutting down power and causing human casualties [16]. An attack at the dis-
tribution and power control may leave large areas with no power service; while
an attack at the data processing may destroy important possibly irreplaceable
records.

Experts say that a “Mouse click could plunge city into darkness [17]” and have
urged power utilities to “Disconnect electrical grid from Internet [18]” stating that
“Any nation’s critical infrastructures—communications, power grids, water sup-
plies, gas lines, military, and the like—and their networks must have nothing to
do with the Internet. Such infrastructures must have their own intranets, accessible
only from selected locations and physically and virtually secure [19].”

Furthermore, the Commander of the US Cyber Command, referring to the
cyber vulnerabilities in the electrical power grids, has stated that “cyber-attacks over
the Internet are shifting from data theft to physical assaults [20].” The possibility of
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Figure 10.2 Hacker-threatened power generation system.

a destructive cyber terrorist attack is within the realm of reality, and every measure
needs to be taken to prevent it.

Considering that terrorism usually is the “left hand” of sovereign powers, cyber
terrorists are virtual civil servants who are as trained and as well skilled, if not more,
than the legitimate law enforcement agents who are after them. Terrorism in cyber-
space is at its infancy, and its actions will eventually overshadow the physical ones.

Cyber Espionage

Cyberspace has made espionage less dangerous and more rewarding in many
cases, and it is “one of the most prevalent of cyber activities [3].” Organizations
for the convenience of access and for the apparent cost-effectiveness very often use
the Internet as their intranet. Consequently, data are exposed to illegal access and
are frequently compromised. Organizations sometimes set up honey pots to lure
cyber spies into them and reveal their cyber origin. Honey pot is a term in network
security used to refer to files with false information placed in a website to misin-
form spies and reveal their IP address.

Such espionage may be political, military, industrial, commercial, or personal,
in an effort to obtain information in an illegal or unauthorized manner. It was
made public that cyber espionage silently snooped on the official records of doz-
ens of countries and organizations, with intrusions having taken place during
2006-2011 [21]. The countries ranged from the United States to Vietnam, while
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the organizations included Olympic Games Committees. It was surprising that this
cyber espionage was the work of a single computer. This was confirmed when all the
cyber victims’ IPs were counter spied out of it. Figure 10.3 illustrates the coverage
of the cyber espionage.

Economic espionage is on the rise because use of such information may result
in large legal profits [22]. Typically, cyber espionage uses no passwords because
such information is difficult get, if at all. Cyber espionage starts with an email to
a custodian of sensitive information, like a company’s CEO, from a sender who
is impersonating a highly reputable and trusted organization. The email comes
with an attachment. The recipient, not suspecting the fraud, executes the attach-
ment that displays a rather useful or interesting piece of information. During the
execution of the attachment, a malware is installed in the recipient’s computer
that grants the sender full access to the recipient’s computer. With such privilege,
the sender not only searches the computer, but also accesses websites that require
user names and passwords that usually cyber users leave inside for their conve-
nience, rather than entering them each time they need to access their email or
other services.

Espionage has been recognized as a unfriendly act, but not as an act of war,
and similarly, cyber espionage is expected to be “tolerated,” with diplomatic reper-
cussions rather than war-like actions. However, once open hostilities commence
between two adversaries, cyber warfare and cyber espionage will definitely follow,
if not already in place.

Figure 10.3 Countries affected by one spy’s cyber espionage: United States,
Canada, South Korea, Taiwan, Japan, Switzerland, United Kingdom, Indonesia,
Vietnam, Denmark, Singapore, Hong Kong, Germany, and India.
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Homeland Security

In the United States to address security issues, other than military defense, a
cabinet-level government department was established on November 25, 2002, by
the Homeland Security Act of 2002 [23]. “The Department of Homeland Security
[DHS] has a vital mission: to secure the nation from the many threats.. . . [including]
cybersecurity. . . . [The] duties are wide-ranging, but our goal is clear—keeping
America safe [23].” The DHS was initially created by the transfer, from other gov-
ernment departments, of various agencies that were directly or indirectly respon-
sible with the country’s domestic security [24]. Appendix 10-A lists the agencies
that comprised the initial DHS structure. The DHS organizational chart appears in
Figure 10.4 [25]. (Note: In the United States the top-level governmental entities are
called “Departments,” while in most parts of the world they are called “Ministries.”
Therefore, the DHS should not be confused with a private organization calling
itself the Ministry of Homeland Security [26].)

National Cyber Security Division

Within the DHS is the National Cyber Security Division (NCSD), the mission of
which is to work “collaboratively with public, private, and international entities to
secure cyberspace and America’s cyber assets [27].” The division’s strategy is
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Figure 10.4 Organizational Chart of the US Department of Homeland

Security [25].
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B To build and maintain an effective national cyberspace response
system

B To implement a cyber risk management program for protection
of critical infrastructure [27]

The DHS-NCSD is hosting the United States Computer Emergency Readiness
Team (US-CERT) that provides cyber-related security bulletins, technical security
alerts, and security tips, as well as valuable information on releases on vulnerabilities
of major software. US-CERT is also the place to report a cyber-related incident
[28]. Recognizing that there is no time to be lost, the NCSD is “moving aggres-
sively to build a world-class cybersecurity team, and we are focusing on key priori-
ties that address people, processes and technology [29].”

One of the DHS directorates is the Science and Technology Directorate, which
supports programs that promote cybersecurity awareness and increased capabili-
ties for the public as well as the private sector. Under this directorate is the Cyber
Security Research and Development Center that provides direction for future
cyber security R&D. Activities of the center also include cybercrime prevention,
wireless security, the reliability and integrity of the Domain Name System (DNYS),
and cooperation with other cyber-concerned government agencies.

The DNS is the array of servers distributed around the world with databases that
convert domain names such as www.xyz.com to IP addresses such as 34.167.86.94.
Should these servers be attacked, then the www-based cyberspace will collapse.
Maintaining a DNS cache in the PC can be make surfing faster and less reliant on
DNS servers. A DNS Cache is a two-field database maintained in a PC that has the
domain names and the respective IP addresses of the visited Web pages.

Cybersecurity Preparedness

The NCSD sponsors various activities and initiatives aiming at the enhancement of
cyber defense skills and capabilities. The major two are

B Cyber Storm. This is a biennial cyber defense exercise that attracts inter-
national participation and where new cyber defense skills are tested. The
first Cyber Storm exercise took place in 2006. Through these exercises the
preparedness in responding to cyber incidents is being assessed, along with
information sharing and coordination among partners. Participants in the
Cyber Storm of 2010 were other US government agencies, states within the
union, numerous countries, and many private sector organizations. Cyber
Storm IV is expected to take place in 2012.

B National Cyber Alert System. This program improves concerned cyberspace
residents’ awareness of the current threats and vulnerabilities in cyberspace.



Cyber Warfare and Homeland Security ® 187

Concerned individuals may register [30] to receive monthly updates, as well
as bulletins, on the state of cybersecurity. The major initiatives follow:
— Cyber Security Alerts—Technical
— Cyber Security Alerts—Non-Technical
Cyber Security Bulletins
Cyber Security Tips
— Vulnerability Notes
B Current Activity

Subscription to the alert system is a free public service provided by the DHS, and
several thousand subscribers benefit from these monthly alerts.

Challenges

Any government agency responsible for the security of cyberspace is facing numerous
challenges that can be grouped into social, economic, technological, and political.
Society expects the authorities to provide security in a manner that is transparent,
efficient, effective, and does not in any way step on grandfathered civil liberties,
especially the right to privacy and the right to express one’s own opinion. A very
important factor in fighting crime is to be able to look into the past. The abil-
ity to data mine records and extract valuable crime-solving information cannot be
replaced by post-crime information. However, storage of cyber records across the
board, just in case the cyber surfer may commit a crime in the next five years,
should not be acceptable in a free society. Sociologists and law makers will always
be challenged in their pursuit of finding the right balance between civil rights and
security, a balance that is subject to social norms that evolve along with technology.
Consequently, a cybersecurity policy can only be complete if it has a respective “pri-
vacy impact assessment [31].”

There is no endeavor that is not economically challenged. Funds going into
any sector, be it cybersecurity or street beautification, have to compete with the
demands of other sectors. Although more resources will result in better cyber-
security, responsible managers will have to do their own balancing act, spread-
ing the available resources among the various cybersecurity subsectors, hoping
to maximize the overall security. Through “quantification of the economic value
of security and assurance [32],” a manager can best calculate the cybersecurity
return-on-investment.

Considering that cybersecurity requires highly skilled cyber warriors, or cyber
defenders, available funding can be instrumental in educational programs and spe-
cialized training, with continuing education being the cornerstone of success.

An important challenge within cyber economics is the cybersecurity metrics.
Metrics are the result obtained after processing related measurements. The chal-
lenge is what the measurements should be and how the results should be pro-
cessed. Corporate management and government administrations do not hesitate in
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approving cybersecurity appropriations, but being non-techies themselves, they are
looking for a tangible way, though parametric, to measure the return-on-investment.
Measuring the efficiency or the effectiveness of a security measure, that stood guard
but was never confronted, is a challenge in itself. The acronym of good metrics, that
is, “specific, measurable, attainable, repeatable, and time-dependent [33],” forms the
word smart.

In the cyberspace context, the answer to the question: Are we secure enough?
is always no. This is because not only is the network exposed to known and
unknown cyber risks, but each and every member of the organization through
surfing, emailing, and social networking creates additional vulnerabilities that
the enterprise cybersecurity measures cannot necessarily protect against. That
is, the “degree of understanding of security issues among computer users [34]”
in an organization is a major factor in assessing the level of cybersecurity in
a system.

Effective use of technology is the number one factor in practically every sec-
tor, especially in cybersecurity. The Internet is a very complex system, and the
identification of the origin of a cyber attack can have no margin of error. The chal-
lenge here is the development of a cybersecurity that is ergonomic; that is, it uses
automated processes and procedures that best support the professionals in their
mission.

Once the origin of a cyber attack has been absolutely identified, the political
challenge is to classify it. Such classification may range from nuisance to cyber-
warfare, with all associated consequences. In most cases, retaliation will be in kind
rather than responding through another mode.

Distributed Defense

As cyberspace is becoming an integral part of practically every aspect of modern
life, the threats against its safe and reliable operation are on the increase. Thanks to
cryptography, communications content is relatively secure, while the prompt deliv-
ery of communications can be impeded by denial-of-service (DoS) attacks. Cyber
antimalware have been successfully protecting against viruses.

However, DDoS attacks appear to remain out of control. Such attacks come in
large bursts of thousands of requests, overwhelming the computational capacities of
Web hosts. Typically, this happens

B Through repeated requests that incapacitate the server’s resources, attacking
servers, network, or terminal devices

B Through the injection of false messages, such as connect, disconnect, or error
messages, that disorient the server operations.

The Internet was not designed with the cyber criminals in mind, and it is totally
vulnerable to sophisticated DDoS attacks, which have become the prime concern
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of all cyber security officers. Also very concerned are custodians of DNS servers.
Saturation, or malfunction of such servers, will result in the inaccessibility of thou-
sands of websites. DDoS attacks have been on the increase in frequency and in
strength, having reached the level of close to 50 Gbps in a single attack. Figure 10.5
illustrates the basic topology of a DDoS.

Countermeasures

DDoS countermeasures start with the detection of a potential attack, proceed with
an assessment of the attack’s potential, and end with the necessary actions that
need to be taken. Such actions include delay or rejection of suspected packets and,
if possible, forward and backward notifications of the Internet nodes about the
suspected DDoS attack. The increased speed of networks, coupled with the equally
increased size of computer memory and storage, now allows for the incorpora-
tion of advanced algorithms in the network nodes where traffic can be monitored,
assessed, and controlled. This way, “security capabilities are built into cyber devices
in a way that allows preventive and defensive courses of action to be coordinated
within and among communities of devices [35].”

The deployment of such algorithms in Internet nodes can collectively cre-
ate a traffic forecasting system where destination servers will be informed of the
impending traffic, its volume, and, equally important, its origin. Presently, there
is no such system in place. However, significant research is in progress that
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Figure 10.5 Basic topology of a Distributed Denial of Service (DDoS).
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points to the need for an Internet SCADA- Any Internet SCADA system has
to be of a well-defined scope, of measurable effectiveness, of controllable com-
plexity, and of practical scalability, focusing on an early-warning type of DoS
detection [2].

Cyber Defense Ecosystem

Numerous cyber defense research activities point in one particular direc-
tion, that is, the creation of special artificial intelligence software that will
be embedded in each Internet node, where it will collect traffic information.
Collectively, and in cooperation with each other, such software will serve as an
Internet SCADA that will be able to detect and prevent potential DoS attacks.
Figure 10.6 illustrates an Internet host protected by security-intelligent nodes
providing defense-in-depth.

Presently, the Internet is merely a global grid of interconnected routers that
facilitate the end-to-end communication between Internet clients and Internet
servers, without any cybersecurity potential. While administering this traf-
fic, the Internet nodes access data that collectively may result in most valuable
information. Based on statistical assessments and other packet observations, an
Internet SCADA—a cyber defense ecosystem—will be able to monitor related
traffic and dynamically establish criteria able to possibly recognize suspected
DDoS attacks.

All technology-supported services have started minimal in size and functionality
and progressively have grown into powerful and useful social resources. Similarly,
the Internet started as a text messaging platform and has grown in being an integral

_ Internet
~— Switch-Router

-
Internet Host ’

Figure 10.6 Internet host in a cyber defense ecosystem.
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part of everyone’s life. Today, the functionality level of the Internet nodes can be
compared to that of the mobile phones of the 1990s—minimal and nonintelligent.
For the Internet nodes, the next step is to go beyond the packet-passing stage and to
collectively become an infrastructure that supports server security and load projec-
tions, at least as a start. As a system, the Internet nodes are an underutilized resource.
Once security-related intelligence is entered into them, a cyber defense ecosystem
will be created.

Cybersecurity Training

Cybersecurity training is the responsibility of all persons who expose their comput-
ers to cyberspace. The degree of training will vary depending of one’s involvement.
If we look at the two ends of the spectrum, we see cyberspace users at one end and
cybersecurity professionals at the other end.

Cyberspace users have a responsibility to themselves and to the cyberspace com-
munity to maintain a healthy PC that is free of malware that may infect others via
cyberspace. As a minimum, a PC must have a live antivirus software that examines
each and every file before it is opened or installed on the PC. Cybersecurity users
need to have a security awareness, especially as it applies to the acceptance of files
and applications from unknown sources, because user acceptance may override the
capability of a firewall or antivirus to protect a PC. Such awareness needs to be
reinforced through frequent seminars—webinars, even better—and knowledge of
the risks associated with social networking.

The cybersecurity professionals must have a wide spectrum of skills and exper-
tise focusing in one or more specializations. Table 10.2 identifies the four major
specializations within the broad field of cybersecurity and the required respective
skills. Cybersecurity professionals have chosen a career that is characterized by
intense life-long learning and technology legislation monitoring,.

Cyber Simulation and Exercises

A large amount of resources is being continuously allocated toward cybersecurity,
and powerful claims are made as to the level of preparedness. However, there are no
reliable metrics to assess and to calibrate the cyber defense strength. There has been
no real cyber war to test the defensive and the offensive capabilities of potential
adversaries. In lieu of that, there is the option of cyber war simulation.

Over the years, simulations have been made using large arrays of cyber hosts—
computers—and servers. It is not easy to botnet a large number of hosts to bombard
a particular server and create a DoS attack. Fortunately, cyber warfare simulation
software have been developed that may emulate attacks in the millions. Figure 10.7
illustrates an advanced system that “simulates blended application traffic and cur-
rent attacks at 120 Gigabits per second (Gbps) and the load of 90 million concur-
rent users, . . . Military units tasked with protecting national cybersecurity can
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Table 10.2 Specializations within Cybersecurity and Respective Skills

System Administrations Penetration Testing
Policies and compliance enforcement | Techniques
Federal Intrusion
Corporate Hacking
Firewalls and patches Web applications
Installation Languages
Currency Protocols
Server maintenance Networks
Database Layers
Networking Protocols
Web and email Operating systems
Cyber Auditing and Forensics Cybersecurity Management
Recoveries Leadership skills
Password Project administration
Files Knowledge acquisition
Cryptography Communication skills
Malware Policies and compliance awareness
Analysis Federal
Tools Corporate
Techniques Investigations
Devices Policies
Storage Procedures
Mobile Documentations
Formats Legal Aspects
Networks protocols Intellectual property
Incident response Privacy
Intrusion detection

create the world’s most advanced and cost-eficient cyber ranges, delivering realistic
cyber war simulations to hone cyber defenders’ knowledge and instincts for pro-
tecting military networks and installations [36].”

Considering the dependence a modern society has on the Internet, and how
“cyber warfare is subtle and devastating [37],” governments have been very concerned
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Figure 10.7 Cyber warfare simulation and firewall testing and calibration.
(Courtesy of Breaking Point Systems, Inc. [36].)

over Web vulnerabilities. As a result, cyber exercises are important mechanisms
being held in order to [38]

B Assess preparedness measures against
— Cyber threats
— Natural disasters
- Technology failures
Enable authorities to target specific weaknesses
Increase cooperation among relevant stakeholders
Identify interdependencies
Stimulate continuity planning
Train and educate people
Create a level of confidence as to cybersecuriy

Cyber exercises require extensive [37]

B Planning, for attacks and counterattacks, spoofing and intrusions, disrup-
tions and degradation

B Testing, [for the evaluation of] different strategies and tactics for limiting
damage, identifying vulnerabilities, and creating redundancy

B Training, [for] personnel to recognize problems and to adapt and respond
effectively
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Figure 10.8 Three global cyber warfare simulation exercises.

Three such major exercises are shown in Figure 10.8:

B Cyber Endeavor, a US government, industry, and academia exercise
B Cyber Storm, a United States—organized multinational exercise
B Cyber Europe, a European Union—organized regional exercise

Cyber Endeavor is an annual event organized by military entities of the US
government that “provides a grass-root, working level and environment for opera-
tors, thought-leaders, and practitioners to collectively discuss and identify poten-
tial solutions to the most critical, pressing Cyber challenges and problem sets
facing . . . 7 cybersecurity. The event includes a Cyber Symposium, Cyber Games
and Competitions, and Cyber Exhibitions [38].

Cyber Storm is a cyber exercise that has been taking place every two years
since 20006. It is organized by the National Cyber Security Division of the US
Department of Homeland Security, and it provides an assessment for the US readi-
ness in the event of cyber warfare. Participating are public and private sector orga-
nizations, as well as international entities [39].

Cyber Europe was the very first European cybersecurity exercise, with the
objective to create a cyber defense community among state members. Participating
were seventy public sector organizations from twenty-two countries, with some
additional ones participating as observers. The exercise was organized by the
European Network and Information Security Agency (ENISA), a European Union
Agency. One of the recommendations was that such exercises be held at the national
level as well to develop experience and expertise [40].

The common aims of the exercises were to

B Create, test, and enhance communications policies and procedures for vari-
ous cyber attack scenarios

Identify areas of improvement

Assess value of policies and issues

Assess information-sharing mechanisms

Identify critical interdependencies between cyber and physical infrastructures
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B Raise awareness of the role of cybersecurity in national security and in the
economy
B Develop familiarity with available tools and technologies for cybersecurity

Exercises

1. Research Cyber Storm I1I and prepare a three-page report summarizing your
findings. The following sources will give students a head start:

- heep://www.dhs.gov/xlibrary/assets/nppd-cyber-storm-iii-final-report.pdf

— htep://www.peworld.com/businesscenter/article/206554/cyber_storm_
iii_simulates_largescale_attack.html

— htep://www.dhs.gov/files/training/cyberstorm-iii.shtm

— htep://www.nextgov.com/nextgov/ng_20100929_4557.php?oref=rss?
zone=NGtoday

2. Research the published cyber warfare incidents and prepare a table similar to
Table 10.1. List the reported incidents not included in the table, and elaborate
on each incident.

3. Study the document A Guide to Security Metrics located at http://www.
sans.org/reading_room/whitepapers/auditing/guide-security-metrics_55.
Develop a 12-slide electronic presentation describing the guide.

4. Research the availability of Cybersecurity Training Programs and pre-
pare a three-page report summarizing your findings, focusing on the
program contents. In your survey include academic as well as certificate
programs.

5. Research the Impact of Social Networking on the Society and develop a
10-slide electronic presentation, or a three-page report. The following three
papers may provide students an introduction to the topic:

— http://www.ec.ubi.pt/ec/06/pdf/neelamalar-new-media.pdf

— http://myconvergence.com.my/main/images/stories/PDF_Folder/
jan2010/MyCon06_50.pdf

- heep://fep.jrc.ess EURdoc/JRC54327.pdf.

6. Research the Impact of Social Networking on Cybersecurity and develop a
ten-slide electronic presentation, or a three-page report. The following three
papers may provide students with an introduction into the topic:

— hetp://download.pwe.com/ie/pubs/security_for_social_networking.pdf

— hetp://www.us-cert.gov/reading_room/safe_social_networking.pdf

— htep://www.cio.gov/documents/guidelines_for_secure_use_social _
media_v01-0.pdf

7. Research the zopic of Cyber Warfare Simulation and prepare a ten-slide elec-
tronic presentation. The following three papers may provide students an
introduction to the topic:

- heep://www.scs.org/magazines/2010-07/index_file/Files/Article_Stytz.pdf
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— http://scs-europe.net/services/ecms2005/pdf/abs-03.pdf
— htep://iac.dtic.mil/iatac/download/Vol12_No3.pdf

. Study the document Emerging Cybersecurity Issues Threaten Federal

Information System, located at http://www.gao.gov/new.items/d05231.pdf,
and summarize it in a 10-slide electronic presentation, or a five-page report.

. Research the extent of published Cyber Espionage and prepare a ten-slide

electronic presentation, or a four-page report, summarizing your findings.
The following three papers may provide the student with an introduction into
the topic:

— hetp://pages.uoregon.edu/joe/cyberwar/cyberwar.pdf

- hetp://www.nartv.org/mirror/ghostnet.pdf

— htep://commlaw.cua.edu/res/docs/articles/v19/19-1/11-v19-1-O-Hara-

Final.pdf

Study the White House document, the Comprehensive National Cybersecurity
Initiative, and summarize it in an eight-slide electronic presentation. It is located
at heep://www.whitehouse.gov/sites/default/files/cybersecurity.pdf.
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Appendix 10-A  The Initial Agencies that Were Incorporated into the
New DHS Department

Agency Original Department | Current Agency or Office
US Customs Service Treasury US Customs and Border
Protection

US Immigration and
Customs Enforcement

Immigration and Justice US Customs and Border
Naturalization Service Protection

US Immigration and
Customs Enforcement

US Citizenship and
Immigration Services

Federal Protective General Services Infrastructure Protection
Service Administration and Security Directorate
Transportation Security | Transportation Transportation Security
Administration Administration

Federal Law Treasury Federal Law Enforcement
Enforcement Training Training Center

Center

Animal and Plant Health | Agriculture US Customs and Border
Inspection Service Protection

(part)

Office for Domestic Justice Responsibilities
Preparedness distributed within FEMA
Federal Emergency None Federal Emergency
Management Agency Management Agency
Strategic National Health and Human Returned to HHS, July 2004
Stockpile Services

National Disaster
Medical System

Nuclear Incident Energy Responsibilities
Response Team distributed within FEMA
Domestic Emergency Justice Responsibilities
Support Teams distributed within FEMA

(Continued)
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Appendix 10-A (CONTINUED) The Initial Agencies that Were
Incorporated into the New DHS Department

Disease Center

Agency Original Department | Current Agency or Office
National Domestic FBI Responsibilities
Preparedness Office distributed within FEMA
CBRN Countermeasures | Energy Science & Technology
Programs Directorate
Environmental Energy Science & Technology
Measurements Directorate

Laboratory

National Biological Defense Science & Technology
Warfare Defense Directorate

Analysis Center

Plum Island Animal Agriculture Science & Technology

Directorate

Federal Computer
Incident Response
Center

General Services
Administration

US-CERT, Office of
Cybersecurity and
Communications—
National Programs and
Preparedness Directorate

Assurance Program

National Defense Office of Cybersecurity
Communications and Communications
System National Programs and
Preparedness Directorate
National Infrastructure FBI Office of Operations
Protection Center Coordination
Office of Infrastructure
Protection
Energy Security and Energy Office of Infrastructure

Protection

US Coast Guard

Transportation

US Coast Guard

US Secret Service

Treasury

US Secret Service

Source: http:/en.wikipedia.org/wiki/United_States_Department_of_Homeland_
Security#cite_note-44.
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