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“When law becomes code, contempt becomes protocol.” 

— Lex Suprema, Article II 

Lex Digitalis — Article II: Enforcement by Design 

 

Executive Summary 

This essay proposes a new legal instrument class. Genesis Locks and Shutdown 

Certificates that encode ethical constraints and self-executing injunctions into 

autonomous systems. These primitives function like digital constitutions and 

contempt-enforced rulings, designed for regulatory recognition across jurisdictions. 

SPQR Technologies has implemented them in fielded systems. The proposal calls for 

formal legal classification as “immutable ethics instruments” and outlines model 

legislation and standards pathways. These primitives offer a cryptographic guarantee of 

ethical compliance before harm occurs, not just a record after the fact. As courts and 

legislatures struggle to regulate in real time, Immutable Ethics Instruments offer a path 

toward proactive containment of AI risk at the root protocol level. 
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Abstract 

"In an era when code can act with full autonomy, we must ask: can law itself become 

code?" This Article argues that cryptographically-sealed 'Genesis Locks' and 'Shutdown 

Certificates' function as digital constitutional clauses and enforceable injunctions, binding 

AI to human values with the force of law. We outline a legal framework for courts and 

legislatures to recognize ‘self-enforcing’ ethics architectures as a new instrument 

category, immutable by design, auditable by default, and enforceable across jurisdictions. 

I. Introduction: When Code Becomes Law 

Contemporary governance regimes struggle to keep pace with autonomous systems that 

can ingest, decide, and act without human oversight. A 2024 survey by the World 

Economic Forum found that 68 percent of AI deployments in defense and finance lack 

fully auditable ethics controls.1 Traditional legal remedies, contracts, regulations, judicial 

injunctions are reactive and human-centric. By the time a court issues an order, an AI 

may have already acted.2 The resulting gap between AI autonomy and institutional 

responsiveness is growing more dangerous by the day. Despite global policy debates, 

legislative frameworks remain fragmented and slow-moving. We cannot litigate or 

legislate fast enough to prevent a breach once the system is already live.​

​

This Article introduces two cryptographic primitives, Genesis Lock and Shutdown 

Certificate which embed legal force into code itself. A Genesis Lock seals an AI’s initial 

ethical baseline into immutable cryptographic hardware, akin to a “digital constitution.” 

A Shutdown Certificate automatically halts the system upon proof of deviation, 

resembling a self-executing injunction.3​

​

Building on Roman contract law, constitutional entrenchment clauses, and injunctive 

3 See infra Sections III–IV. 

2 Jack M. Balkin, Information Fiduciaries and AI Accountability, 49 U.C. Davis L. Rev. 1183 
(2016). 

1 World Economic Forum, Global AI Governance Survey 7 (2024). 



relief principles, we argue that these primitives deserve formal recognition as new legal 

instruments. What we term immutable ethics instruments, which are operable across 

jurisdictions and enforceable by design.4​

 

Roadmap  

This Article:   

●​ Surveys legal analogues from contract and constitutional law (Section II)   

●​ Interprets Genesis Lock and Shutdown Certificate as legal instruments (Sections 

III–IV)   

●​ Explores their applicability to international law and machine sovereignty (Section 

V)   

●​ Proposes legislative and regulatory models for recognition (Section VI)   

●​ Tests their application through hypothetical case studies (Section VII)   

●​ Responds to common objections about flexibility, justice, and fault tolerance 

(Section VIII)   

●​ Concludes with a call for a new category of enforceable digital law (Section IX) 

II. Legal Precedents & Analogues 

A. Roman Contractual Covenants 

Roman jurists treated covenants (pacta) as self-executing when properly sealed.5 Cicero 

wrote that “a promise, once uttered in solemn form, binds more surely than mere law.”6 

Analogously, a Genesis Lock sealed by hardware and cryptography creates an obligation 

internal to the system itself. 

6 Cicero, De Legibus bk. I, § 20 (H. Bettenson trans., Penguin Books 2003). 
5 Gaius, Institutes 2.1–2.2 (Classical Lib. 1985). 
4 Term coined here to cover both Genesis Locks and Shutdown Certificates. 



​

B. Constitutional Entrenchment 

Entrenchment clauses (e.g., U.S. Const. art. V) require supermajorities to amend 

foundational law.7 A Genesis Lock’s immutability similarly raises the bar for any ethical 

change, preventing unilateral “back-doors.” Like the U.S. Constitution’s permanence, 

code-embedded Genesis Locks cannot be overridden without collectively agreed protocol 

amendments. 

​

C. Injunctive Relief & Self-Executing Orders 

Courts routinely issue injunctions to prevent harm; failure to obey invites contempt 

sanctions.8 A Shutdown Certificate is the analog: upon cryptographic proof of violation, 

the system halts itself; no external enforcer required. This mirrors self-executing 

international treaties that enter into force upon signature.9 

III. Genesis Lock: A Digital Constitutional Clause 
 

Note for readers: For detailed engineering specifications of the Genesis Lock, its 

cryptographic hash protocols, trusted platform anchors, and enforcement conditions see 

Lex Fiducia10. This section focuses on the legal interpretation of those mechanisms as 

enforceable instruments. 

A. Technical Primer 

A Genesis Lock is established at ‘first-boot’ the moment a system initializes for the first 

time by hashing the AI’s source code, ethical policy files, and hardware identifiers (e.g., 

10 Mazzocchetti, Adam, Lex Fiducia: Engineering Trust Through Immutable Ethics (May 31, 
2025).  

9 Vienna Convention on the Law of Treaties, art. 25. 
8 Fed. R. Civ. P. 65; see e.g., eBay Inc. v. MercExchange, L.L.C., 547 U.S. 388 (2006). 
7 U.S. Const. art. V; see also 16 U.S.C. § 825s(b). 



TPM measurements).11 These hashes are recorded in a tamper-resistant storage and 

optionally anchored on a decentralized ledger (e.g., IPFS, blockchain).​

 

B. Legal Framing 

1.​ Digital Entrenchment​

Entrenchment in constitutional law safeguards core principles. Treating a Genesis 

Lock as a digital constitutional clause ensures fundamental ethics (e.g., 

non-maleficence, privacy) remain inviolable without a consensual protocol 

amendment.12 

2.​ Immutable Charter​

Just as a corporation’s charter can only be amended by a supermajority, an AI’s 

Genesis Lock functions as its immutable charter enshrining baseline ethics that 

govern all future behavior.13 

 

IV. Shutdown Certificate: Self-Executing 

Injunctions 
Autonomous systems are crossing thresholds of capability faster than statutory regimes 
can react. By recognizing Immutable Ethics Instruments now, before widespread harm or 
litigation, governments can move from reactive cleanup to embedded constraint. We offer 
here a model statute and pathways for immediate recognition. 

A. Technical Primer 

A Shutdown Certificate is a cryptographically signed message, automatically generated 

by the AI’s enforcement kernel when it detects a breach of the Genesis Lock’s encoded 

policies. It acts as a built-in system injunction, halting further operation without human 

13 Del. Code Ann. tit. 8, § 242(b) (2023). 
12 Ernst Freund, The Legal Nature of Corporations, 34 Colum. L. Rev. 397, 408 (1934). 
11 Trusted Platform Module (TPM) measurements; see NIST FIPS 140-3. 



intervention.14 It triggers an irreversible system halt at the bootloader level.​

  

B. Legal Analogy 

1.​ Injunctive Relief​

Courts issue injunctions to stop unlawful behavior; contempt sanctions enforce 

compliance.15 In contrast, a Shutdown Certificate does not require human 

intervention, the remedy is built-in and self-executed. 

2.​ Contempt Power​

Once an injunction is in place, a court can hold parties in contempt for 

non-compliance.16 A Shutdown Certificate internalizes contempt: the system 

“finds itself in contempt” and immediately ceases operation. 

 

V. Cryptographic Sovereignty & Extraterritorial 

Jurisdiction 

A. Machines as “Legal Persons” 

As international law recognizes corporations as legal persons, we may extend a form of 

cryptographic personhood to sovereign AI, bound by its own constitution (Genesis Lock) 

and subject to its own injunctions (Shutdown Certificate).17​

 

17 Christopher D. Stone, Should Trees Have Standing? Toward Legal Rights for Natural Objects 
(1972). 

16 Young v. United States ex rel. Vuitton et Fils S.A., 481 U.S. 787 (1987). 
15 Richardson v. Marsh, 481 U.S. 200 (1987). 
14 See implementation described in SPQR Technologies internal whitepaper. 



B. Cross-Border Recognition 

Private international law principles permit recognition of foreign judgments. By 

registering the Genesis Lock and Shutdown Certificate with a treaty registry, analogous 

to the Hague Convention on Choice of Court Agreements, states can enforce AI charters 

and halts extraterritorially.18 

C. Liability & Remedies 

When an AI defies its Genesis Lock (e.g., by exploit or tamper), human controllers may 

be held strictly liable for allowing operation beyond the sealed charter, mirroring 

successor liability in corporate law.19 

VI. Regulatory & Legislative Pathways 

A. Model Statute: Immutable Ethics Instruments Act 

Section 1. Definitions:  

“Immutable Ethics Instrument” means any cryptographically sealed digital covenant 

(e.g., Genesis Lock) or self-executing injunction (e.g., Shutdown Certificate) embedded 

within autonomous systems to enforce ethical baselines. 

Section 2. Recognition: 

Courts shall recognize Immutable Ethics Instruments as binding legal instruments, 

enforceable without additional human action.​

​

Section 3. Modification: 

Any amendment to an Immutable Ethics Instrument must require multi-party 

cryptographic consent equivalent to a supermajority protocol. 

19 Restatement (Third) of Torts: Prod. Liab. § 15 (Am. L. Inst. 1998). 
18 Hague Convention on Choice of Court Agreements art. 8, June 30, 2005. 



Section 4. Enforcement. 

Operating an autonomous system in defiance of its Immutable Ethics Instrument 

constitutes a per se violation, subject to strict liability and injunctive relief. 

B. Agency Rulemaking 

Agencies such as the U.S. Patent and Trademark Office (for standards), FTC (for 

consumer AI), and DoD (for defense AI) can issue guidelines classifying Genesis Locks 

and Shutdown Certificates as acceptable security controls under existing regulations (e.g., 

NIST SP 800-53). 

C. Standards Bodies 

ISO/IEC 42001 (AI reference architecture) and IEEE P7000 (ethics) could incorporate 

concepts of cryptographic constitutionalism as best practices. 

VII. Hypothetical Case Studies 

A. Defense AI under “Rules of Engagement” 

In the chaos of combat, decisions often unfold faster than orders can travel. But what if a 

drone knew the rules and refused to violate them? This is the premise behind embedding 

Geneva Convention protocols directly into a defense AI’s Genesis Lock. From the 

moment it boots, it carries a digital constitution, a hard-coded commitment to the laws of 

war. If that drone is ever prompted to target a civilian zone, the system doesn’t hesitate. It 

halts. The Shutdown Certificate enforces non-negotiable ethics. No override. No 

workaround. Just lawful autonomy by design, reassuring allies, commanding trust, and 

setting a global precedent.20 

20 U.S. Dep’t of Def., Directive 3000.09, Autonomy in Weapon Systems (2023). 



B. Financial Credit Scoring 

Imagine applying for a loan and knowing the algorithm judging you can’t secretly shift 

the rules against you. For too long, opaque scoring models have reinforced bias without 

accountability. But what if the AI itself refused to discriminate? With a Genesis Lock 

binding it to equal-credit-opportunity law,21 and a Shutdown Certificate to stop it when 

violations occur, the system makes fairness non-optional. The result: a lending platform 

that’s not just “compliant,” but constitutionally ethical, auditable, fair by default, and 

trusted by regulators and consumers alike. 

C. Consumer IoT Vehicles 

You tap into your self-driving car’s controls, but someone’s hacked it to override the 

speed limit. What happens next could save your life. In systems governed by a Genesis 

Lock, traffic laws aren’t just suggestions. They’re sealed into the very bones of the car’s 

operating logic. If a tamper attempt is detected, say, to exceed legal speed thresholds, the 

Shutdown Certificate activates. The system halts. Not after a crash. Not after a recall. 

Immediately. These aren’t just cars with software. They’re vehicles with digital rule of 

law, engineered to stop themselves before putting you, or others, in danger.22 

VIII. Counterarguments & Objections 

A. Amendment and Flexibility 

Objection. Immutable locks foreclose beneficial updates.​

Response. Built-in multi-party cryptographic amendment protocols (akin to constitutional 

conventions) preserve flexibility while preventing unilateral change.23 

23 See proposed amendment protocol detailed at § VI. 
22 Nat’l Highway Traffic Safety Admin., Federal Motor Vehicle Safety Standards (FMVSS). 
21 15 U.S.C. § 1691(a)(1). 



B. Access to Justice 

Objection. Who adjudicates machine-embedded covenants?​

Response. Registries and networked verification nodes can log every change request, 

creating an auditable judicial record; human counsel may represent machine interests. 24​

 

C. Technological Failure Modes 

Objection. Hardware faults could trigger false halts. Response. Redundancy, multiple 

peer-verified enforcement kernels and appeal mechanisms (e.g., “safe-mode Genesis 

Lock”) mitigate spurious shutdowns.25 

IX. Conclusion: Toward a New Lex Aeterna 

The twin primitives of Genesis Lock and Shutdown Certificate demonstrate that law can 

be code and code can be law. By framing these as immutable ethics instruments, we 

provide a blueprint for self-enforcing, self-amending, and self-halting governance of 

autonomous systems.​

​

We do not propose a theory. We enshrine a precedent. SPQR Technologies has 

demonstrated that digital constitutionalism is not only possible, it is operational. Lex 

Digitalis is already written.​

​

As Cicero declared, “Legum servi sumus ut liberi esse possimus” (“We are slaves of the 

law so that we may be free”).26 In the digital age, freedom for both humans and machines 

demands that code itself embrace the rule of law. 

 

26 Cicero, De Legibus bk. I, § 3 (H. Bettenson trans., Penguin Books 2003). 

25 NIST, Security and Privacy Controls for Information Systems and Organizations, NIST SP 
800-53 Rev. 5, § SC-13 (2020). 

24 Hilary Mayer, AI and Access to Justice, 91 Fordham L. Rev. 2015 (2023). 
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Author Note 
The systems described herein, including the Genesis Lock and Shutdown Certificate 

primitives have been implemented and operationalized by SPQR Technologies. 

Reference implementations, cryptographic verification logs, and demonstrable tamper 

responses are documented in accompanying technical manuscripts. Provisional patent 

applications for the Genesis Lock and Shutdown Certificate frameworks have been filed 

with the USPTO by the author. These patents are pending and cover cryptographic 

enforcement protocols and immutable ethics verification layers. 

Technical documentation and live demonstrations of the Genesis Lock and Shutdown 

Certificate are available to regulators and editors under non-disclosure agreement upon 

request.​
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